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Abstract: With IPSec/VPN policies being widely deployed, how to coryesfiecify and configure
them is critical in enforcing security requirements. Undererurpractice, IPSec/VPN policies are usually
specified manually by system administrators and thus proneds.eHowever, dynamic aspects in the
network may interfere with the existing policy set up and thusecanexpected conflict. To deal with
these problems, we formally define IPSec security requiremealisies, and their correctness criteria.
Based on these definitions, we present an inter-domain architéestattomatically generate correct and
efficient security policies. Our approach works when we arengaveet of security requirements for a
single end-to-end traffic flow. We can also deal with chandesnwew security requirements are added.
Finally, we present simulation results which evaluate the performance sdlations.
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1 Introduction

The Internet has become increasingly more and more dynamiany aspects. With the capability of
various wireless network technologies, users and even sub-neteanrkse mobile. Mobility implies
potential changes in the policies or the inter-relations amongbdigtd policies. Adaptive security is
another cause of policy changes. It will be common in the near futueedecurity management system
to react to a newly detected intrusion, by on-the-fly detenygirib strengthen the security level by
modifying the IPSec security policies. Usually an IPSec palite consists of two parts: condition and
action; if the condition part is met, then the action part wiki®rced. The values in the IP header fields
are mapped to condition part as one traffic selector, while ¢henapart specifies how to handle the
traffic flow that fits the selector. For an IPSec/VPN paqlitycan enforce the following three possible
actions: deny allow, IPSec-actions(these can include ESP - Encapsulating Security Payload, AH -

Authentication Header, tunnel mode or transportation mode etc), as shown in the exafiglds

IPSec Policies Descriptions
(1. [sccIP=A dstIP=B prot=TCP srcPort=ANY dstPort=ANY] — allow) | frgffic from A to B will be allowed if the protocol field is TCP

(2. [srcIP=A dstIP=B prot=UDP srcPort=ANY dstPort=any] — deny ) | fraffic from A to B will be denied if the protocol field is UDP

(3. [SrcTP=A dstIP=B prot=TCP srcPort=ANY dstPort=ANY] —» TCP traffic from A to B will be encrypted through an
T S eop o l=ESE ) Modecttinned; established ESP Tunnel SA using the triple DES algorithm
Algorithm=3DES
from=8G-UCDavis to=B)

Figure 1 Example IPSec policies witlallow, denyand IPSec action

However, IPSec/VPN policies are manually configured to individaalrity gateways or administrative
domains in current practice, which could be very inefficient amar-@none. Small or subtle errors in the
process as shown in the scenarios below may manifest themaglvesssive holes in the overall security
of the network. In addition, the interactions among policies can causgeaated security breaches,
which are very difficult to check even with careful and experienced adraiistr
- IPSec policy conflicts: between Privacy Protection and Content Examination
As shown in Fig 2, A and B built an encryption tunnel to protect tle@isisve communication, while
the other policy, on Security Gateway SG-1, is specified to deny ESP encrypted packets.

Therefore, all packets will be dropped in the middle of the transmission.



(1. [srcIP=A dstIP=B prot=TCP srcPort=ANY dstPort=ANY] —
IPSec Prot=ESP Mode=Transport
Algorithm=3DES
from=A to=B)
(2. [srcIP=* dstIP=* prot=ESP srcPort=—ANY dstPort=ANY] = deny )

g
%Z.;ﬁa Ef EE
A SG-1 ESP-transport SG-2 B

Figure 2 A scenario with conflicts between PrivacProtection and Content Examination
IPSec policy conflicts: traffic selector confusion
In Fig 3, policy (1) specifies packets must be authenticated A¢onB through an AH tunnel from A
to SG-2. Under Policies (2) and (3), SG-1 will perform access control suatntizahe traffic from A
to B will be allowed. The problem, though, is that the authenticatioretur@tween A and SG-2 will
change the packet header such that the destination IP address apieaBSG-2 at SG-1. Therefore,
according to Policy (3), all packets from A to B will be droppehlictv is not the original intention of

the system administrator.

(1. [srcIP=A dstIP=B prot=ANY srcPort=ANY dstPort=ANY] =
IPSec Prot=AH Mode=Tunnel
Algorithm=HMAC-SHA
from=A to=SG-2)
(2. [srcIP=A dstIP=B prot=ANY srcPort=ANY dstPort=ANY] 2 allow)
(3. [sTcIP=* dstIP=* prot=ANY srcPort=ANY dstPort=ANY] 2 deny )

A SG1 AH Tunnel SG-2 B

Figure 3 A scenario with conflicts by traffic séector confusion

IPSec policy conflicts: tunnel overlaps

(1.[srcIP=A dstIP=B prot=ANY srcPort=ANY dstPort=ANY] —
IPSec Prot—ESP Mode—Tunnel
Algorithm=3DES
from=8G-1.1 to=8G-2 )
(2.[srcIP=A dstIP=B prot=ANY srcPort=ANY dstPort=ANY] —>
IPSec Prot=ESP Mode=Tunnel
Algorithm=Blowfish
from=sG-1 to=s6-2.1)

A SG-1.1 SG-1 ENC Tunnels SG-2 SG-21 B

Figure 4 A scenario with conflicts by tunnel oveaps

In Fig 4, policy (1) specifies that all traffic from A to Bust be encrypted through a tunnel from SG-
1.1 to SG-2, while Policy (2) defines all traffic from A to Bush be encrypted through a tunnel from
SG-1 to SG-2.1. With this configuration, traffic is encapsulateld asihew header by SG-1.1 and then
encapsulated with another new header by SG-1 to send to SG-2.1.3@8Rk211 decapsulates and

finds out the destination is SG-2, SG-2.1 will send traffic back to SG-2. Finalif, \8i(bdecapsulate



and send traffic to its real destination. Although it is originadtgnded to encrypt traffic from SG-2

to SG-2.1, the traffic is eventually sent in clear text fromZ3G SG-2.1 because of tunnel interaction.

The three scenarios above show that the interaction of a set abpalan lead to conflicts that

deviate from the original intention. This illustrates two fundamemalies in IPSec policy

management: 1) How to systematically determine the dosedcof policies and securely distribute
them across the network? 2) How to ensure the correctness of a set of distritwrtieyl @aicies?

In this paper, we briefly present formal definitions for securyuirements and policies from our
previous work and solutions to automatically generate a set otctti®ec/VPN policies given a set of
requirements on an end-to-end single flow. Then in section 3, wadute the BANDS architecture
together with an improved Ordered-Split algorithm. This providesuignlwith the minimum of tunnels.
With the automated generation and correctness analysis algorithms, it isahibsefto adaptively change
the security configuration of a network system due to re-configuration, upgrauks/jritrusions, or even
mobility. We present our simulation results and analysis in SeBtiéinally, section 6 summarizes the

paper and outlines future work.
2 Security requirements and policies

In our previous work [10][11][12], we demonstrated that in order to provsidwdion to ensure the
correctness of the security policies, there is a need [1][@trly and rigorously distinguish the higher-
level policies (i.e. security requirements [5]) and low-levekdeplans (i.e. security policies [3][4] to
meet the objective). One important task of IPSec policy managef@gns to represent security
requirements at a high level efficiently and unambiguously. Weowéfly outline the formal definitions
of security requirements in Section 2.1, which readers can refer [12] for mats. deta
2.1  Security requirement categorizations
In order to have a fine-grain analysis of the requirementsyustlger categorize security requirements into
four different types in the table shown in Fig 5. For exampl@pss ipgss POrtre, POrks; protocot> ®

deny_sec(ENC, routgrrouteg)” defines a Content Access Requirement that traffic in amyption



tunnel from i at porty. to ipyst at ports: will be denied by routerand routes, and thus indicate that the

traffic flow needs to be accessed/examined by these two routers.

Security Requirement Category Definition

Access Control Requirement (ACR) is related to a security gateway <flow td> — deny | allow

or firewall’s access control function to some trusted traffic

Secunity Coverage Requirement (SCR) requires the secuity <flow id# — protect (sec-function, strength, from, ta,
protection to cover all the links and nodes withm certamn network area trusted-nades)

Content Access Requirement (CAR) specifies that some network <flow id = —>deny sec | allow sec fsecfimction, access-

nodes may need to access the content of certam traffic (no encrypted nades)
tunnel can be built to across them)
Security Associate Requirement (SAR) defines the capabilities of the =flow id= — deny_54 | allow 54 (d-peery, Id-peers,
netwoik nodes to configure and set up Security Associations secfunction)

Figure 5 Security Requirement Categories

Therefore, with the requirement definitions established, a polityeaset up to satisfy a requirement as
follows. Basically, a policy includes a traffic selector anckgain action to be taken for the traffic that
fits the selector. Formal definitions are defined in the next section.
2.2 Security Requirement and Policy Definitions

Definition 2.2.1: IPSec/VPN policy can be specified at two different leviiis: requirement-level
security policies (or security requirements in short) and tigeimentation level security policies (or
security implementation policies in short). They are the sarbasit form as defined below but different

in attributes and semantics that will be defined respectively.

Definition 2.2.2 A security policyP is a rule in the form: I€onditionC thenactionA, P=C® A -

Definition 2.2.3 The condition part of a security policy is composed of Sgt$,..., Sy, each of
which is a finite set of values of a specific attribute, a.k.selactor, to associate certain traffic with a
particular policy. The condition is met, or a packet is selected pylicy, if and only if each of the

packet’'s selectors is an element of the corresponding seedelector, which can be represented by
. N
Cartesian product of the seG= 13 .®
1=

Definition 2.2.4 The action part of a security policy is of fomqt,,t,,...,t,,) Wherea is an action type
(e.g.Allow, Deny,...) with M parameters that specify attributes of the actia= a(t,,t,,...,t,,) . There

is only one action type in each poliey.

Definition 2.2.5 The requirement level security policies haveftiilwing selectors in the condition



part “flow identity and have the following action types and paranseitethe action part:
“flow identity”” (S, S, ...)
® deny|allow
protect(sec_function strengtfalgorithni from to[trusted_nodd$ >
deny_segallow_sec(sec_function access_nojles

deny SAallow SA(SA_peerl SA peer2 sec_function strength

In the condition part, eacfis a finite set:

“flow identity” is composed of 5 sub-selectossCadar, dStddr SIGorts AShort, Protocol to identify
the original flow, regardless of the encapsulatetie¢aders of the packet.

In the action part, eachis a finite set:

“sec_function” is to specifythe security function(s) required for certain figafin which AUTH
specifies the requirement to authenticate the whdlpacket and ENC specifies the requirement to
encrypt the payload of the IP packet

“strength” is to specify desired level of security protectisuch as ordinary, middle or high;
optionallyalgorithm specifies the algorithm desired for the securitytgction;

“from to” is to specify the areas outside tHeofn td’ sets are to be protected from when the
traffic flow is routed from“from” to “to” . Optionally, trusted_nodespecifies the nodes that are
allowed to access content while a packet is berotgpted. An emptjyrusted_nodesist implies there
must be a direct tunnel starting at tffi@f” node and ending at théd” node.

“sec_function access_nodes$ to specify the condition that certain securityndtions (e.qg.
authentication or encryption) are applied againattipular nodes specified by the finite set

access_nodesvhich can be used in representing the Contenegs®equirement of certain nodes by

! Flow id (a.k.aflow identity) can be represented as a 5-tuple including sdBrogestination 1P, source port, destination pod protocol.
2 Attribute with [1is optional and can be specifiedbe empty.
3 Each attribute is a finite set, which can be spetis wildcard, prefix, a list of values, rangts e

* This complies with the capabilities offered in IRS®mforcement policies, see RFC2401.



denying certain security function(s) to protectnfirthem.
“SA_peel SA peef is to specify that any node in the seG&#_peerforms Security Association

(SA) with any node in the set 8A peer. Security Association is a description of how tmeatwork

entities will use security services to communicseurity, thus the Security Association Requirement

is represented by explicitly denying/allowing peutar nodes to build an association relationshij wi

certain security function at certain strength.

The requirement definition above is capable of gpeg four types of security requirements and is
extensible for new security requirements in therket

Definition 2.2.6. The implementation level IPSec security policadgeck various header fields of
incoming packets to select a packet. Thereforacipslhave selectors from IP header fields of xifipe
incoming IP packet in the condition part as:

SICaddr, dStddr, SIGoort, dShort, Prot, etc.
and have the following action types and associptgdmeters in the action part:

deny, allow oripsec_action(sec_protalgorithn?, mode fromA, toA)

In the condition part, eac§ is a finite set to match the header fields of ekpaito the policy.

In the action part, eachis a single value except algorithm:

“sec_prot” specifies either AH or ESP;
“algorithm” specifies all possible algorithms for IKE to negtd;
“mode” specifies either transport or tunnel
“fromA toA” specify two enforcement agents to build an SAs
The specification follows the definition of SPSU [6 IETF.
2.3  Requirement Satisfaction

Given a set of requiremerR, a set of policies are correct if and only if thestisfy all the

® We usealgorithmto abstract other related attributes [Key_lengtretc as well.



requirements irR. For clarity, we focus our definitions on requiremh satisfaction for single flow only.
One requirement is satisfied only when the requéneinis satisfied for every single flow of the spiec
traffic.
2.3.1 Access Control Requirement Satisfaction
Definition 2.3.1: flow f ® denyis satisfied if and only if any node on the pathhe flow f drops all
packets of. ¢
Definition 2.3.2: flow f ® allow is satisfied if and only if none of the nodes oe gath off drops the
flow. o
2.3.2 Security Coverage Requirement Satisfaction
Definition 2.3.3 flow f ® protect ( sec_function, strength, from, to, trdsteodes)s satisfied if and
only if All the links and nodes along the routetpitbm ® to are covered by all security functions
specified insec_functiowith strength equal to or greater thetrengthe
2.3.3 Content Access Requirement Satisfaction
Definition 2.3.4: flow f ® deny_sec(sec_func access_nodesatisfied if and only if all nodes in
access_nodes can access the content that is mettebby any of the functions sec_funce
2.3.4 Security Association Requirement Satisfaction
Definition 2.3.5 flow f ® deny_SA (SA_peerl SA peer2 sec_fundasosgtisfied if and only if none
of the nodes Ir5A_peerket up SA with any of the nodesSi _peer2vith sec_functiorfor flow f. «

We now give an example for a requirement thattisfead by the policy in Fig 6.

[srcIP=1 dstIP=4 prot=TCP srcPort=ANY dstPort=ANY] — [srcIP=1 dstIP=4 prot=TCP srcPort=ANY dstPort=ANY] —
SCR Encryption Strength=STRONG IPSec Prot=ESP Mode=Tunnel
From=1 To=4 Strength=STRONG
Trusted=(2,63) from=1 to=4
(1) A Security Coverage Requirement (SCR) (2) A policy to satisfy the SCR

Figure 6 Security requirement and policy definiton

2.4  Requirement satisfaction: Bundle approach and Direct approach
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(1) Buddle approach (2) Direct approach
Figure 7 Bundle and Direct approach for automatigpolicy generation

With requirements and policies defined above, tppraaches were introduced in [11] to automatically
generate security policies given a set of requirgmeis shown in Fig 7, the Bundle approach israug
traffic flows into different bundles and build tugla for each traffic bundle, while the Direct apgb is

to generate policies for each requirement. In lagproaches, each requirement will be satisfiedhiey t
tunnels built, however, it is easy to see that Baiagbproach may produce redundant tunnels asldui
tunnels for each possible flow bundle and the Disgaproach builds fewer tunnels and thus is more
efficient.

3 Automatic Policy Generation in an Inter-Domain envionment

Given a set of security requirements, the most dumehtal issue is to find a policy solution to
correctly satisfy the requirements. While our poerd work solved the problem in an intra-domain
network, we will focus on a wider scope to provalpolicy solution for an inter-domain environmeint.
[10], a distributed framework/protocol for policggotiation and generation, using the Direct apgrpec
introduced. And in [9], an efficient algorithm fan optimal solution to generate a minimum number of
tunnels is presented. In this paper, we will pres@nintegrated solution using the BANDS architeztio
discover the security requirements along the rpate and use Ordered-Split to automatically geresat
solution with the minimum number of tunnels. An moyed version of the algorithm, dynamic Ordered-
Split algorithm will also be introduced to handigt of order requirements in BANDS.

3.1 BANDS Architecture
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Figure 9 The architecture of a requirement server

In an inter-domain network, it is not scalable &gpure centralized management system to collettall

requirements in each domain network and then coeniet correct policies accordingly. Therefore, we

proposed a hybrid framework using a centralizedadubtributed system [10]. In the BANDS

architecture, we introduced a requirement serv&) {8 each domain (a.k.a. Autonomous System) in the

network. The requirement server is responsibledmperation and policy negotiation with other

requirement servers at other domains. As illustratd=ig 8, requirement servers execute a two-phase

policy negotiation process.

i. Route path discovery

In order to discover the requirement servers atbegoute path and to involve them in Phase II for

the policy negotiation, it is necessary to find thd route path first given a start and end nodsel

on the discovered AS route path, each RS in the®e path should be able to identify the IP

addresses of other servers along the path by 8W&) This phase is to prepare for Phase Il for the

corresponding requirement servers to exchangenaton for policy generation. For instance, if

BGRP [7] is used under BANDS architecture, the routthpiscovery starts with a “BGRP PROBE”

message from the initiator to the destination. AftéGRAFT” message is sent back, the exact AS

route path has been probed and reserved.

®BGRP (Border Gateway Reservation Protocol) is éeridomain aggregated resource reservation profocainicast traffic, where a sink
tree is built for each of the stub domains to penfa destination-based reservation aggregation.

10



Requirement discovery and policy negotiation

After the AS route path is probed in Phase |, d&8lon the path needs to make queries to its
neighbor RS to discover the corresponding requirgsni®r that traffic flow. With the RS architecture
shown in Fig 9, the requirement server storesdbal requirement information as well as the routing
data and existing tunnel information in its MIBsgiagement Information Base). To maintain an up-
to-date copy of data, it needs to periodically updhese data from local routers.

Once the server receives all the data it needsll invoke the policy negotiation module to calaté
policies based on the corresponding requiremem{d.d], we used the Direct approach to
automatically generate security policies. Howewasrthis approach may produce extra tunnels, we
will use the Ordered-Split algorithm [9] to generatminimum set of policies.

An example scenario

The example scenario in Fig 10 illustrates how eaodule in BANDS interacts and how the
collaborative negotiation protocol works amongleéwvork peers. The network topology shown in
Fig 10 has 6 autonomous systems and each incladesrs with corresponding requirements. After
the AS route path is discovered in 1), the RS exgbs their requirement data in 2) and the final
tunnel solution is automatically generated in )té\that for simplicity we use a simplified versioh

requirements here in the example.

11



Figure 10 The example scenario under BANDS

The basic policy generation algorithm, Direct agmig that BANDS originally adopted, is to build
policies for each different security coverage regmient. For example, three IPSec tunnels based on
two SCRs are built by RS at AS100 with splittingriels that avoid tunnel overlaps and thus potential
security violations.
3.2  Automatic policy generation: Ordered-Split algorithm
As networks become more complex, the cost for guimy and decryption can greatly impact the
communication performance. Thus our approach ftoraatic IPSec/VPN policy generation will try to
generate efficient solutions. Given a set of séguequirements, a solution with fewer IPSec tuanel
provides a more efficient way to perform cryptodriamperations. Therefore, we presented an algurith
[9] to automatically generate policies to satisfg tequirements while also providing an optimalisoh
with the minimum number of policies. We now presaeiiails of the Dynamic Ordered-Split algorithm.
I. Ordered-Split algorithm
The algorithm borrows some concepts from traditiétask scheduling”. Given a set of requirements
R, we want to find a set of Tunnélgo satisfy the requirements, avoid tunnel overkps use the

minimum number of tunnels.

12



Fig 11 illustrates the definitions for a requiremenpolicy and an overlap. Note that they represen
the security requirement and policy just usingaatstode and an end node, so it is a simpler view.
This simplification is reasonable when we havenadr topology (in [8] we consider more complex

topologies).

Figure 11 Definitions used in Ordered-Split algoithm

Therefore, to satisfy a requirement(f, t), we should have a chain lofunnelss, s, ...,S.1, with s = [f;,

t] and such thaf. = fo, t =ty4, t = iy, fori =0, 1,..., k-2

Figure 12 An Ordered-Split algorithm example

The Ordered-Split algorithm starts with a tie-freequirement set and sorts the requirements by
FROMVvalues. It splits existing tunnels that overlap turrent requirement and then adds any
additional tunnels needed to complete the tunnainctor the current requirement. The example in
Fig 12 shows how the algorithm works.

In the full version of [9], we proved that the Orelé-Split algorithm finds a correct solution usthg

minimum number of tunnels possible.

" Tie-free requirements mean that no two requirememase a sameéROMvalue and no two requirements share a se@wealue.

13



ii. Dynamic Ordered-Split algorithm
The Ordered-Split algorithm assumes that we kndwhalsecurity requirements beforehand, so the
algorithm starts by sorting the requirements byRR®M values. In a more practical scenario, new
requirements may arrive, requiring us to updatepalicies. Each time a new requirement arrives, we
could simply rerun the Ordered-Split algorithm, this would be quite slow. Instead, the Ordered-
Split algorithm can be revised as follows to hanmd#es requirements and only consider necessary
changes.
As in [9] we only allow Canonical Solutions: alhteels start/end &ROMor TO values inR and no
two tunnels have the same start time and no twe basame end time. Since we showed in [9] that
there is always an optimal solution (minimum numdietlunnels, no overlaps, and meets all
requirements) which is canonical, it is sufficiemfind an optimal canonical solution.
To start with, we assume we have a set of tunhés a set of requiremenk such that is
canonical and minimal fdR, and if we have a tunnel,[y] in T then we have a required chain of
tunnels fromx toy for R®.
If we add a new requirement (f, t) we now show howreate a new canonical tunnel Bgtsuch that
each tunnel represents a required chaRR'mR + (f, t). Note that if each tunnek[y] in T’ represents
a required chain, theR must have the minimum number of tunnels (sinceadigynate solution must
also have a tunnel startingxat The steps (and some justification) are giveowel
I. If there is an existing chain from f to t, do nattpi Otherwise,

II. If no overlaps betweer, [t] and existing tunnels, then buil] ] as shown in Fig 13:

Figure 13 Build [f, t] as no overlapping, a)

a). No tunnel starts dtand no one ends &® build [f, t]. This maintains all properties.

8 A chain from x to y is required for R, if everyligbsolution for R has some chain of tunnels frono x

14



Figure 14 Scenarios i) and ii) that break existig tunnels, for case b)

b). A tunnel starts 4t (thus there is a unique chamdi], [ai, a7, ..., [ax t'] starting aff , since T
is a canonical solution). See Fig 14. Since nolapsrand the chain doesn't coviet)( we
either have ijp; >t (so first tunnel containg, {t)) or ii) t' <t (so {, t) contains the chain).

). If a; >t, we replacef] aj] by [f, t], [t, a1]. Clearly this covers the new and all previous
requirements, no existing tunnel can overlag py assumption and a right overlap with
[t, a1] would have overlapped, [a;]. A left overlap with {, a;] either overlapsf(t) if it
starts aftef or it overlapsf, a] if it starts beford. By assumption neither of these
overlaps can exist, so no overlaps are createdll¥;iff, t] is a required chain, and since
there are required chains frdrto a; andf tot < a; any canonical solution must have a
chain fromt to a;.

ii). If t' <t, then there could be other chains which start #feend end at or befotelf no
chain ends at we can simply add a tunnél, ]. Any existing tunnel with overlap would
have to overlapf[t] (contradicting our assumption) or overlap on¢haftunnels in the
old chain fromf. Also, since there is a required chain frbtat' and fromf tot, there is a
required chain fronti tot. (note that we have jumped over any chains staditert’ but

ending before).

Figure 15 Scenario that adds a new but short tured for the new requirement

If a chain ends &t letf" be the start of that chain (see Fig 15). We theld a new tunnelt],

'] to connect the existing chains starting ahd ending at Any old tunnel which overlaps

15



this would overlapf| t] or a tunnel in one of the two chains being cotegbc
Also, since we have a required chain frbtat', fromf tot and fromf" tot, there must be a
chain fromt' tof" in any canonical solution.
lll. Else, at least one overlap (note we can still lrdnaens that start/end at f, t):
a). Left overlap only with{; t) (see Fig 16):
Treat the overlapping tunnel(s) exactly as in tideed-split algorithh The tunnelf] ti] we
build may jump over a chain froftot'. In this case we simply break {;] and build f, t'] and ',
t1]. We now have a chain frofito t; which can be treated as an existing chain asse baabove

(i.e. we use the same strategy to continue thencbdiif no right overlaps).

Figure 16 Scenarios with left overlaps

b). If we have right overlaps (see Fig 17), we treahthn an analogous way to the left overlap
(they can be nested here).fif L], ..., [fk, ti] With t; < ... <t (and thud; >f, ... >fy) we build
[T Tieals -oes [f2, Ta], [F1, t], [t ta], [to, 2], ..., [tk-s, t]. The tunnel{y, t] may jump over a chaira] t]
with a > f;. Again we split i, t] to be [, a] and fa, t] (or we can defer this and do a final

cleanup to make the solution canonical).

Figure 17 Scenarios with right overlaps

Proof that the solution has the minimal number of tunnels:

By construction, the set of tunndlsis canonical, has no overlaps, and has a tuniaéh ¢br each

9 Since the Ordered-Split algorithm handles requirgsén increasindg-rom order, this is essentially how (f, t) would be @ia if it were
part of the original requirement set.

16



requirement irR’, thus it is a correct canonical solution. Sinceslwvewed in [9] that there is always
an optimal canonical solution, we need only shoat Th has no more tunnels than the optimal
canonical solution foR’. We do this by showing that each tunnel in T’ starts at a required time
(so any canonical solution will have a tunnel stgratx), thusT’ has the minimum number of
tunnels.
By assumption, each tunnel f] in T started at a required time, and adding a requinemever
removes such a requirement, so we just need teepghat new tunnels added start at required times.
We show this using a key property proved in [9].
For a set of requirements R’, we must have a tustaeling at x if either:
a) xis aFROMvalue of a requirement, or
b) xis aTO value for a requirement, &) such that either:
1). There is an overlapping requirement (', t') withf<f <x <t OR
i). Forf<f <x<t thereis arequired chain of tunnels frénot'.
It is fairly straightforward to show that each newnel created when we process our new requirement
(f, t) meets condition a) or b). This comes in part flaum assumption that the tunnels in T already
met the requirement of each tunnel start time bpargjof a required chain. Also, note that if we
apply a) or b) above to create a new required titime in turn may create new overlaps of type ii)

iii. An example scenario
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Figure 18 A Dynamic Ordered-Split algorithm exampe

The example scenario in Fig 18 shows the dynamilef@d-Split algorithm builds three tunnels for
the original two requirements (step 1 — step 2n2) llandles an incoming new requirement by

splitting the existing tunnels (step 3.1 — step.3.2
Simulation results and analysis

We have compared the original Ordered-Split apgro@csus the Bundle and Direct approach in [9]
and our experimental results show that the Ord&md-algorithm generates a solution with the

minimum number of tunnels, as shown in Fig 19.

Figure 19 Ordered-Split Approach vs. Bundle/Diret Approach
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We have further implemented the Dynamic Orderedt8jgorithm in C under Linux platform and

simulated it for various scenarios as shown inRige20.

Figure 20 Ordered-Split Approach vs. Dynamic Ordeed-Split Approach

First we ran both approaches against random gemtkraguirement sets that vary from a single
requirement to as many as 500 requirements. Agtiillted in Fig 20 1), the experiments show that the
ultimate results for both approaches generateahee siaumber of tunnels (although the tunnels
themselves may be different) as they provide am@btsolution with a minimum number of tunnels,
respectively.

Secondly, we measured the efficiency of both apgres. As the original Ordered-Split algorithm has
to assume that all the requirements are sortedharsdcome in order, handling an out of order
requirement requires the algorithm to (conceptyiaégr down all the existing tunnels and then m-so
the requirements to compute the ultimate tunneitsmis, the time that the approach needs is at leas
as twice as much spent for computing a set of reqénts. On the other hand, the improved Ordered-
Split approach could easily handle the out of ordguirement and only tear down and break those
existing tunnels that may be involved and impattgthis requirement. Therefore, using the
improved Ordered-Split algorithm under BANDS arebttre is very efficient and provides us a

correct and conflict-free tunnel solution with anmium number of tunnels.
Conclusion
IPSec security policies are widely deployed inviiadls or security gateways to protect information
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property and how to correctly specify and configlR&ec/VPN policies is critical in enforcing setyri
requirements of an organization. Therefore in graper, a formal approach towards policy correctness
and assurance in an inter-domain network is predetd provide a correct and efficient solution for
policy management.

The paper first formally defined IPSec securityiggeb and requirements that are clearly formulated
and are conformant to IETF standard specificati@scurity policies are correct only if they satisify
security requirements. Then we formally definedusg requirement satisfaction. The formal definits
laid a foundation for a formal proof of securitylipg correctness.

An inter-domain IPSec/VPN policy management arcihites is then introduced to provide a solution
that uses a routing protocol to discover the rqua¢h first and then collects security requirement
information along the path to automatically genenadlicies. A couple of algorithms to automatically
generate correct policies given a set of secuetyuirements can be used under BANDS, including
Bundle/Direct Approach, Ordered-Split Algorithm anbinprove Ordered-Split algorithm. Our
experiments with improved Ordered-Split algorithnow that it is very efficient to use it with BANDS,
as it costs less turn-around time with out-of-ongguirements.

Based on our current results, the research canutteef conducted in several areas. First, the
application of the research to dynamic policy ragoh problems (e.g. in mobile environments) reegiir
further study. Second, more levels of polices maydefined until the whole hierarchy is clearly
established.
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