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Abstract
Worms,viruses,andothermalwarecanbeticking bombscounting
down to a speci�c time,whenthey might, for example,delete�les
or downloadnew instructionsfrom apublicwebserver. Wepropose
a novel virtual-machine-basedanalysistechniqueto automatically
discover the timetableof a pieceof malware,or wheneventswill
betriggered,sothatothertypesof analysiscandiscernwhatthose
eventsare.This information can be invaluablefor respondingto
rapid malware, and automatingits discovery can provide more
accurateinformationwith lessdelaythancarefulhumananalysis.

Developinganautomatedsystemthatproducesthetimetableof
apieceof malwareis achallengingresearchproblem.In thispaper,
we describeour implementationof a key componentof such a
system:thediscoveryof timerswithoutmakingassumptionsabout
the integrity of the infectedsystem's kernel.Our techniquerunsa
virtual machineat slightly different ratesof perceivedtime (time
as seenby the virtual machine),and identi�es time countersby
correlatingmemorywrite frequency to timer interruptfrequency.

We alsoanalyzerealmalwareto assessthe feasibility of using
full-system,machine-level symbolicexecutionon thesetimers to
discover predicates.Becauseof the intricaciesof the Gregorian
calendar(leapyears,differentnumberof daysin eachmonth,etc.)
thesepredicateswill not be direct expressionson the timer but
insteadan annotatedtrace;so we formalize the calculationof a
timetableas a weakest preconditioncalculation.Our analysisof
six real wormsshedslight on two challengesfor future work: 1)
time-dependentmalware behavior often doesnot follow a linear
timetable;and2) that an attacker with knowledgeof the analysis
techniquecan evade analysis.Our current resultsare promising
in that with simple symbolic execution we are able to discover
predicateson the day of the month for four real worms. Then
throughmoretraditionalmanualanalysiswe concludethata more
control-�ow-sensitive symbolic execution implementationwould
discover all predicatesfor themalwarewe analyzed.

Categoriesand SubjectDescriptors D.4.6 [Operating Systems]:
SecurityandProtection–invasivesoftware

GeneralTerms Security, languages
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1. Intr oduction
The currentresponsewhenanti-malware defendersdiscover new
malwareis to carefully analyzeit by disassemblingthe code,and
thenreleasesignaturesandremoval tools for customersto defend
themselvesfrom new infectionsor to remove infectionsbeforethe
malwaredoesany damage.Threetrendsarechallengingthis pro-
cess:1) increasingly, malwareis installing itself into thekernelof
thesystemwhereanalysisismoredif�cult; 2) malwareis becoming
moredif�cult andtime-consumingto analyzebecauseof packing
(compressingor obfuscatinga �le so that it mustbeunpacked be-
fore analysis),polymorphism(encryptingthemalwarebody),and
metamorphism(techniquessuchasbinaryrewriting thatchangethe
malwarebodywithout changingits functionality);and3) malware
is expectedto spreadon amorerapidtimescalethanever beforein
thecomingyears[46,47]. Supposea metamorphic,kernel-rootkit-
basedworm is releasedthat will spreadto hundredsof thousands
of hostsin just thirty minutesandthenlauncha denial-of-service
attackonacritical informationsystemsuchasATMs,the911emer-
gency system,or eventheInternetitself [41]. Supposealsothatthe
denialof serviceattackis easilyavertedif known aboutaheadof
time. How canwe discover this ticking timebombasearlyaspos-
sible?

We proposea novel automated,virtual-machine-basedtech-
nique to do exactly that. Given a systemthat is infectedwith a
pieceof malware,we describea techniquethat extractshow the
systemis usingspecialtiming hardwaresuchastheProgrammable
Interval Timer (PIT) to keeptrack of time andthendiscoversthe
trigger time for any anomalousevents that the systemis count-
ing down to. Our goal is to summarizethe timetableof a piece
of malwarequickly andaccuratelysothatrespondingmalwarede-
fenderscandecidewhat thebestcourseof actionis. For example,
the Sober.X worm [57, W32.Sober.X@mm] was programmedto
generaterandom(but predictableto its author)URLs from which
to downloadnew instructionsstartingon 6 January 2006. An-
tivirus professionalswereableto de-obfuscatethepackedcodeof
Sober.X anddeterminetheURLsandthedateonwhich thiswould
occurmonthsaheadof time.Thepublicwebserversthattheworm
instanceswouldbecontactingwerenoti�ed andwereableto block
thoseURLsfrom beingregistered.In thispaper, weaimatenabling
thiskind of effective response,but onashortertimescaleto beable
to handlerapidmalware,by automaticallydiscovering thecritical
dateandtime.

1.1 ProposedApproachand Contrib utions of this Paper

Theproblemturnsout to bemoredif�cult thansimplyspeedingup
thesystemclock andseeingwhathappens.Any studyof behavior
andtimemustaccountfor thecomplex interactionsof behavior and
time, suchasLamport's study of distributedsystems[33] where



eventsin suchsystemswereshown to beonly partially ordered.In
our case,malware's behavior candependon not only the current
absolutetime (for example,what dateand time is shown on the
clock) but alsorelative time (suchashow muchtime haselapsed
sinceinitial infection).And, naturally, thepassageof relative time
changeswhat the currentabsolutetime is. As a concreteexample
of this, theKamaSutraworm [57, W32.Blackmal.E@mm]deletes
�les on thevictim hoston the3rd dayof every month,but it only
checksthe day of the month 30 minutesafter either the initial
infectionor a rebootof thevictim host.Thusif amalwareanalyzer
simply infectsa machinewith KamaSutraon the 1st of January
andspeedsuptheclockto compressthenext yearinto anhour, this
behavior will not beobservedbecausethecheckfor thedayof the
monthwill occuronly on the1stof Januaryandnever again.

Simplyspeedingthesystemuphasotherdisadvantagesaswell.
First, it requiresa muchmoredramaticperturbationof time than
our techniquedoes,making it easyfor the malware to detectthe
time perturbation.Furthermore,if thesystemis somewhat loaded,
asit will befor awormthatspawnspossiblyhundredsof threadsto
spreaditself, thevirtual machinewill not performat a high rateof
timerinterrupts.Somebehaviorsmaybeskippedbecausetheworm
will neverbescheduledto runduringthattimewindow. In addition
to not revealingsomebehaviors, it will alsonot beableto explain
why any behaviors thatit doeselicit occurred.

We proposea techniquethat usestemporalsearchto build the
malware's timetable.Our approachis to �rst discover timers by
slightly perturbingtime andwatchingfor correlationsbetweenthe
rateof perceivedtimeandtherateof updatesto eachphysicalmem-
ory location.Then throughsymbolic execution[23] (to discover
predicates)and predicateinversion(to make the infrequentcase
frequent)we build an abstract program of the timekeepingarchi-
tectureof the system.Both of thesestepshave beenimplemented
for thispaper;the�rst is automated,exceptfor thediscoveryof ad-
ditional dependenttimers,andthesecondis donemanually. Once
this timekeepingarchitecturehasbeenidenti�ed, placingsymbolic
executionon any timer that the malwaremight use,by assigning
a symbolicexpressionfor eachvalue readfrom that location,al-
lows us to discover predicates.This step requiresdistinguishing
malwarepredicatesfrom regularsystempredicateson time,which
is donemanuallyin this paper. Predicateinversioncanthenelicit
thenext behavior of themalwarewithout waiting for its predicate
on time to becometrue. From this point it shouldbe possibleto
build anabstractprogramof theentiretracebetweenthetimerand
the predicateto discernthe malware's timetable.Thesestepsare
alsodonemanuallyin this paperfor real malwareto demonstrate
their ef�cacy andidentify theinherentchallenges.By iteratingthe
lasttwo stepsfor somearbitraryamountof time into thefutureit is
possibleto constructa timetableof themalware's behavior. In fu-
turework,arichermodelthanalineartimetablefor time-dependent
malwarebehavior is desirable.

Ourmaincontributionstowardsuchanautomatedsystemin this
paperare1) detailedresultsof timer discovery for bothLinux and
Windows, without makingany assumptionsaboutthe integrity of
the kernelof the infectedhost;2) promisinginitial resultson the
possibility of usingsymbolicexecutionto discover the predicates
basedonanalysisof six realworms;3) a formalizationof temporal
searchthataccountsfor the intricaciesof the Gregoriancalendar;
and4) discussionof thechallengesof fully automatingtheprocess
alongwith anadversarialanalysis.

1.2 Structur eof the Paper

The restof the paperis organizedas follows. Section2 provides
somecontext for our analysisin termsof being both automated
andbehavior-based.ThenSection3 givesdetailedresultson timer
discovery for both Linux andWindows. This is followed by Sec-

tion 4 wherewe analyzesix real worms to show the ef�cacy of
symbolicexecutionto discover malwarepredicateson thedateand
time anddiscusstheinherentchallenges.In Section5 we formally
de�ne theproblemof how to solve theannotatedtracesthatleadto
malwarebehaviors predicatedon time,andillustratethebasicidea
with a walk-throughof theCodeRedworm. Thena discussionof
challengesfor futurework andanadversarialanalysisof temporal
searchin general,againstanattacker thatseeksto evadeouranaly-
sis,is in Section6. Finally, wepresentrelatedwork (Section7) and
conclude(Section8).

2. Automated,Behavior-BasedAnalysis
The work presentedin this paper differs from traditional mal-
ware analysistechniquesin two dimensions:behavior-basedvs.
appearance-based,and in the level of automation.Cohen[6] dif-
ferentiatesbehavior-basedvirus detectionfrom appearance-based
detection(suchasmodernvirus scanners)by sayingthatbehavior-
baseddetectionis a question“of de�ning what is andis not a le-
gitimateuseof a systemservice,and �nding a meansof detect-
ing the difference.” Behavior-basedanalysishasthe samegoal as
detection.For our work we seekto detectillegitimateuseof the
specialhardwarethat thesystemprovidesfor keepingtrackof the
dateand time. We assumethat the systemis infectedwith mal-
wareandwe wish to know if thatmalwareis usingthe timekeep-
ing architectureof the systemto coordinatemaliciousbehavior;
andif sohow it is doingthis so thatwe candiscernthemalware's
timetable.Behavior-baseddetectionandanalysis,like appearance-
based,was shown to be formally undecidableby Cohen[6], but
Szor[48] pointsout that it is not a requirementfor a techniqueto
beapplicableto everypossiblepieceof malware,it is suf�cient for
malwaredefendersto have anarsenalof techniques,oneof which
will bea goodsolutionin any particularscenario.

In Section4 wewill discussin detailourexperienceandlessons
learnedin performing behavior-basedanalysis.A fact that can
be either a strengthor a weaknessof behavior-basedanalysis,
dependingon how well it is understood,is that the results of
analysisareasmucha re�ection of thevirtual environmentasthey
areof the malware itself. A goodanalogyis Simon's description
of an ant walking along the beach[44]. The ant's complex path,
walkingover twigs,aroundsteephills, or alongridges,drawsmore
of its complexity from thebeachthanfrom theant.“An ant,viewed
as a behaving system,is quite simple. The apparentcomplexity
of its behavior over time is largely a re�ection of the complexity
of the environment in which it �nds itself [44].” Similarly, we
discussin Sections4 and 6 how the time-dependentbehavior of
malwareis not in factalwaysa simple,lineartimetableandcanbe
miscalculatedif theanalysisis not donein a suf�ciently complex
environment.

The complexity of the environmentis alsoa challengefor au-
tomation.Evenwhennot consideringanattacker who deliberately
tries to evadeour temporalsearchanalysis,the two separatepro-
cessesof discovering predicateson thedateandtime andthenre-
latingthosepredicatestoactualdatesandtimesin therealworldare
interestingprogramanalysisproblems.This is becauseof theintri-
cateinteger calculationsand loops involved in computationsthat
arebasedon the Gregoriancalendar. Thereareseven daysin the
weekfor cultural reasons,varyingnumbersof daysin eachmonth
becausethe ratesof revolution of the moonaroundthe earthand
the eartharoundthe sun are not integer multiples [7], and leap
yearsevery four years(except for the �rst yearsof centuriesthat
arenotevenly divisibleby 400)becausethespinof theearthis not
anintegermultipleof thelengthof ayear[7]. Thusourcurrentfull-
system,machine-level symbolicexecutionengine,DACODA [10],
is ableto discover predicatesona systemtimer whenthepredicate
is on a dayof themonth(or hour, minute,second,etc.),but in fu-



ture work will needto be morecontrol-�ow-sensitive to discover
predicatesonthemonthor year. Furthermore,oncethepredicateis
discovered,relatingit backto an event in the real world (e.g. the
15thof themonthin theGregoriancalendar)is notasimplematter
of solvinganexpressionbut requiresaweakestpreconditioncalcu-
lation (asdescribedin Section5).

3. Temporal Search
This sectiondescribeshow to discover timersin a realsystemus-
ing a virtual machine,even if thekernel's integrity hasbeencom-
promised,andhow to automatethis process.This stepis impor-
tantbecausemalwareis increasinglybeingimplementedaskernel
rootkits,andtherehave evenbeenproposalsof implementingmal-
ware as a virtual machinein which the victim operatingsystem
executes[25].

3.1 How Time is Measuredby a System

Without specialhardwarea systemhasonly animplicit conceptof
time. Its operationsaresequentialandthe fact thateachoperation
takessometime to completebeforethenext canbegin canbeused
to infer thepassageof time.However, withoutdetailedperformance
pro�ling of the entiresystem,this is not a precisemeasurement.
Becausemalwaresharestheprocessorwith therestof thesystemit
alsoreliesonspecialhardwareto accuratelymeasurethepassageof
time. In a virtual machinethis specialhardwareis virtualizedand
completelycontrolledby themalwareanalyzers.Measurementsof
time external to the systemcanbe modeledin many cases,such
as the Network Time Protocol (NTP) server connectionby the
the Sober.X worm. Modeling any arbitrary kind of external time
coordinationthatapieceof malwaremightdowouldhaveto bethe
subjectof futureresearch.

The simplestexampleof suchspecialhardware,and the most
commonly used for PC systems,is the ProgrammableInterval
Timer (PIT). The PIT usesa crystal-basedoscillator that runs at
one-third the rate of NTSC television color bursts (or 1.193182
MHz) for historicalreasons.ThePIT device hasthreetimers:one
usedfor RAM refresh,onefor PC speaker tonegeneration,anda
third thatcanbeprogrammedto interrupttheprocessorat regular
intervals.ModernPC-basedoperatingsystemsusethe third timer
astheir main timekeepingdevice. Linux kernel2.4 andWindows
XP both programthis timer to interruptthe processorat a rateof
100Hz, meaningthat thePIT interruptis generated100 timesper
second.Linux kernel 2.6 programsit for 1000 Hz, and different
versionsof Windows rangefrom 64 Hz to 1000Hz. Otherspecial
hardwareis availablein many PCsystems,suchastheCMOSreal
time clock, local APIC timers,ACPI timers, the PentiumCPU's
Time StampCounter, or theHigh PrecisionEventTimer. We only
considerthePIT for thiswork,but otherspecialhardwareshouldbe
anaturalextension.A morecomprehensivedocumentontimekeep-
ing in systemsandvirtual machinesis availablefrom theVMware
company [49].

From the operatingsystem's point of view, time is kept by
addinga constantto a variableonceperinterrupt.Linux kernel2.4
adds10,000to amicrosecondscounterthatis resetevery1,000,000
microsecondswhen a secondscounteris incremented.The date
is kept as a 32-bit counterof secondsstarting from 1 January
1970. Windows addsa valueequalto about10,000,000(adjusted
to theaccuracy of thePIT timer for thatparticularsystem)to a 64-
bit hectonanosecondscounterthat countshectonanosecondsfrom
1 January 1601.

The intervals are trivial to infer basedon how the PIT is pro-
grammedbut theepochs(whentheabsolutetime is countedfrom,
suchas 1 January 1970 for Linux) are also neededto relatea
countervalueto anactualdateandtime in therealworld. Whena
computeris turnedoff it keepsthe datein a known format in the

CMOS,anduponboot this valueis readby the operatingsystem
to initialize thedateandtime. This epoch,the time of boot, is the
only importantonesinceall measurementsof absolutetime must
bederivedfrom it. Throughsymbolicexecutionwe candetermine
how any particularabsolutetimevariableis initializedandusethat
astheepoch.

We de�ne an absolutetime asa time that relatesto an actual
time and date in the real world while a relative time is relative
to somearbitrary start time. Both Linux and Windows keep a
relative time that startsat 0 at boot and is incrementedon every
PIT interrupt.Thisvariableis called“ jiffies ” in theLinux kernel
andis usedfor relative timing needssuchasschedulingtimeouts.
For example, if a processasksto sleepfor 10 secondsand the
“ jiffies ” variableat start time is 5555,the processwill not be
scheduledto runagainuntil the“ jiffies ” variableis greaterthan
or equalto 6555,assumingthePIT is programmedfor 100Hz(The
actualimplementationof timersin Linux is notquitethissimple).

The PIT model of Bochs (http://bochs.sourceforge.
net ), thevirtualmachineweusefor ourexperiments,usesthenum-
berof instructionsexecutedto roughlyguesswhenPIT interrupts
shouldbescheduled,but this is adjustedto approximatereal time.
Periodically, a measurementof real time from thehostmachineis
comparedto thenumberof PIT interruptsin thelastinterval to ad-
just andmoreaccuratelytrack real time for the next interval. We
de�ne real time as the passingof time on the physicalhost ma-
chine(whichshouldnearlymirror thephysicalwall timein thereal
world) and perceivedtime as the passingof time as seenby the
systememulatedby Bochs.

3.2 SymbolicExecution

For symbolicexecutionandpredicatediscovery, we usethe DA-
CODA symbolicexecutionengine[10]. Basically, DACODA labels
valuesin memoryor registersandthentracksthoselabelssymboli-
cally throughoperationsanddatamovementsthroughouttheentire
emulatedPentiumsystem.It alsodiscovers predicatesaboutthat
datawhenever a control �o w decisionis predicatedon a labeled
value.We modi�ed DACODA's sourcecodeto also discover in-
equalitypredicatesthroughtheSign Flag (SF) andOver�ow Flag
(OF), in additionto equalitypredicatesthroughtheZeroFlag(ZF).

As anexample,supposeabyteis labeledandmovedinto theAL
register, the integer 4 is addedto it, anda control �o w transferis
madepredicatedon theresultbeinggreaterthan55.

mov al,[AddressWithLabel1999]
; AL.expr <- (Label 1999)

add al,4
; AL.expr <- (ADD AL.expr 4)
; /* AL.expr == (ADD (LABEL 1999) 4) */

cmp al,55
; FLAGS.left <- AL.expr
; /* FLAGS.left == (ADD (Label 1999) 4) */
; FLAGS.right <- 55

jg JumpTargetIfGreaterThan55
; P <- new Predicate(GREATERTHANZFLAG.left ZFLAG.right)
; Q <- new Predicate(LESSTHANOREQUALZFLAG.left ZFLAG.right)
; /* P == (GREATERTHAN(ADD (Label 1999) 4) 55) */
; /* Q == (LESSTHANOREQUAL(ADD (Label 1999) 4) 55) */
; if ((ZF == 0) && (OF == SF)) then AddToSetOfKnownPredicates(P);
; else AddToSetOfKnownPredicates(Q);
; /* Discover predicate if branch taken */

This illustrateshow DACODA will discover either the predi-
cate(in pre�x notation),“ (GREATERTHAN(ADD (Label 1999)
4) 55) ”, or its inversedependingon the resultof theconditional
check.

3.3 The BasicIdea

The basicideafor discovering timersvia virtual machinesis that
the systemhascertaincountersthat will speedup or slow down



whentherateof perceivedtime within thevirtual machineis sped
upor sloweddown. A timerhasthefollowing properties:

1. It should dependon time: When the rate of perceived time
is spedup or slowed down thereshouldbe a corresponding
speedupor slow-down of thetimer.

2. It shouldde�ne a series: A counterhassomeoperationapplied
to it thatde�nesaseries,for example:“1, 2,3,4, ...”, or “55, 44,
33, ...”, or “10000,20000,30000,...”. Timersshouldbebased
on sucha counter. For our purposeswe assumea seriesto be
de�ned suchthateachsubsequentvalueis simply theprevious
valueplusor minusa constant.

3. It could dependon another timer: An example of this is
“xtime.tv sec” which countssecondsin theLinux kernel.It
is importantfor calculatingthedatethroughoutthesystem,and
it is only incrementedeverysecondwhenamicrosecondstimer,
“xtime.tv usec”, reachesthevalue1,000,000andis reset.

3.3.1 Typesof Noise

Thereareseveraltypesof noisethatmustbe�ltered out to �nd the
timers.

Performance-basedphasebehavior: Programscan have certain
phasebehaviors [42] thatcausethemto updatethesamemem-
oryor incrementthesamecounteratregulartimeintervals,even
thoughtheir timing is basedonperformanceandnoton time.

Memoryupdatesindependentof state: Many memory locations
areupdatedregularly basedon time but do not keepstatefrom
onetimerinterruptto thenext. Examplesincludelocalvariables
andreturnpointersonthestackwhile timer interruptsarebeing
handled,aswell aspixelson thescreen.

Memoryupdatesdependenton statethat do not de�ne a series:
Somememorylocationsdokeepstatebut donotde�ne aseries.
An exampleis a semaphore.

Delayedinterrupt handlingandNTP: Interrupthandlersin Linux
andother operatingsystemsare often divided into a top half
anda bottom half. When an interrupt occursthe top half ac-
knowledgesthe interrupt and scheduleswork to be done by
the bottom half (this is the oppositeof the top half and bot-
tom half in FreeBSDbut the idea is the same).The bottom
half can be executedlater or even skipped.For keepingtime
in Linux “ jiffies ” is incrementedin the top half and then
whenthebottomhalf executesthe“ jiffies ” counteris com-
paredto “wall jiffies ”, whichis thestored“ jiffies ” from
the last bottomhalf execution.If ticks have beenskippedthe
“xtime.tv usec” variableis incrementedfor every tick that
wasskipped.This gives“xtime.tv usec” a non-uniformbe-
havior whenthesystemisbusy. Furthermore,theNetworkTime
Protocol(NTP), if enabled,occasionallyaddsor skipsticks to
adjustthe “xtime ” structureto inaccuraciesin the PIT timer.
Thesekindsof detailsin thetimekeepingarchitectureof a sys-
temcanbeviewedasnoise.

3.3.2 The BasicSteps

Thus,herearethebasicstepswe usefor �nding timers:

1. Do anupdatecount: Thesystemis allowedto runfor aspeci�ed
amountof timein anumberof differentstages(4 stagesof about
8 secondsperstagewasusedfor all examplesthatfollow, fewer
stagesor shorterstagesmaybepossiblebutwasunnecessaryfor
theseexperiments),eachstagewith a slightly differentrateof
perceivedtime(weperturbedtimeby asmuchas35%for these
experimentsbut muchsmallerperturbationsarealso possible
aswill beexplainedin Section3.7).We canimplementa basic

“tainting” mechanismby markingmemorywith anidempotent
expressionthat“taints” any othervaluesderivedfrom it. When
a physicalmemorylocation is updatedwith untainteddatait
is tainted,andwhenit is updatedwith tainteddataa physical-
address-speci�ccounteris incremented.Thusany memorylo-
cationsthat may be keepingstateare tainted.This �lters out
memoryupdatesindependentof stateearlyon for performance
reasons.Thephysicalmemorylocationswhoseupdateratesare
mostcorrelatedwith therateof perceivedtime arechosen(the
top 100 in Linux andWindows, or any appropriatenumberto
accountfor theamountof noisein thesystem).

2. Usesymbolicexecutionto solvetheseries: For eachcandidate
timer, thesystemis allowedto runandany updateto thatcandi-
datephysicalmemorylocationis labeledby DACODA. When-
ever labeleddatais written to that physicalmemorylocation
thesymbolicexpressionis checked to determineif it de�nes a
series.This can be donefor an arbitrarynumberof times.In
practicetensymbolicchecksareenoughto determinewhether
thememorylocationde�nesa seriesor not.

3. Discover additional dependenttimers: For each discovered
timer, we mark it with symbolicexecution(all readsfrom the
counterarelabeled)andif thesamepredicateisdiscoveredperi-
odically for someminimumnumberof times(tenis suf�cient)
we invert it (true becomesfalse,and falsebecomestrue) and
repeatstep1. For example,when symbolic executionis per-
formed on “xtime.tv usec” the predicateis discoveredev-
ery 1

100 th of a secondthat it is less than 1,000,000.Invert-
ing this predicatemakesthe infrequentcasefrequent,causing
“xtime.tv sec” to be incremented100 timesa second.This
will allow usto discover theadditionaltimer “xtime.tv sec”
by repeatingstep1. Eachseriescanthenbe solved to convert
its valuesto realtime with simplemultiplication.

3.4 Linux Example

The following resultswere taken from a Red Hat Linux system
runningLinux Kernelversion2.4.21.TheLinux kernelkeepsa64-
bit internal timer called“ jiffies ” that startsat 0 at boot andis
incrementedevery PIT timer interrupt.To keeptrackof thedatea
structure“ f xtime.tv sec, xtime.tv usecg” is updatedevery
time the PIT timer interruptbottomhalf is executedasexplained
above. For Linux Kernelversion2.4 thePIT timer is programmed
for 100 Hz, so an interrupt is generated100 timesper secondof
perceivedtime.

3.4.1 UpdateCount

The �rst stepis to run thephysicalmemorylocationupdatecount
for 4 differentstages,eachwith aslightly differentrateof perceived
time.Perturbingtime is accomplishedby biasingBochs'measure-
mentsof realtimesothatrealtimewill appearto Bochsto bepass-
ing at a differentratethanit actuallyis, andBochswill adjustac-
cordingly. Thenwe mustmeasuretheactualrateof perceivedtime
achievedbecauseit will usuallynotbeexactlywhatwasrequested.

Doing theupdatecountproducesthe following top 100candi-
datetimers(someredundantentriesthatdo not de�ne a seriesare
left out for brevity):
Ranking Error Phys. Addr. Update Counts Symbol
0 0.000001332 0027ff31 2038 2303 2547 2820 (init_task_union)

...
3 0.000001955 0027e0fc 677 765 846 937 (init_task_union) *
4 0.000001955 0027e10c 677 765 846 937 (init_task_union) *
5 0.000001955 0027e18c 677 765 846 937 (init_task_union) *
6 0.000001955 00269414 677 765 846 937 (i8253_lock)
7 0.000001955 00269a20 677 765 846 937 (prof_counter) *
8 0.000001955 0027e0f8 677 765 846 937 (init_task_union) *
9 0.000001955 0027ff45 2031 2295 2538 2811 (xprt_clear_backlog)

...
12 0.000001955 0027ff48 677 765 846 937 (xprt_clear_backlog)



...
16 0.000001955 0027ff54 677 765 846 937 (xprt_clear_backlog)

...
43 0.000001955 0027ffa4 677 765 846 937 (xprt_clear_backlog)
44 0.000001955 002c1800 1354 1530 1692 1874 (irq_desc)
45 0.000001955 002c1810 1354 1530 1692 1874 (irq_desc)
46 0.000001955 002dcd90 677 765 846 937 (kstat) *
47 0.000001955 002edb20 677 765 846 937 (bh_task_vec)

...
51 0.000001955 002edea8 677 765 846 937 (time_phase)
52 0.000001955 002edec4 677 765 846 937 (jiffies) *
53 0.000001955 002eef88 677 765 846 937 (timer_jiffies) *
54 0.000002214 002eded4 683 773 855 946 (xtime.tv_usec) *
55 0.000002351 0027ff6a 2032 2295 2538 2811 (init_task_union)

...
63 0.000004048 0026af78 678 766 848 939
64 0.000004072 0027ff72 678 765 846 937 (init_task_union)

...
98 0.000011106 0026af74 2728 3078 3408 3780 (xtime_lock)
99 0.000012059 002ed720 677 766 846 939 (irq_stat)

The �rst column is the ranking by error rate,and the second
column is the error rate calculatedas explained below. This is
followedby thephysicaladdressandthefour actualupdatecounts
from eachstage.Forclarity wehavemanuallyappendedthesymbol
from the Linux kernel symbol table for eachmemory location.
An asterisknext to the symbol indicatesthat in the next step
this memory location will be found to de�ne a series.For the
experimentabove therespectiveratesof perceivedtimeto realtime
were0.71570,0.93835,1.14214,and1.36502for thefour stages.

Error is calculatedasthe sumof the squareof the differences
betweentheupdatecountin all four stagesandtheperceived rate
of time in thatstage(with all updatecountsnormalizedto thethird
stage).Thevalueof theerroris notasimportantastheranking.We
wantto �nd thetop100candidatetimersnomatterwhattheirerror
from thetruerateof perceivedtimeis, becausetheactualvaluecan
vary from systemto systemandalsodependingonwhatthesystem
is doing.

3.4.2 Solving the Series

In thenext stepin ourexampleeachof thetop100candidatetimers
is executedwith symbolicexecutionto determineif it de�nesa se-
ries.For example,the“ jiffies ” counteris de�ned by thefollow-
ing series(which is theresultof a Pentiumincrementoperation):

PhysicalMemory[0x002edec4] = PhysicalMemory[0x002edec4] + 1
PhysicalMemory[0x002edec4] = PhysicalMemory[0x002edec4] + 1
PhysicalMemory[0x002edec4] = PhysicalMemory[0x002edec4] + 1
...

The“xtime.tv usec” de�nesthis series:

PhysicalMemory[0x002eded4] = PhysicalMemory[0x002eded4] + 10000
PhysicalMemory[0x002eded4] = PhysicalMemory[0x002eded4] + 10000
PhysicalMemory[0x002eded4] = PhysicalMemory[0x002eded4] + 10000
...

A memory location such as “xtime lock ”, which is a
semaphore,canbe determinedto not de�ne a seriesby observing
thefollowing sequenceof symbolicoperations:

PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74] - 1
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74] + 1
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74] - 1
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74] + 1
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74] - 1
...

Qualitatively speaking, we are mostly interested in the
“xtime ” structure and the “ jiffies ” counter but the other
counters discovered (“prof counter ”, “kstat ”, membersof
“ init task union ”, and “ timer jiffies ”) are also important
becausethey do keeptrackof time andcouldbeusedfor suchby
malware.Adding theseto the setof timerson which we do sym-
bolic executionshouldnot have a dramaticeffect on theaccuracy

or performanceof predicatediscovery becausethesecountersdo
notappearto beheavily usedin predicatesundernormaloperation
of thesystem.

3.4.3 Additional DependentTimers

After runningsymbolicexecutionon all of the timersfor a while
predicateson a certaintimer, “xtime.tv usec”, will be seento
repeatregularlyat a speci�c programcounterlocation:

Predicate: (PhysicalMemory[0x002eded4] <= 999999)
Predicate: (PhysicalMemory[0x002eded4] <= 999999)
Predicate: (PhysicalMemory[0x002eded4] <= 999999)
Predicate: (PhysicalMemory[0x002eded4] <= 999999)
...

If we invert this predicate(tell the Pentiumemulatorthat it is
truewhenit is false,andthat it is falsewhenit is truethroughthe
OF, SF, and ZF �ags) and repeatsteps1 and 2 we will discover
anadditionaltimer, “xtime.tv sec”, whichde�nesthefollowing
series:

Predicate: (PhysicalMemory[0x002eded4] > 999999)
PhysicalMemory[0x002eded0] = PhysicalMemory[0x002eded0] + 1
Predicate: (PhysicalMemory[0x002eded4] > 999999)
PhysicalMemory[0x002eded0] = PhysicalMemory[0x002eded0] + 1
Predicate: (PhysicalMemory[0x002eded4] > 999999)
PhysicalMemory[0x002eded0] = PhysicalMemory[0x002eded0] + 1
...

A simplecalculationrevealsthatthis timer is a 1 Hz timer.

3.5 Time Perturbation in Windows

In Windows XP we found threetimersof interest:a “ jiffies ”-
like counter, which we will call “TickCount ”, at thelinearvirtual
address0x8053cfc0 (physicaladdress0x0053cfc0) in theHard-
wareAbstractionLayer (HAL) part of the kerneland two hecto-
nanosecondcountersmappedin astructureat linearvirtual address
0xffdf0000 . This structureis in fact the KUSERSHAREDDATA
structurethat is mappedinto the virtual addressspaceof every
processin the system.The counterat 0xffdf0014 (physicalad-
dress0x00041014), called“SystemTime”, is theonethat is used
to calculatethe systemtime and date when a processcalls the
GetSystemTime() library function or any other library function
for retrieving the dateand time. Thus nearly all Windows mal-
ware to datethat hasa timetablecan be analyzedthroughsym-
bolic executionon this memoryaddress.Theotherhectonanosec-
ondcounteris “ InterruptTime ” at0xffdf0008 andis irrelevant
for ourpresentpurposes.

3.6 Comparing How Timers are Used

Figure1 shows thenumberof predicatesperseconddiscoveredfor
different timers in Windows andLinux over equivalentdurations
of real time. Note that all � ve dataserieswere taken at different
timesandthat the rateof perceived time to real time is different
for WindowsandLinux. Whatthegraphis intendedto show is that
sometimershaveastructurethatmakesthemeasierto analyzethan
others.Windows' “SystemTime” counteris checkedseveral times
a secondin the kernel or in library functionshaving to do with
�le accesses(“SystemTime” is the timestampthat �le creation
andmodi�cation timesaregiven) but the only predicatesin user
spacebelow the librariesarethepredicatesevery minutefrom the
clock (a big part of eachspike is actually the calculation,in the
library codemappedfor theclockprocess,of theday, month,year,
hour, etc.basedon the “SystemTime” counter, the predicatesare
from while loops suchas thoseshown in Figure 3). The pattern
of “xtime.tv sec” from Linux is also very simple, suggesting
that temporalsearchon systemtimesanddatesneednot be very
sophisticated.Therearemany predicateson“xtime.tv usec” but
they arevirtually all basedon two checksfor every PIT interrupt:



Figure1. How timers are used.

whetheror not it is equalto 999999(discoveredthroughthe ZF
�ag) andwhetheror not it is lessthan999999(discoveredthrough
theOF�ag).

The “ jiffies ” timer in Linux is slightly more com-
plicated, but with the Linux source code it is easy to
determine that all of the predicates on the �at part of
the line come from run timer list() , which keeps a se-
ries of dependentcounters that could be discovered in the
same fashion as we showed for “xtime.tv sec”, and that
the spike every minute comes from only a handful of
functions (rt check expire thr() , internal add timer() ,
sys rt sigtimedwait() , andrs timer() ). Thesemay or may
notbecheckingpredicatesfor interestingevents,suchascron jobs.
We wouldneedto understandthe“TickCount ” timer of Windows
as well to be able to, for example,discover a predicatethat the
KamaSutraworm is waiting 30 minutesbeforeit checksthedate.
As shown in Figure1, however, this may requirea greatdealof
effort or a betterunderstandingof theWindows kernel's timer ar-
chitecture.Not only doesthenumberof predicatespersecondvary
quite a bit, but analyzingthesepredicatesrevealsthat they come
from a greatmany differentplacesthroughoutthekernelanduser
space.

3.7 Why Must Perceived Time bePerturbed?

In order to �lter out performance-basedphasebehavior noisewe
needto distinguishbetweencountersdependenton perceivedtime
and countersdependenton performance.Since performanceis
basedon time for a given machine,we needto separateperfor-
manceandtimeby perturbingtime.Countersdependentonperfor-
manceshouldnotspeedupor slow down whenwe perturbtherate
of perceivedtime,andwe canusethis factto �lter themout.

For example,we ran our timer discovery algorithmwhile the
systemwas busy executing the Kama Sutra worm and corre-
lated with real time, and 202 timers had a smaller error than
a block of 14 candidatetimers containingthe two we were in-
terestedin (“SystemTime” at physicaladdress0x00014014and
“TickCount ” at physicaladdress0x0053cfc0). This wasdueto
performance-basedphasebehavior noise.Time perturbationof the
exact sametrace,or correlationwith perceived time, moves the
block with the two timers we are interestedin to the top of the
list.

The perturbationof time neednot be dramatic.We perturbed
time about10-35%for all experimentsin this paperbut thepertur-
bationof time needonly beslightly largerthantheerrorin therate
of the interestingtimers,which is typically never morethan2%.
TheBochsPIT modelwill not allow us to perturbperceived time
with thatdegreeof precision.

4. Discovering Predicates
In this sectionwe evaluatethe ef�cacy of discovering malware
predicatesonatimerusingsymbolicexecutionto tracethedata�ow
from the timer to the predicate.We evaluatedsix worms using
both DACODA [10] and more traditional manualanalysistech-
niques.The relevant timer for all malware presentedin this sec-
tion is “SystemTime” at physicaladdress0x41014 in Windows
XP (0x3cf014 in Windows Whistler, which wasusedto analyze
CodeRed).

4.1 Envir onment

In theexplanationof thebehavior of eachworm it will beapparent
why a realistic virtual environment is necessaryto producethe
desiredresults.In our environment DACODA runs as a virtual
machineimplementedas part of the Bochs emulator. For these
experimentstheemulatorranon a host(192.168.33.1 ) to which
it wasconnectedwith the tuntap interface(local emulationof an
Ethernetconnection)and given the IP address192.168.33.2 .
Variousserviceswereemulatedon thehost,includingTIME (port
37TCP),NTP(port123UDP),HTTP(port80TCP),andlistening
on port 135 TCP to receive Microsoft RPCDCOM connections.
ThehostalsoranaPythonscriptusingtheScapy library [56] which
allowedusto spoofARPreplies,DNSqueryreplies,andTCPreset
(RST)packetsfrom unassignedIPs.ARP requestsfor hostson the
192.168.33.0/24 network arespoofedwith theEthernetaddress
of the host (192.168.33.1 ). The host will not reply to DNS
queriessentto it intendedfor fake DNS servers(192.168.33.33
and 192.168.33.44 ) but the Scapy script also spoofsanswers
to DNS querieswith all queriesresolvingto 192.168.33.1 . For
analyzingCode Red and Blaster it was necessaryto sendTCP
RSTsto matchoutgoingTCPSYN packetssothatthewormwould
continuescanningand not stop to wait for a reply. Sometimes
malwareexpectsto beableto contacta staticIP addressbeforeit
will run,whichwedid not implementbecauseit wasnotnecessary



for any of thesesix worms. An advantageof Scapy is that any
network spoo�ng necessarycan be scripted,usually with only a
few linesof Pythoncode.

As a very simple method to distinguishmalware predicates
from the numerouslegitimate predicatesin the system,we pro-
grammedDACODA to only print predicatesbelow thevirtual ad-
dress0x40000000in any process(usercodewill typically bebe-
low this address,librariesandkernelcodewill beabove it). A few
predicateson theminute,hour, anddayappearevery minutefrom
thedesktopclock (typically in thelower right-handcornerof Win-
dows systems).Any predicatesbeyond that camefrom the mal-
ware,whichwecon�rmed by comparingthemto publishedreports
andthroughtraditionalanalysistechniques.

4.2 CodeRedv1 (no CME [54] assigned)

We infecteda Windows Whistlersystem(Whistlerwasanevalua-
tion versionof XP) runningIIS 5.1 with theCodeRedworm (we
usedthe version1 variant [57, W32/CodeRed.a.worm], which is
equivalent to the notoriousversion2 variantbut did not random-
izevictim IP addresses).CodeRedmakessomeassumptionsabout
memorylocationsspeci�c to a particularservicepackof Windows
2000sowe helpedit �nd its maliciouscodeon theheapusingthe
virtual machine.Wedid theexperimentbetweenthe20thof Febru-
ary andthe28thof Februarywhich is importantfor understanding
the predicatesin Figure4 of Section5. SinceCodeRedusesthe
GetSystemTime() library function the datesare in coordinated
universaltime(UTC) format.

By placingsymbolicexecutionon the“SystemTime” timer we
discoveredtwo predicateson the date:a comparisonto 20 anda
comparisonto 28.This predicateis checkedapparentlyevery time
athreadcompletesaTCPconnectionto port80of apseudorandom
IP address.This was consistentwith publishedreportsof Code
Red [15,36], which wasprogrammedto spreaduntil the 20th of
themonth,performa denial-of-serviceattackon the IP addressof
theWhiteHouseuntil the28th,andthengoto sleepfor avery long
time. CodeReddoesnot predicateany behavior on the monthor
theyear.

It is possible,asweinitially did beforeaddingTCPRSTsto the
environment,to cometo the incorrectconclusionthat CodeRed
only checksthedateonce(asdoesBlaster)andthereforeoncethe
wormreachessaturationthedenial-of-serviceonly occursuponthe
re-infectionof a machine.With TCPRSTsit is apparentthateach
CodeRed threadchecksthe dateevery time it �nishes trying to
connectto onevictim IP addressandis aboutto try another.

4.3 Blaster.E (no CME assigned)

According to published reports on the Blaster worm [57,
W32.Blaster.E.Worm] it will perform a denial-of-service on
windowsupdate.com (the Blaster.E variantwe analyzedactually
attackskimble.org ) if themonthis SeptemberthroughDecember
or if thedayof themonthis the16thor later. DACODA is only able
to discover thepredicateonthedayof themonth,noton themonth
itself. This is becausemorecontrol-�ow sensitivity would be re-
quiredto discerntheintegerrelationshipbetweenthesystemtimer
andthe monthascalculatedin a while loop shown in Figure4 of
Section5. Figure4 showsthattheintegerrelationshipsbetweenthe
calculatedmonthandyearandthetimeronwhichsymbolicexecu-
tion hasbeenplaceddependon theconditionsof while loopsand
arenotdirectexpressions,somethingDACODA doesnotcurrently
handle.

Accordingto a publicly availabledecompilationof theBlaster
worm [55] it usesGetDateFormat() to get the numbersfor the
day of the monthandthe monthasstrings,thenconvertstheseto
integers.Sothe“SystemTime” timer is convertedinto thedayand
monthintegers(andadjustedto localtime),theseareconvertedinto

strings,andthenbackto integersbeforethepredicate.Thisrequires
DACODA to follow data�o w throughthePentiuminstructionset
architecture's addressresolutionlogic, which is alsonecessaryfor
MyParty.A (but for a differentreason).

Publishedreports [57, W32.Blaster.E.Worm] on the Blaster
worm also statethat the date is only checked onceeither upon
initial infectionor reboot,which we con�rmed by discovering the
predicateonly onceeven while spoo�ng TCP RSTs.This kind of
behavior is importantfor malwaredefendersto understandbefore
respondingbecauseit couldmean,for example,thatslowing down
therateof infectionthroughthrottlingmightexacerbatethedenial-
of-serviceattackby causingmore initial infectionsto occurafter
thatcritical date.

4.4 Klez.A (no CME assigned)

Klez.A [57, W32.Klez.A@mm]is programmedto infect systems
with the ElKern virus, perform large-scalee-mailing, and make
�les to be zerobytesin lengthon the 13th of every othermonth,
startingwith January. It usestheGetLocalTime() library function
which adjuststhe dateandtime to the local time zone.The pred-
icatethat the monthof the yearbe odd is not discoveredby DA-
CODA for thereasonalreadydescribed.Theequalitypredicatefor
thedayof themonthto beequalto 13 is discovered.Thispredicate
is repeatedperiodicallymeaningthat theworm repeatedlychecks
thedatewhile running.

4.5 MyParty.A (no CME assigned)

MyParty.A only attemptsto spreadif themonthis January, theyear
is 2002,andthedayof themonthis betweenthe25thandthe29th,
inclusive.DACODA discoverspredicateson thedayof themonth,
but not themonth.A predicateagainstthehard-codedvalue2002
is discovered,but is anartifactof variousconversionsandrelating
this to a year would requirepropertracking of the year through
morecontrol-�ow-sensitive symbolicexecution.We wereable to
seeMyPary.A in unpacked form by placing a breakpointon the
GetSystemTime() library function which pausesthe worm after
it hasunpacked itself. MyParty.A usesboth theGetLocalTime()
library function and a combinationof GetSystemTime() and
GetTimeZoneInformation() to get the local time in a format
brokendown into year, month,dayof themonth,etc.(it is notclear
why two equivalentmethodsareused),andthenconvertsthis to an
integer(apparentlyin secondssince1900).It thentakesthis integer
andbreaksit down into year, month,dayof themonth,etc.before
checkingthepredicate.It alsochecksthe currenttime againstthe
�le creationtimeof theexecutablebeforeexiting, whichDACODA
discoversasequalitypredicates.Two predicatesthatareirrelevant
but couldbeusefulfor identi�cation of MyParty.A is thatit checks
thattheyearis between1970and2038.Becauseof whatappearsto
be compileroptimizationsmuchof this integer arithmeticis done
throughaddressresolutionlogic, which DACODA handles.The
predicateis not repeatedbecauseMyParty.A always exits in our
environment,possiblybecausenoSMTPserver wascon�gured.

4.6 Kama Sutra (CME-24) and Sober.X (CME-681)

The Kama Sutra[57, W32.Blackmal.E@mm]worm deletes�les
on the 3rd day of every month, but only checksthe day of the
month 30 minutesafter either the initial infection or a reboot.
The Sober.X worm [57, W32.Sober.X@mm] usesVisual Basic's
DiffDate() function to calculatethe differencein daysbetween
the currentdateand29 October 2005. It decideswhento start
spreading,and on which two daysto download new instructions
from a public webserver, basedon this differencebeing23,68,or
69 (the worm alsohasa condition for -777, which appearsto be
an error condition).This explains the outbreakon 21 November
2005 and widely publicized updatesscheduledfor 5 January



2006 and6 January 2006 (thesemayhave actuallyoccurredon
the 6th and7th sincethe logic reportedlyis an inequality, seethe
LURQH analysis[34] for a goodexplanation).

Sober.X doesnotusethelocalsystemtimerbut insteadcontacts
a variety of NTP andTIME1 servers. It keepsa list of the DNS
addressesof 40 differentservers,sothroughDNS spoo�ng we are
able to causethe worm to contactthe host (192.168.33.1 ) and
then placesymbolic executionon the datesand times readover
network.

Ratherthanwait 30minutesfor KamaSutrato checkthedate,it
shouldbepossibleto discover thepredicateusedto wait 30minutes
and invert that predicate.This would require placing symbolic
executionon “TickCount ” ratherthan“SystemTime” andusing
moresophisticatedmeansof distinguishingthemalwarepredicates
from the numerousother predicatesin the kernel spaceon the
“TickCount ” variable.

Both the KamaSutraworm andSober.X arewritten in Visual
Basic.DACODA wasnotableto discoverany usefulpredicatesfor
eitherworm. Sober.X usestheVisualBasicDiffDate() function
which we suspectwould, like predicateson the month or day,
requiremorecontrol-�ow sensitivity thanis currentlyimplemented
in DACODA. Visual Basic representsdatesas strings, such as
#3/8/2006# . DACODA handlesthe stringconversionsof worms
written in Visual C++ but apparentlyneedsmorework to handle
thoseof wormswritten in VisualBasic.

4.7 Summary of Resultson Discovering Predicates

Thisraisesthreechallengesthatourproposedautomated,behavior-
basedanalysisof time-dependentmalwaremusttake into consider-
ation.The�rst is thatmonthandyearcalculationsrequirecontrol-
�o w sensitivity. Secondly, theanalysismustbeableto distinguish
betweenmalwarepredicatesandotherpredicates,possiblyby pro-
�ling thesystembeforeandafter infection.Sometimes,we found,
themalwarealsogeneratespredicatesthatarenot relevantto time-
dependentbehavior. This is dueto thefactthatsomemalwareuses
thesystemtimeor othertimersasaseedfor pseudorandomnumber
generation.And third, the environmentmustbe suf�ciently com-
plex for themalwareto behave asit would “in thewild.”

What becomesapparentin studyingthe operationof thesesix
worms is that thereare many different library calls in Windows
thatmalwarecanuseto checkthedateandtime, andthat the for-
mat of the dateandtime cantake many variousforms, including
conversionsbetweenUTC and local time. As seenin MyParty.A
andBlaster.E, conversionsamongdifferentformatsareoften pro-
grammedinto themalwareandnotdoneusingexistinglibrary func-
tions.Furthermore,in additionto the fact thatmalwareis increas-
ingly executedin kernelspace,the KUSERSHAREDDATAstructure
that containsthe “SystemTime” timer is mappedinto every user
spaceprocess,sothatneithersystemcallsnor library callsarenec-
essaryfor checkingthedateandtime.Thismeansthat,for example,
in the context of rapid malware that is obfuscatedto make disas-
semblyand manualanalysisdif�cult, even if the attacker makes
no speci�c effort to hide the malware's timetable,by the time a
new worm is unpackedandall of its dateandtime calculationsare
reverse-engineered,thecritical timemayhave passed.

However, all checksof the dateand the time andconversions
to different formats can be traced back to the “SystemTime”
timer, and ultimately to the PIT; and a suitably control-�ow-
sensitive, full-system, machine-level symbolic execution imple-
mentationshouldbe ableto discover andtraceany predicateson
any form of thedateandtimefrom thissource,or from otherknown
sourcessuchasNTP.

1 This is an antiquatedprotocol on TCP port 37 that returnstime as an
integercountingsecondssince1900.

atrace ::= aentry j aentry, atrace
aentry ::= ( pred, eip, n) j ( asgn, eip, n)
pred ::= bterm j bterm|| pred
bterm ::= bfac j bfac&&bterm
bfac ::= bval j ! bval
bval ::= comp j (pred)
comp ::= < j > j =
exp ::= term j termopa exp
opa ::= + j �
term ::= fac j facopm term
opm ::= � j � j mod
fac ::= val j (exp)
val ::= var j i 2 Z j gettime()
var ::= u 2 V� j v 2 Vp

asgn ::= var := exp;

Figure 2. Grammarfor predicatesandexpressions,whereeip 2
E I P , n 2 N.

5. Recovering the Timetable
Section4 showed how to discover timers using predicatesand
data�ow informationrecoveredby a virtual machine.This section
presentsatechniquefor usingtheknowledgeof aprogram's timers
alongwith dynamicallydiscoveredpredicatesto recover the pro-
gram's timetable.Thegoalis to relatea predicate,for example,on
thedayof themonth,backto thesystemtimervalueafterall of the
calculationsthatwereperformedto calculatethedayof themonth.
Becauseof theintricaciesof thesecalculationsweformalizethisas
a weakestprecondition[13] calculation.

5.1 De�nitions

Given a piece of time-dependentmalware, a malware analyzer
would like to know whenthe programwill exhibit maliciousbe-
haviors. This sectionde�nes a timetablein termsof an execution
trace.

By inferringvariablenames,weconstructfrom DACODA'sout-
put for oneexecutionof a programanannotatedtrace, consisting
of assignmentsand predicates.Figure 2 de�nes annotatedtraces
with a grammarasa list of entries(aentrys), eachconsistingof an
assignmentor a predicate,followed by the address(eip 2 E I P
in our grammar, but in practicea tuple of CR3andEIP is neces-
saryto handlemultiple processesin thesystem)of the instruction
in the programcodeand the time (which we model as a natural
number, in thesetN, becausecomputersmeasuretimebasedondis-
creteevents;seeSection3.1)atwhichtheinstructionwasexecuted.
For two adjacententriese1 and e2 with times t1 and t2 respec-
tively, t1 � t2 . Thepredicatesin thetracearethebranchcondition
predicatesthatDACODA discoveredasbeingtime-dependent.The
functiongettime() is anabstractfunctionde�ned by the results
of timer discovery in Section3. It returnstheintegerstoredin that
timerat thetime thefunctionis called.

In theformal grammar, EIP is a setof addresses,V� is a setof
variablesidenti�ed astimers,Vp is a setof variablesnot identi�ed
as timers, and gettime() is an abstractfunction that returnsan
integercorrespondingto thecurrenttime.

Executionsof aprogramexhibit behaviors. Wede�ne behaviors
using an analyzer-provided set L � EIP of behavior labels.
For example,given a programwith a sectionof codefor network
activity anda sectionfor waiting, a malware analyzermay label
an instruction at the beginning of eachsection. In our setting,
we discover such sectionsthrough runtime pro�ling. Given an
annotatedtracet, a behavior b of t is a longestsubsequenceof
t such that: the eip l of the �rst instruction is in L , and for an
instructionin bwith eip l0, eitherl0 62L or l0 = l. For example,if a



maliciousprogramexecutesa denial-of-serviceattackby looping
over a sectionof code that has a single labeledinstruction, the
whole attackwill be consideredonebehavior. The pre�x of t not
partof any otherbehavior is calledthestartupbehavior.

A timetablesummarizesthe behaviors of an annotatedtrace
accordingto time. An entry for a behavior b of a timetableis a
triple (� s ; � t ; l ), where� s and� t arethe time of the �rst andlast
instructionsin bandl is eithertheeipof the�rst instructionin bor
“startup” if b is thestartupbehavior. Theintegerrepresentationsof
timecanbetranslatedinto dates,andtheeip'scanbereplacedwith
labelsto producea moremeaningfulsummary.

5.2 Discovering TimetableEntries

Ourgoalis to recoveratimetablethatextendsinto thefuture.In or-
derto dothis,weneedamoreef�cient methodthansimplyrunning
theprogram.This sectionexplainshow, after thestartupbehavior
hasbeendiscoveredby observingtheprogram's execution,wedis-
cover theendtimeof a behavior usingits beginningtime.

If a programwill executea certain behavior for a bounded
period of time, it typically runs a loop in which it checksthat
the time meetssome condition, executessome code, and then
checksthetime again.We canutilize this loopingstructureto �nd
timetableentries.Whenlabel l is �rst observed, the valuesof the
variablesareknown. Wecanthencontinueto executetheprogram,
recordinganannotatedtracet of predicatesandassignmentsuntil
the secondtime l is encountered.At this point, we concludethat
we have completedone cycle through the loop, and one of the
predicatesobserved on that cycle is the loop guard.By analyzing
t we canrecover thenumberof timesthis loop will execute,under
certainassumptions.

Let t = [c0 ; � � � ; ci ; p; ci +2 ; � � � ; cn ], wherep is a predicate
and the c's are either assignmentsor predicates.Becauset is
one iteration through a loop, we can cut it at p to form t0 =
[ci +2 ; � � � ; cn ; c0 ; � � � ; ci ; p], aniterationof thesameloopin which
p is assumedto betheloopguard.

We can now usethe weakest precondition(WP) [13] of t0 to
discover therangeof possiblevaluesfor the timer variablesat the
beginning of t0. A partial correctnessassertionon commandsis
structuredas“ f Ag c f B g,” whereA is a predicateon thesystem
state,c is a commandthat (potentially)modi�es the state,andB
is thepredicateon thesystemstateresultingfrom theexecutionof
c. A predicateA 1 is weaker thana predicateA 2 if A2 ) A1 . The
WP, wp(c;B ), for commandc andpost-assertionB is de�ned as
follows (seeDijkstra [13] for moredetails):

wp(v := e;B ) = [e=v]B (assignment)
wp(c1 , c2 ; B ) = wp(c1 ; wp(c2 ; B )) (sequence)

where[e=v]B standsfor theassertionobtainedfromB by replacing
eachoccurrenceof v with e.

The�rst-order theoryof integerswith additionandsubtraction
is known asPresburgerarithmetic,andis decidable[52]. If theonly
arithmeticoperationsin theWP are+ and� , we canusethis re-
sult to �nd therangesof valuesfor the timer variablesthatsatisfy
the WP. If arbitraryoperationsarepermitted,this becomesunde-
cidable,but we mayapplyautomatedtheoremproving techniques
from theprogramveri�cation andautomateddeductionareasto this
setting.

5.3 An Illustrating Example

This sectiongives an exampleof how to usethe WP semantics
to analyzeCode Red. Figure 3 shows excerptsfrom the Sanos
gmtime() function [37] (Windows sourcecodeis not availableto
usbut our symbolicexecutionresultsfrom theCodeRedworm in
Section3 con�rm thattheWindowsimplementationis similar;note
thattheepochfor 32-bitUNIX systemsis differentmakingtheleap

#define LEAPYEAR(year) ((year) % 4 != 0)
#define YEARSIZE(year) (LEAPYEAR(year) ? 366 : 365)
const int _ytab[2][12] =
{

{31, 28, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31},
{31, 29, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31}

};
...
while (dayno >= (unsigned long) YEARSIZE(year))
{

dayno -= YEARSIZE(year);
year++;

}
while (dayno >= _ytab[LEAPYEAR(year)][ tmbuf-> tm_mon] )
{

dayno -= _ytab[LEAPYEAR(year)][tm buf ->tm_mon];
tmbuf->tm_mon++;

}
...
tmbuf->tm_mday = dayno + 1;

Figure3. Excerptfrom ctime() 's sourcecode.

yearcalculationsimpler).Figure4 showsexcerptsfrom atracethat
is taken from executinggmtime() , and the variablenameshave
beenreplacedto show the correspondencebetweenthe traceand
thehigh-level code.Thelastline of thetraceshows thepredicatep
thatservesasapost-assertionfor thetrace.For eachstatements, if
s'sWPis differentfrom its post-assertion,thens'sWPis displayed
above it. The �rst WP (i.e., the bottom-mostshadedpredicate)is
constructedmechanicallyusingthe rulesin Section5.2.TheWPs
above it aresimpli�ed, so that implied predicatesareomitted,and
arithmeticexpressionsaresimpli�ed. For the mod operation,we
identify impliedpredicateswith therule:

(( v % m = c1) && ( v % m != c2))
) (( v % m = c1) ) ( v % m != c2))

Thetop-mostcommandusesintegerdivision, in which theremain-
dergetstruncated.To simplify thearithmeticcorrectlyfor theex-
pression“(timer / 86400) < 12478”, we calculate“ timer <
(((12478 + 1) � 86400) - 1) .” Althoughtheoperations“%”
and“ / ” areoutsideof Presburgerarithmetic,wecanprovidelogical
inferencerulesto handlethecasesencounteredin this example.

The variabletimer is a known timer variable,so both its fre-
quency and its startingvalueareknown. Thesevaluescombined
with the top-mostWP reveal that this path will be taken from
12:00amon 20 February 2006 to 11:59pmon 28 February
2006.

5.4 Completing the Timetable

Sections5.2 and5.3 show how to usetheWP semanticsto �nd a
rangeof timesin which a codepath(ona loop) will continueto be
taken.Thetracet0 (seeSection5.2) is constructedbasedonanEIP
l 2 L , sothatevery EIP of anentry in t0 is eitherl or is not in L .
Consequentlythe time rangediscoveredbasedon timer variables
anda WP de�nesthetime rangefor a behavior correspondingto l .
This behavior canbe addedto the program's timetable,andif the
lasttwo entrieshave thesamelabel,they canbemerged.

In order to begin the next iterationof this process,we set the
timer variablesto the valueswe expect them to have at the time
immediatelyafter the behavior previously discovered. We then
resumeexecutionat the predicatep at theendof t 0. By repeating
this process,we discover a timetableto an arbitrary point in the
future.



(timer >= 1077321600) && (timer < 1078185599)
dayno = timer / 86400;
year = 1970;
..
.
(year % 4 != 0)
(dayno >= 365)
dayno >= 12469 && dayno < 12478 && (year % 4 = 2)

dayno = dayno - 365;
dayno >= 12104 && dayno < 12113 && (year % 4 = 2)

year = year + 1;
...
(dayno >= 781) && (dayno < 790) && (year % 4 = 0)

(year % 4 = 0)
(dayno >= 366)
(dayno >= 781) && (dayno < 790)

&& (year % 4 != 3) && (year % 4 != 2)
dayno = dayno - 366;
(dayno >= 415) && (dayno < 424)

&& (year % 4 != 3) && (year % 4 != 2)
year = year + 1;
(dayno >= 415) && (dayno < 424)

&& (year % 4 != 0) && (year % 4 != 3)
(year % 4 != 0)
(dayno >= 365)
(dayno >= 415) && (dayno < 424) && (year % 4 != 3)

dayno = dayno - 365;
(dayno >= 50) && (dayno < 59) && (year % 4 != 3)

year = year + 1;
(year % 4 != 0)
(dayno < 365)
tm year = year - 1900;
tm yday = dayno;
(dayno >= 50) && (dayno < 59) && (year % 4 != 0)

dayno = dayno - 31;
(dayno >= 19) && (dayno < 28) && (year % 4 != 0)

(year % 4 != 0)
(dayno >= 19) && (dayno < 28)

!(dayno >= 28)
(dayno + 1 >= 20)

tm mday = dayno + 1
(tm mday >= 20)

Figure 4. Annotatedtracewith weakest preconditions(shaded).
Thepost-assertionis shown on thelastline.

6. Challengesfor Futur eWork
This sectionenumeratesthechallengesthatmustbe addressedby
futurework in this area,both for malwarethatdoesnot explicitly
useknowledgeof the analysisto evadeanalysis,andfor malware
wheretheattacker knowsabouttheanalysistechniqueandseeksto
evadeit. In both bases,we �rst considerchallengesfor behavior-
basedanalysisin generalandthenfor temporalsearchin particular.

6.1 Regular Malwar e

As discussedin Section1, it is not necessaryfor a malwareanaly-
sis techniqueto be impossibleto evadefor it to beuseful.In fact,
bothin practiceandin theory, nomalwareanalysistechniqueis im-
possibleto evade.Therestill remainchallengesfor futureresearch
even in the domainof regular malware,however, becauseof the
complexity of thedomainof theproblemwe have chosen.

6.1.1 Challengesfor Behavior-BasedAnalysis

Two challengescommonto any behavior-basedanalysiswill be
1) de�ning what is and is not a malicioususeof a service;and
2) providing anenvironmentcomplex enoughto elicit the desired
behaviors from themalware.

6.1.2 Challengesfor Temporal Search

The manifestationof thesetwo challengesfor temporalsearchis
particularlyinteresting.De�ning whatis andis notamalicioususe
of thetime anddatewassimplefor thesix wormsanalyzedin this
paper, but, for malwarethatinstallsitself into thesystemkernelor
usesothertimersnot consideredin Section4, moregeneraltech-
niquesareneeded.In additionto theneedto supplya suf�ciently
complex environmentto elicit time-dependentbehaviors from mal-
ware,we feel that it will be desirablein future work to develop a
formalmodelof malwarebehavior over time.Themodelshouldbe
basedon formalismsricher thana linear timetable,suchas �nite
statetransitionsystems[5].

A needparticularto temporalsearchis for morecontrol-�ow-
sensitivesymbolicexecution,andprogramanalysistechniquesspe-
ci�c to thekindsof calculationsperformedondatesandtimes.Pro-
gramanalysisinvolving integer arithmeticis undecidablein gen-
eral,but dateandtime calculationsarea limited domainin which
practicalanalysisshouldbepossible.

6.2 Evasive Malwar e

While no malware analysistechniqueneedsto be impossibleto
evadein orderto beuseful,it is importantthatmalwaredefenders
know the capabilitiesand limitations of eachtechniquein their
arsenal.

6.2.1 Challengesfor Behavior-BasedAnalysis

The greatestchallengefor any behavior-basedanalysiswill be
thatanattacker with knowledgeaboutthevirtual environmentthat
analysiswill beperformedin canmake themalwarenotbehave the
sameway in thatenvironmentasit doeson a realvictim machine
(see[57, W32.Gaobot.EUX]or [57, W32.Toxbot]). For example,
the malware might useperformancemetricsto determineif it is
executingin a virtual machineor on native hardware,or it could
usethenetwork to �nd out if it is really connectedto the Internet
or not.King et al. [25] have exploredmany of theissuesof virtual
machinedetectionin their implementationof malwareasa virtual
machine.ThePioneerproject[40] andrecentrelatedwork [16] are
alsorelevantto this discussion.

A discussionof thedifferentstrengthsandweaknessesof attack
anddefensein this domainis well beyondthescopeof this paper,
but we will point out that many typesof malware analysis,such
astemporalsearch,canbe carriedout on a trace.Thusall that is
neededis zero-performance-overheadloggingfor deterministicre-
play. We have built a systemsimilar to ReVirt [14], but whereall
loggingandreplayof thevirtual machineoccursatthearchitectural
level onport I/O andinterrupts.In theory, a hardwareimplementa-
tion of thiscouldachieve zeroperformanceoverhead.

6.2.2 Challengesfor Temporal Search

Speci�c to our approach,there are many ways for an attacker
to evade temporal search.Our timer discovery step assumesa
certainstructureof timers: that they de�ne a seriesandthe lower
granularity timers have a direct dependency on a predicatethat
DACODA candiscover. Breakingthisstructurewill make thisstep
fail. For example, the attacker could take a microsecondstimer
and passit through a channelDACODA doesnot track before
comparingit to 1 million and incrementinga secondscounter.
Thesechannelsare also a problem for the predicatediscovery



step.It may also be more dif�cult to discriminatebetweenvalid
usesof the timer and malicioususesby an adversarialattacker.
Furthermore,programanalysistechniquesto trackpredicatesback
to a timer areformally undecidablein the generalcase.To evade
theanalysisin Section5 (or make theanalysisproblemmuchmore
dif�cult in practice)the attacker needonly useoperationsoutside
of Presburger arithmetic,suchasmultiplication anddivision. All
of this is basedon the fact that if theattacker knows thedefenses
they candefeatit eventually, andif thedefenderknows theattack
beforehandthey candefeatit, but is it possiblefor an attacker to
countdown toaspeci�c timein acryptographicallysecuremanner?

In thegeneraldomainof temporalsearch,anattacker could,in
theory, keepa countercalleda cryptocounter[53] that is crypto-
graphicallysecureagainstanalysisto determinewhat its valueis.
It is not clear if this directly translatesinto a way to countdown
to aneventwithout analysisbeingableto predictthateventandits
timing. If a cryptocounteris incrementedevery second,for exam-
ple,ananalyzercouldsimply incrementit at a muchfasterrate.A
cryptocounterboundedby performancewould have to betunedto
theslowestmachinethatthemalwaremight run on.And any cryp-
tocounterbasedon an additive homomorphismcould have larger
valuesthan1 addedto it makingparallelsearchon multiple pro-
cessorspossible.This takesus into therealmof time-lockpuzzles
andtime-releasedcryptography[38], which is anopenissuewith-
outanexternaltrustedagent.

7. RelatedWork
In addition to work cited throughoutthe paper, thereis other re-
latedwork thatmaybeof interestto thereaderin theareasof vir-
tual machines,time perturbation,intrusiondetection,andmalware
analysis.

7.1 Virtual Machines

The topic of virtual machines(VMs) has seenrenewed interest
recently[2, 19,26,39,45,51]. Although the major original moti-
vation for VM usagewas to provide timesharingcapabilitiesfor
mainframes,todaythey areextremelysuitablefor systemor appli-
cationisolation,platformreplication,concurrentexecutionof dif-
ferentoperatingsystems(OS's), systemmigration,testingof new
applicationor OSfeatures,or asasecureplatformfor webapplica-
tions[8], amongotheruses[45].

7.2 Time Perturbation

Researchershaveusedtimeperturbationto studyhow I/O andother
typesof performancescale[21,35],or to understandthebehavior of
a system[20]. Naturalskews in a system's clock have beenshown
to allow for variouskindsof remote�ngerprinting [29].

7.3 Intrusion Detection

ReVirt [14] allowsfor full-system,deterministicreplayof asystem
runningon top of a user-modekernel.This canbeusedto analyze
intrusionswith a tool suchasBackTracker [24,27]. IntroVirt [22]
is a virtual-machine-basedsystemfor detectingknown attacksby
executingvulnerability-speci�c predicatesas the the systemruns
or replays,to detectattacksin the period betweenvulnerability
disclosureandpatchdissemination.

Livewire [18] is a prototypefor an architectureusing an in-
trusiondetectionsystem(IDS) runningseparatelyfrom thevirtual
machinemonitor(VMM). Thehostto bemonitored(guestOSand
guestapplications)runsin theVMM, andtheIDS inspectsthestate
of thehostbeingmonitored.Terra[17] is anarchitecturefor trusted
computingbasedon VMs. Sidiroglouet al. [43] proposeanarchi-
tecturefor detectingunknown malwarecodeinsidee-mailsby redi-
rectingsuspiciouse-mailsto a virtual machine.

Minos[9] is asecurity-enhancedmicroarchitecturethatwasim-
plementedon theBochsVM. Minos stopsremotecontroldataat-
tacksanda VM implementationof Minos hasbeenusedfor hon-
eypots[11]. DACODA [10] wasbuilt asanextensionon top of the
Minos VM environmentand analyzesattackpredicatesof worm
exploits. VMs have alsobeenusedto provide scalabilityfor hon-
eynetsby allowing severalvirtual honeypotsexecutingon a single
server [12,30]. Vrableetal. [50] proposeahoneyfarmarchitecture
with thegoalof considerablyimproving honeypot scalability.

7.4 Malwar e Analysis

In academia,thereis relatively little researchin the literatureon
host-basedmalwaredetectionandanalysiscomparedto thepreva-
lenceof this problem.There have beenvery interestingstudies
that usebinary analysisto detectobfuscatedmalware [3, 4], de-
obfuscatepacked executables[31], or detectrootkits [32]. These
kinds of appearance-basedanalysistechniquesare important,but
areonly half of thepicture.In termsof automated,behavior-based
analysisthe only two studiesthat we know of are fairly recent
[1, 28]. Both are basedon detectingspyware by its spyware-like
behavior.

8. Conclusions
Wehavedemonstratedhow touseavirtual machineto discoversys-
tem timerswithout makingassumptionsaboutthe integrity of the
kernel,andpresentedpromisingresultson real malwareshowing
thatmalwaretimebombscanbedetectedwith symbolicexecution.
Wehave alsoexploredtheproblemdomainof temporalsearchand
presentedformalismsthataccountfor theintricaciesof theGrego-
riancalendar. Webelieve thatthenovel view of this paper, focused
on temporalsearch,of how virtual machine-basedanalysiscanbe
usedto detectmalwaretimebombsshows thatbehavior-basedanal-
ysis of malware in virtual machineswill be a promisingareaof
researchin thecomingyears.
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