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Abstract

Worms,viruses,andothermalwarecanbeticking bombscounting
down to a speci c time, whenthey might, for example,delete les
ordownloadnew instructiondrom apublicwebsener. We propose
a novel virtual-machine-basednalysistechniqueto automatically
discover the timetableof a pieceof malware, or wheneventswill
betriggered,sothatothertypesof analysiscandiscernwhatthose
eventsare. This information can be invaluablefor respondingto
rapid malware, and automatingits discosery can provide more
accuratanformationwith lessdelaythancarefulhumananalysis.

Developinganautomatedystenthatproduceghetimetableof
apieceof malwareis achallengingresearctproblem.In this paper
we describeour implementationof a key componentof sucha
systemthediscovery of timerswithout makingassumptionsbout
the integrity of the infectedsystems kernel.Our techniquerunsa
virtual machineat slightly differentratesof perceivedtime (time
as seenby the virtual machine),and identi es time countersby
correlatingmemorywrite frequeng to timer interruptfrequeng.

We alsoanalyzereal malwareto assesshe feasibility of using
full-system,machine-lgel symbolic executionon thesetimersto
discover predicatesBecauseof the intricaciesof the Gregorian
calendar(leapyears differentnumberof daysin eachmonth,etc.)
thesepredicateswill not be direct expressionson the timer but
insteadan annotatedrace; so we formalize the calculationof a
timetableas a wealest preconditioncalculation.Our analysisof
six real worms sheddlight on two challengedor future work: 1)
time-dependenmalware behaior often doesnot follow a linear
timetable;and 2) that an attacler with knowledge of the analysis
techniguecan evade analysis.Our currentresultsare promising
in that with simple symbolic executionwe are able to discover
predicateson the day of the month for four real worms. Then
throughmoretraditionalmanualanalysiswe concludethata more
control- ow-sensitve symbolic executionimplementationwould
discover all predicategor the malwarewe analyzed.
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1. Intr oduction

The currentresponsevhen anti-malvare defenderdiscover new
mablwareis to carefully analyzeit by disassemblinghe code,and
thenreleasesignaturesandremoval tools for customergo defend
themselesfrom new infectionsor to remove infectionsbeforethe
malare doesary damageThreetrendsare challengingthis pro-
cess:1) increasinglymawareis installing itself into the kernelof
thesystemwhereanalysids moredif cult; 2) malareis becoming
moredif cult andtime-consumingo analyzebecausef packing
(compressingr obfuscatinga le sothatit mustbe unpacled be-
fore analysis) polymorphism(encryptingthe maware body), and
metamorphisnftechniquesuchasbinaryrewriting thatchangehe
malwarebodywithout changingjts functionality); and3) malware
is expectedto spreacon amorerapidtimescalehanever beforein
thecomingyears[46,47]. Suppose metamorphickernel-rootkit-
basedworm is releasedhat will spreadto hundredsof thousands
of hostsin just thirty minutesandthenlauncha denial-of-service
attackonacritical informationsystermsuchasATMs, the911lemer
geny systempor eventhelnternetitself [41]. Supposalsothatthe
denial of serviceattackis easilyavertedif knovn aboutaheadof
time. How canwe discover this ticking timebombasearly aspos-
sible?

We proposea novel automated virtual-machine-basedech-
nique to do exactly that. Given a systemthat is infectedwith a
pieceof malare, we describea techniquethat extractshow the
systemis usingspecialtiming hardwaresuchasthe Programmable
Intenval Timer (PIT) to keeptrack of time andthendiscoversthe
trigger time for ary anomalouseventsthat the systemis count-
ing down to. Our goal is to summarizethe timetableof a piece
of malarequickly andaccuratelysothatrespondingnalwarede-
fenderscandecidewhatthe bestcourseof actionis. For example,
the SoberX worm [57, W32.SobeX@mm] was programmedo
generateandom(but predictableto its author)URLSs from which
to download new instructionsstartingon 6 January 2006. An-
tivirus professionalsvereableto de-obfuscatéhe pacled codeof
SoberX anddeterminghe URLs andthedateon which this would
occurmonthsaheadf time. The publicwebsenersthattheworm
instancesvould be contactingwerenoti ed andwereableto block
thoseURLsfrom beingregisteredlin thispaperwe aimatenabling
thiskind of effective responsehut onashortertimescaleo beable
to handlerapid malware,by automaticallydiscovering the critical
dateandtime.

1.1 ProposedApproachand Contrib utions of this Paper

Theproblemturnsoutto bemoredif cult thansimply speedingip
the systemclock andseeingwhathappensAny studyof behaior
andtime mustaccounfor thecomple interactionsof behaior and
time, suchas Lamport's study of distributed systemg33] where



eventsin suchsystemavereshavn to be only partially orderedIn
our case,malware's behaior candependon not only the current
absolutetime (for example,what dateandtime is shavn on the
clock) but alsorelative time (suchashov muchtime haselapsed
sinceinitial infection). And, naturally the passagef relative time
changesvhatthe currentabsolutetime is. As a concreteexample
of this, the KamaSutraworm [57, W32.Blackmal. E@mmi{ieletes
les onthevictim hoston the 3rd day of every month,but it only
checksthe day of the month 30 minutesafter either the initial
infectionor arebootof thevictim host. Thusif amawareanalyzer
simply infectsa machinewith Kama Sutraon the 1st of January
andspeedsiptheclockto compresshenext yearinto anhour, this
behaior will notbeobsered becausehe checkfor theday of the
monthwill occuronly onthe 1stof Januaryandnever again.

Simply speedinghe systenmup hasotherdisadwantagesaswell.
First, it requiresa much more dramaticperturbationof time than
our techniquedoes,makingit easyfor the mawareto detectthe
time perturbation Furthermoreijf the systemis somevhatloaded,
asit will befor awormthatspavnspossiblyhundredsf threaddo
spreadtself, thevirtual machinewill notperformata high rateof
timerinterrupts Somebehaiors maybeskippedbecaus¢éheworm
will neverbescheduledo runduringthattime window. In addition
to not revealingsomebehaiors, it will alsonotbe ableto explain
why ary behaiors thatit doeselicit occurred.

We proposea techniquethat usestemporalsearchto build the
mablware's timetable.Our approachis to rst discover timers by
slightly perturbingtime andwatchingfor correlationdbetweerthe
rateof percevedtime andtherateof updatego eachphysicalmem-
ory location. Then throughsymbolic execution[23] (to discover
predicates)and predicateinversion (to make the infrequentcase
frequent)we build an abstiact program of the timekeepingarchi-
tectureof the system Both of thesestepshave beenimplemented
for this paperithe rst is automatedexceptfor thediscovery of ad-
ditional dependentimers,andthe seconds donemanually Once
thistimekeepingarchitecturéhasbeenidenti ed, placingsymbolic
executionon ary timer that the malware might use,by assigning
a symbolic expressionfor eachvalue readfrom that location, al-
lows us to discover predicatesThis step requiresdistinguishing
mablare predicategrom regular systempredicateon time, which
is donemanuallyin this paper Predicatanversioncanthenelicit
the next behaior of the malwarewithout waiting for its predicate
on time to becometrue. From this point it shouldbe possibleto
build anabstract program of the entiretracebetweerthetimer and
the predicateto discernthe malare's timetable.Thesestepsare
alsodonemanuallyin this paperfor real mawareto demonstrate
their ef cacy andidentify theinherentchallengesBy iteratingthe
lasttwo stepsfor somearbitraryamountof time into thefutureit is
possibleto constructa timetableof the malware's behaior. In fu-
turework, arichermodelthanalineartimetablefor time-dependent
malwarebehaior is desirable.

Ourmaincontrilutionstowardsuchanautomatedystenin this
paperarel) detailedresultsof timer discovery for both Linux and
Windows, without makingary assumptionsboutthe integrity of
the kernel of the infectedhost; 2) promisinginitial resultson the
possibility of usingsymbolic executionto discover the predicates
basedn analysisof six realworms;3) aformalizationof temporal
searchthat accountdor theintricaciesof the Gregoriancalendar;
and4) discussiorof the challenge®f fully automatinghe process
alongwith anadersarialanalysis.

1.2 Structur e of the Paper

The restof the paperis organizedasfollows. Section2 provides
somecontet for our analysisin terms of being both automated
andbehaior-based ThenSection3 givesdetailedresultson timer
discovery for both Linux and Windows. This is followed by Sec-

tion 4 wherewe analyzesix real wormsto shaw the efcacy of
symbolicexecutionto discover malwarepredicate®n the dateand
time anddiscusgheinherentchallengesin Section5 we formally
de ne the problemof how to solve theannotatedraceshatleadto
malwarebehaiors predicatedn time, andillustratethe basicidea
with a walk-throughof the CodeRedworm. Thena discussiorof
challengedor futurework andan adwersarialanalysisof temporal
searchin generalagainstanattacler thatseekgo evadeour analy-
sis,isin Section6. Finally, we presentelatedwork (Section7) and
conclude(Section8).

2. Automated, Behavior-BasedAnalysis

The work presentedin this paper differs from traditional mal-
ware analysistechniquesin two dimensions:behaior-basedvs.
appearance-basedndin the level of automation.Cohen[6] dif-
ferentiatesbehaior-basedvirus detectionfrom appearance-based
detection(suchasmodernvirus scannershy sayingthatbehaior-
baseddetectionis a question“of de ning whatis andis notale-
gitimate use of a systemservice,and nding a meansof detect-
ing the difference. Behavior-basedanalysishasthe samegoal as
detection.For our work we seekto detectillegitimate use of the
specialhardwarethatthe systemprovidesfor keepingtrack of the
date and time. We assumethat the systemis infectedwith mal-
wareandwe wish to know if that malwareis usingthe timekeep-
ing architectureof the systemto coordinatemalicious behaior;
andif sohow it is doingthis sothatwe candiscernthe malware's
timetable Behavior-basedietectionandanalysisik e appearance-
basedwas shavn to be formally undecidableby Cohen[6], but
Szor[48] pointsout thatit is not a requiremenfor a techniqueto
beapplicableto every possiblepieceof malware, it is sufcient for
malare defendergo have anarsenabf techniquespneof which
will beagoodsolutionin ary particularscenario.

In Sectiond we will discussn detailourexperienceandlessons
learnedin performing behaior-basedanalysis.A fact that can
be either a strengthor a weaknessof behaior-basedanalysis,
dependingon how well it is understood,is that the results of
analysisareasmuchare ection of thevirtual ervironmentasthey
are of the malwareitself. A goodanalogyis Simon's description
of an antwalking alongthe beach[44]. The ant's complec path,
walking overtwigs, aroundsteephills, or alongridges,dravs more
of its compleity from thebeachthanfrom theant.“An ant,viewed
as a behaing system,is quite simple. The apparentcompleity
of its behaior over time is largely a re ection of the compleity
of the ervironmentin which it nds itself [44].” Similarly, we
discussin Sections4 and 6 how the time-dependenbehaior of
mablareis notin factalwaysasimple,lineartimetableandcanbe
miscalculatedf the analysisis not donein a sufciently comple
ervironment.

The compleity of the ervironmentis alsoa challengefor au-
tomation.Evenwhennot consideringan attacler who deliberately
triesto evadeour temporalsearchanalysis the two separatero-
cesse®f discovering predicaten the dateandtime andthenre-
latingthosepredicateso actualdatesandtimesin therealworld are
interestingorogramanalysisproblems Thisis becausef theintri-
cateinteger calculationsandloopsinvolved in computationghat
are basedon the Gregorian calendar Thereare seven daysin the
weekfor culturalreasonsyaryingnumbersof daysin eachmonth
becausehe ratesof revolution of the moonaroundthe earthand
the eartharoundthe sun are not integer multiples [7], and leap
yearsevery four years(exceptfor the rst yearsof centuriesthat
arenotevenly divisible by 400) becausehe spinof the earthis not
anintegermultiple of thelengthof ayear[7]. Thusourcurrentfull-
systemmachine-lgel symbolicexecutionengine DACODA [10],
is ableto discover predicate®n a systemtimer whenthe predicate
is on a day of the month(or hour, minute,secondetc.),but in fu-



ture work will needto be more control- ow-sensitve to discover
predicate®nthe monthor year Furthermorepncethe predicatds
discovered,relatingit backto an eventin the realworld (e.g. the
15thof the monthin the Gregoriancalendar)s notasimplematter
of solvinganexpressiorbut requiresawealestpreconditioncalcu-
lation (asdescribedn Section5).

3. Temporal Search

This sectiondescribeiow to discover timersin areal systemus-
ing a virtual machine evenif the kernel’s integrity hasbeencom-
promised,and how to automatethis process.This stepis impor

tantbecausenalwareis increasinglybeingimplementecaskernel
rootkits,andtherehave evenbeenproposalof implementingmal-

ware as a virtual machinein which the victim operatingsystem
executeq25].

3.1 How Time is Measured by a System

Without specialhardwarea systemhasonly animplicit conceptof

time. Its operationsare sequentiabndthe fact thateachoperation
takessometime to completebeforethe next canbegin canbe used
toinferthepassagef time.However, withoutdetailedperformance

pro ling of the entire systemthis is not a precisemeasurement.

Becausenalwaresharegheprocessowith therestof thesystemit
alsoreliesonspeciahardvareto accuratelymeasurehepassagef
time. In avirtual machinethis specialhardwareis virtualizedand
completelycontrolledby the malwareanalyzersMeasurementef
time externalto the systemcanbe modeledin mary casessuch
as the Network Time Protocol (NTP) sener connectionby the
the SoberX worm. Modeling ary arbitrarykind of externaltime
coordinatiorthata pieceof malWwaremightdowould have to bethe
subjectof futureresearch.

The simplestexampleof suchspecialhardware, and the most
commonly used for PC systems,is the Programmablentenal
Timer (PIT). The PIT usesa crystal-basedscillator that runs at
one-third the rate of NTSC television color bursts (or 1.193182
MHz) for historicalreasonsThe PIT device hasthreetimers:one
usedfor RAM refresh,onefor PC speakr tonegenerationanda
third thatcanbe programmedo interruptthe processort regular
intervals. Modern PC-basedperatingsystemausethe third timer
astheir main timekeepingdevice. Linux kernel2.4 and Windows
XP both programthis timer to interruptthe processoat a rate of
100Hz, meaningthatthe PIT interruptis generated 00 timesper
second.Linux kernel 2.6 programsit for 1000 Hz, and different
versionsof Windows rangefrom 64 Hz to 1000Hz. Otherspecial
hardwareis availablein mary PC systemssuchasthe CMOSreal
time clock, local APIC timers, ACPI timers, the PentiumCPU's
Time StampCountery or the High PrecisionEvent Timer. We only
considetthePIT for thiswork, but otherspeciahardwareshouldbe
anaturalextension A morecomprehense documenbntimekeep-
ing in systemsandvirtual machiness availablefrom the VMware
compan [49].

From the operatingsystems point of view, time is kept by
addinga constanto avariableonceperinterrupt.Linux kernel2.4
adds10,000to amicrosecondsountetthatis resetevery 1,000,000
microsecondsvhen a secondscounteris incremented The date
is kept as a 32-bit counterof secondsstartingfrom 1 January
1970. Windows addsa value equalto about10,000,00Q(adjusted
to theaccurag of the PIT timer for thatparticularsystem)o a 64-
bit hectonanosecond®unterthat countshectonanosecondsom
1 January 1601

The intervals aretrivial to infer basedon how the PIT is pro-
grammedbut the epochgwhenthe absolutetime is countedfrom,
suchas1 January 1970 for Linux) are also neededto relatea
countervalueto anactualdateandtime in therealworld. Whena
computeris turnedoff it keepsthe datein a known formatin the

CMOS, anduponbootthis valueis readby the operatingsystem
to initialize the dateandtime. This epoch the time of boot, is the
only importantone sinceall measurementsf absolutetime must
be derived from it. Throughsymbolicexecutionwe candetermine
how ary particularabsolutdime variableis initialized andusethat
astheepoch.

We de ne an absolutetime as a time that relatesto an actual
time and datein the real world while a relative time is relative
to some arbitrary start time. Both Linux and Windows keep a
relative time that startsat 0 at boot andis incrementecon every
PITinterrupt.Thisvariableis called"jiffies " in theLinux kernel
andis usedfor relative timing needssuchasschedulingimeouts.
For example,if a processasksto sleepfor 10 secondsand the
“jiffies " variableat starttime is 5555,the processwill not be
scheduledo runagainuntil the“jiffies " variableis greaterthan
or equalto 6555,assuminghePIT is programmedor 100Hz(The
actualimplementatiorof timersin Linux is not quitethis simple).

The PIT model of Bochs (http://bochs.sourceforge.
net), thevirtual machinewe usefor ourexperimentsuysegshenum-
ber of instructionsexecutedto roughly guesswhenPIT interrupts
shouldbe scheduledbut this is adjustedo approximaterealtime.
Periodically a measurementf realtime from the hostmachineis
comparedo thenumberof PIT interruptsin thelastintenal to ad-
just and more accuratelytrack real time for the next intenal. We
de ne real time asthe passingof time on the physicalhostma-
chine(which shouldnearlymirror thephysicalwall timein thereal
world) and perceivedtime as the passingof time as seenby the
systememulatedby Bochs.

3.2 Symbolic Execution

For symbolic executionand predicatediscovery, we usethe DA-
CODA symbolicexecutionenging/10]. Basically DACODA labels
valuesin memoryor registersandthentracksthoselabelssymboli-
cally throughoperationanddatamovementghroughouthe entire
emulatedPentiumsystem.lt alsodiscovers predicatesaboutthat
datawheneer a control o w decisionis predicatedon a labeled
value. We modi ed DACODA's sourcecodeto also discover in-
equality predicateghroughthe Sign Flag (SH andOver ow Flag
(OB, in additionto equalitypredicateshroughthe ZeroFlag (ZP.
As anexample,supposea byteis labeledandmovedinto the AL
register the integer 4 is addedto it, anda control o w transferis
madepredicatedn theresultbeinggreaterthan55.

mov al,[AddressWithLabel1999]
; AL.expr <- (Label 1999)
add al,4
; AL.expr <- (ADDAL.expr 4)
; I* AlL.expr == (ADD (LABEL 1999) 4) */
cmp al,55
; FLAGS.left <- AL.expr
; I* FLAGS.left == (ADD (Label 1999) 4) */
; FLAGS.right <- 55
j9 JumpTargetlfGreaterThan55
; P <- new Predicate(GREATERTHANFLAG.left ZFLAG.right)
; Q <- new Predicate(LESSTHANOREQUAIFLAG.left ZFLAG.right)
: [* P == (GREATERTHANDD (Label 1999) 4) 55) */
. [* Q== (LESSTHANOREQUADD (Label 1999) 4) 55) */

; if ((ZF == 0) && (OF == SF)) then AddToSetOfKnownPredicates(P);

; else AddToSetOfKnownPredicates(Q);
; I* Discover predicate if branch taken */

This illustrateshow DACODA will discover eitherthe predi-
cate (in pre x notation),“(GREATERTHAANDD (Label 1999)
4) 55)”, orits inversedependingon the resultof the conditional
check.

3.3 TheBasicldea

The basicideafor discovering timersvia virtual machineds that
the systemhas certaincountersthat will speedup or slow down



whenthe rateof perceved time within the virtual machineis sped
upor sloveddown. A timer hasthefollowing properties:

1. It should dependon time When the rate of perceved time
is spedup or slowed dowvn there should be a corresponding
speedupor slow-down of thetimer.

2. It shouldde ne a series A counterhassomeoperationapplied
toit thatde nesaseriesfor example:“1, 2,3,4,..", or“55, 44,
33,..", or“10000,20000,30000,..". Timersshouldbe based
on sucha counter For our purposesve assumea seriesto be
de ned suchthateachsubsequentalueis simply the previous
valueplusor minusaconstant.

3. It could dependon another timer. An example of this is
“xtime.tv _sec” which countssecondsn the Linux kernel.It
is importantfor calculatingthe datethroughouthe systemand
it is only incrementedvery secondvhenamicrosecondsmer,
“xtime.tv _usec”, reacheshevalue1,000,00(andis reset.

3.3.1 Typesof Noise

Thereareseveraltypesof noisethatmustbe Itered outto nd the
timers.

Performance-baseghhasebehavior Programscan have certain
phasebehaiors [42] thatcausethemto updatethe samemem-
ory orincrementhesamecounteratregulartimeintenals,even
thoughtheir timing is basedon performancendnotontime.

Memory updatesindependenbf state Many memorylocations
areupdatedegularly basedon time but do not keepstatefrom
onetimerinterruptto thenext. Examplesncludelocal variables
andreturnpointerson thestackwhile timerinterruptsarebeing
handled aswell aspixelsonthescreen.

Memoryupdatesdependenbn statethat do not de ne a series
Somememorylocationsdo keepstatebut donotde ne aseries.
An exampleis asemaphore.

Delayedinterrupt handlingand NTP: Interrupthandlersn Linux
and other operatingsystemsare often divided into a top half
and a bottom half. When an interrupt occursthe top half ac-
knowledgesthe interrupt and scheduleswork to be done by
the bottom half (this is the oppositeof the top half and bot-
tom half in FreeBSDbut the idea is the same).The bottom
half can be executedlater or even skipped.For keepingtime
in Linux “jiffies " is incrementedn the top half and then
whenthe bottomhalf executeshe “jiffies " counteris com-
paredto “wall _jiffies ", whichisthestored'jifies " from
the last bottom half execution.If ticks have beenskippedthe
“xtime.tv _usec” variableis incrementedor every tick that
wasskipped.This gives“xtime.tv _usec” a non-uniformbe-
havior whenthesystemis busy FurthermoretheNetwork Time
Protocol(NTP), if enabledpccasionallyaddsor skipsticks to
adjustthe “xtime " structureto inaccuraciesn the PIT timer.
Thesekinds of detailsin thetimekeepingarchitectureof a sys-
temcanbeviewedasnoise.

3.3.2 TheBasicSteps
Thus,herearethe basicstepswe usefor nding timers:

1. Do anupdatecount Thesystenis allowedto runfor aspeci ed
amountf timein anumberof differentstage44 stage®f about
8 secondperstagewasusedfor all exampleghatfollow, fewer
stage®r shorterstagesnaybepossiblébut wasunnecessaripr
theseexperiments) eachstagewith a slightly differentrate of
percevedtime (we perturbedime by asmuchas35%for these
experimentsbut much smallerperturbationsare also possible
aswill beexplainedin Section3.7). We canimplementa basic

“tainting” mechanisnby markingmemorywith anidempotent
expressiorthat“taints” ary othervaluesderivedfrom it. When
a physicalmemorylocationis updatedwith untainteddatait
is tainted,andwhenit is updatedwith tainteddataa physical-
address-speci counteris incrementedThusary memorylo-
cationsthat may be keepingstateare tainted. This lters out
memoryupdatesndependentf stateearlyon for performance
reasonsThephysicalmemorylocationswhoseupdateratesare
mostcorrelatedwith therateof percevedtime arechosen(the
top 100in Linux andWindows, or ary appropriatenumberto
accounftfor theamountof noisein the system).

2. Usesymbolicexecutionto solvethe series For eachcandidate
timer, thesystemis allowedto runandary updateto thatcandi-
datephysicalmemorylocationis labeledoy DACODA. When-
ever labeleddatais written to that physicalmemorylocation
the symbolicexpressioris checled to determineif it de nesa
series.This canbe donefor an arbitrary numberof times. In
practiceten symbolicchecksareenoughto determinewhether
thememorylocationde nesaseriesor not.

3. Discover additional dependenttimers. For each discovered
timer, we mark it with symbolicexecution(all readsfrom the
counterarelabeledandif thesamepredicatas discoreredperi-
odically for someminimum numberof times(tenis sufcient)
we invert it (true becomedalse,and falsebecomesrue) and
repeatstep 1. For example,when symbolic executionis per
formedon “xtime.tv _usec” the predicateis discorered ev-
ery 7=th of a secondthatit is lessthan 1,000,000.Invert-
ing this predicatemakesthe infrequentcasefrequent,causing
“xtime.tv _sec” to beincrementedlL00 timesa second.This
will allow usto discorer the additionaltimer “xtime.tv _sec”
by repeatingstepl. Eachseriescanthenbe solvedto corvert
its valuesto realtime with simplemultiplication.

3.4 Linux Example

The following resultswere taken from a Red Hat Linux system
runningLinux Kernelversion2.4.21.TheLinux kernelkeepsa 64-
bit internaltimer called“jiffies " thatstartsat O at bootandis
incrementedbvery PIT timer interrupt. To keeptrack of the datea
structure“f xtime.tv _sec, xtime.tv _usecg” is updatedevery
time the PIT timer interruptbottom half is executedas explained
above. For Linux Kernelversion2.4the PIT timer is programmed
for 100 Hz, so aninterruptis generatedL00 times per secondof
percevedtime.

3.4.1 Update Count

The rst stepis to run the physicalmemorylocationupdatecount
for 4 differentstageseachwith aslightly differentrateof perceved
time. Perturbingtime is accomplishedby biasingBochs' measure-
mentsof realtime sothatrealtime will appeato Bochsto be pass-
ing at a differentratethanit actuallyis, andBochswill adjustac-
cordingly Thenwe mustmeasureahe actualrateof percevedtime

achievedbecausé will usuallynotbeexactly whatwasrequested.

Doing the updatecountproduceshe following top 100 candi-
datetimers(someredundanentriesthatdo not de ne a seriesare
left outfor brevity):

Ranking Error Phys. Addr. Update Counts  Symbol
0.000001332 0027ff31 2038 2303 2547 2820 (init_task_union)

o

0.000001955 0027e0fc 677 765 846 937 (init_task_union)  *
0.000001955 0027el0c 677 765 846 937 (init_task_union)  *
0.000001955 0027el8c 677 765 846 937 (init_task_union)  *
0.000001955 00269414 677 765 846 937 (i8253_lock)

0.000001955 00269a20 677 765 846 937 (prof_counter) *
0.000001955 0027e0f8 677 765 846 937 (init_task_union)  *
0.000001955 002745 2031 2295 2538 2811 (xprt_clear_backlog)

OCoOo~NO UL w

12 0.000001955 0027ff48 677 765 846 937 (xprt_clear_backlog)



16 0.000001955 0027ff54 677 765 846 937 (xprt_clear_backlog)
43 0.000001955 0027ffa4 677 765 846 937 (xprt_clear_backlog)
44 0.000001955 002c1800 1354 1530 1692 1874 (irq_desc)

45 0.000001955 002c1810 1354 1530 1692 1874 (irq_desc)

46 0.000001955 002dcd90 677 765 846 937 (kstat) *
47 0.000001955 002edb20 677 765 846 937 (bh_task vec)

51 0.000001955 002edea8 677 765 846 937 (time_phase)

52 0.000001955 002edec4 677 765 846 937 (jiffies) *
53 0.000001955 002eef88 677 765 846 937 (timer_jiffies) *
54 0.000002214 002eded4 683 773 855 946 (xtime.tv_usec) *
55 0.000002351 0027fféa 2032 2295 2538 2811 (init_task_union)

63 0.000004048 0026af78
64 0.000004072 0027ff72

678 766 848 939
678 765 846 937 (init_task_union)

98 6:000011106 0026af74 2728 3078 3408 3780 (xtime_lock)
99 0.000012059 002ed720 677 766 846 939 (irg_stat)

The rst columnis the ranking by error rate, and the second
column is the error rate calculatedas explained below. This is
followed by the physicaladdressandthefour actualupdatecounts
from eachstage For clarity we have manuallyappendethesymbol
from the Linux kernel symbol table for eachmemory location.
An asterisknext to the symbol indicatesthat in the next step
this memory location will be found to de ne a series.For the
experimentabore therespectie ratesof percevedtimeto realtime
were0.71570/0.93835,1.14214 and1.36502for thefour stages.

Error is calculatedasthe sum of the squareof the differences
betweenthe updatecountin all four stagesandthe perceved rate
of timein thatstage(with all updatecountsnormalizedo thethird
stage) Thevalueof theerroris notasimportantastheranking.We
wantto nd thetop 100candidatgimersno matterwhattheir error
from thetruerateof percevedtimeis, becaus¢heactualvaluecan
vary from systento systemandalsodependingpn whatthesystem
is doing.

3.4.2 Solvingthe Series

In thenext stepin our exampleeachof thetop 100candidatdimers
is executedwith symbolicexecutionto determindf it de nesase-
ries.For example the“jiffies " counteris de ned by thefollow-
ing seriegwhichis theresultof a Pentiumincrementoperation):

PhysicalMemory[0x002edec4]
PhysicalMemory[0x002edec4]
PhysicalMemory[0x002edec4]

PhysicalMemory[0x002edec4] + 1
PhysicalMemory[0x002edec4] + 1
PhysicalMemory[0x002edec4] + 1

The“xtime.tv _usec” de nesthisseries:

PhysicalMemory[0x002eded4]
PhysicalMemory[0x002eded4]
PhysicalMemory[0x002eded4]

PhysicalMemory[0x002eded4] + 10000
PhysicalMemory[0x002eded4] + 10000
PhysicalMemory[0x002eded4] + 10000

A memory location such as “xtime _lock ”, which is a
semaphoreganbe determinedo not de ne a seriesby observing
thefollowing sequencef symbolicoperations:

PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74]
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74]
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74]
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74]
PhysicalMemory[0x0026af74] = PhysicalMemory[0x0026af74]

Qualitatvely speaking, we are mostly interested in the
“xtime” structure and the “jiffies " counter but the other
countersdiscorered (“prof _counter ”, “kstat ", membersof
“init _task _union”, and“timer _jiffies ") arealsoimportant
becausehey do keeptrack of time andcould be usedfor suchby
malare. Adding theseto the setof timerson which we do sym-
bolic executionshouldnot have a dramaticeffect on the accurag

or performanceof predicatediscovery becausghesecountersdo
notappeato be heavily usedin predicatesindernormaloperation
of thesystem.

3.4.3 Additional DependentTimers

After running symbolic executionon all of the timersfor a while
predicateson a certaintimer, “xtime.tv _usec”, will be seento
repeatregularly at a speci ¢ programcounterocation:

Predicate:  (PhysicalMemory[0x002eded4] <= 999999)
Predicate:  (PhysicalMemory[0x002eded4] <= 999999)
Predicate:  (PhysicalMemory[0x002eded4] <= 999999)
Predicate:  (PhysicalMemory[0x002eded4] <= 999999)

If we invert this predicate(tell the Pentiumemulatorthatit is
truewhenit is false,andthatit is falsewhenit is true throughthe
OF SF, andZF ags) and repeatstepsl and 2 we will discover
anadditionaltimer, “xtime.tv _sec”, whichde nesthefollowing
series:

Predicate:  (PhysicalMemory[0x002eded4] > 999999)
PhysicalMemory[0x002eded0] = PhysicalMemory[0x002eded0] + 1
Predicate:  (PhysicalMemory[0x002eded4] > 999999)
PhysicalMemory[0x002eded0] = PhysicalMemory[0x002eded0] + 1
Predicate:  (PhysicalMemory[0x002eded4] > 999999)
PhysicalMemory[0x002eded0] = PhysicalMemory[0x002eded0] + 1

A simplecalculationrevealsthatthistimeris a1 Hz timer.

3.5 Time Perturbation in Windows

In Windows XP we found threetimersof interest:a “jiffies -
like countey whichwe will call “TickCount”, atthelinearvirtual
addres®x8053cfcO (physicaladdres®x0053cfc0) in the Hard-
ware AbstractionLayer (HAL) part of the kernelandtwo hecto-
nanosecondountersmappedn astructureatlinearvirtual address
0xffdf0000 . This structureis in factthe KUSEFESHAREDATA
structurethat is mappedinto the virtual addressspaceof every
processn the system.The counterat 0xffdf0014 (physicalad-
dressOx00041019, called”SystemTimé, is the onethatis used
to calculatethe systemtime and date when a processcalls the
GetSystemTime() library function or ary otherlibrary function
for retrieving the date and time. Thus nearly all Windows mal-
wareto datethat hasa timetablecan be analyzedthroughsym-
bolic executionon this memoryaddressThe otherhectonanosec-
ondcounteris “InterruptTime " atOxffdf0008 andis irrelevant
for our presenpurposes.

3.6 Comparing How Timers are Used

Figurel shavs thenumberof predicatepersecondliscoreredfor
differenttimersin Windows andLinux over equivalentdurations
of realtime. Note thatall ve dataseriesweretaken at different
timesandthat the rate of perceved time to real time is different
for Windows andLinux. Whatthegraphis intendedo shaw is that
sometimershave astructureghatmakesthemeasieito analyzethan
othersWindows' “SystemTimé counteris checled severaltimes
a secondin the kernelor in library functionshaving to do with
le accesseg‘SystemTimé is the timestampthat le creation
and modi cation timesare given) but the only predicatesn user
spacebelav thelibrariesarethe predicatesvery minutefrom the
clock (a big part of eachspike is actually the calculation,in the
library codemappedor the clock processpf the day month,year
hour, etc. basedon the “SystemTimeé counter the predicatesare
from while loops suchas thoseshavn in Figure 3). The pattern
of “xtime.tv _sec” from Linux is also very simple, suggesting
thattemporalsearchon systemtimes and datesneednot be very
sophisticatedTherearemary predicate®n“xtime.tv _usec” but
they arevirtually all basedon two checksfor every PIT interrupt:



Figure 1. How timers are used.

whetheror not it is equalto 999999(discoreredthroughthe ZF
ag) andwhetheror notit is lessthan999999(discoveredthrough
theOF ag).

The “jiffies " timer in Linux is slightly more com-
plicated, but with the Linux source code it is easy to
determine that all of the predicateson the at part of
the line come from run_timer _list() , which keeps a se-
ries of dependentcountersthat could be discorered in the
same fashion as we shaved for “xtime.tv _sec”, and that
the spike every minute comes from only a handful of
functions (rt _check_expire _thr() , internal _add_timer() ,
sys_rt _sigtimedwait() , andrs _timer() ). Thesemay or may
notbecheckingpredicategor interestingevents,suchascron jobs.
We would needto understandhe“ TickCount” timer of Windows
aswell to be able to, for example, discover a predicatethat the
KamaSutraworm is waiting 30 minutesbeforeit checksthe date.
As shawn in Figure 1, howvever, this may requirea greatdeal of
effort or a betterunderstandin@f the Windows kernels timer ar
chitectureNot only doesthe numberof predicatepersecondvary
quite a bit, but analyzingthesepredicategevealsthatthey come
from a greatmary differentplacesthroughoutthe kernelanduser
space.

3.7 Why Must Perceived Time be Perturbed?

In orderto Iter out performance-baseghasebehaior noisewe
needto distinguishbetweercountersdependentn percevedtime
and countersdependenton performance.Since performanceis
basedon time for a given machine,we needto separateperfor
manceandtime by perturbingtime. Countersdependentn perfor
manceshouldnot speedup or slow dowvn whenwe perturbtherate
of percevedtime, andwe canusethisfactto Iter themout.

For example,we ran our timer discovery algorithmwhile the
systemwas busy executing the Kama Sutra worm and corre-
lated with real time, and 202 timers had a smaller error than
a block of 14 candidatetimers containingthe two we were in-
terestedn (“SystemTimé at physicaladdres€0x00014014 and
“TickCount” at physicaladdres€99x0053cfc0). This wasdueto
performance-baseuhasebehaior noise.Time perturbatiorof the
exact sametrace,or correlationwith perceved time, moves the
block with the two timers we are interestedn to the top of the
list.

The perturbationof time neednot be dramatic.We perturbed
time about10-35%for all experimentsn this paperbut the pertur
bationof time needonly beslightly largerthanthe errorin therate
of the interestingtimers, which is typically never more than 2%.
The BochsPIT modelwill notallow usto perturbpercevedtime
with thatdegreeof precision.

4. Discovering Predicates

In this sectionwe evaluatethe ef cacy of discorering malware
predicate®natimerusingsymbolicexecutionto tracethedata ow
from the timer to the predicate.We evaluatedsix worms using
both DACODA [10] and more traditional manualanalysistech-
niques.The relevant timer for all malware presentedn this sec-
tion is “SystemTimé at physicaladdres€0x41014 in Windows
XP (0x3cf014 in Windows Whistler, which was usedto analyze
CodeRed).

4.1 Environment

In the explanationof the behaior of eachworm it will beapparent
why a realistic virtual ervironmentis necessaryto producethe
desiredresults.In our ervironment DACODA runs as a virtual
machineimplementedas part of the Bochs emulator For these
experimentghe emulatorranon a host(192.168.33.1 ) to which
it was connectedwith the tuntapinterface (local emulationof an
Ethernetconnection)and given the IP address192.168.33.2 .
Variousservicesvereemulatedon the host,including TIME (port
37TCP),NTP (port123UDP),HTTP (port 80 TCP),andlistening
on port 135 TCP to receve Microsoft RPC DCOM connections.
ThehostalsoranaPythonscriptusingtheScayy library [56] which
allowedusto spoofARPreplies, DNS queryreplies,andTCPreset
(RST)pacletsfrom unassignedPs. ARP requestgor hostson the
192.168.33.0/24 network arespoofedwith the Ethernetaddress
of the host (192.168.33.1 ). The host will not reply to DNS
queriessentto it intendedfor fake DNS seners(192.168.33.33
and 192.168.33.44 ) but the Scapy script also spoofsanswers
to DNS querieswith all queriesresolvingto 192.168.33.1 . For
analyzing Code Red and Blasterit was necessarto send TCP
RSTsto matchoutgoingTCP SYN pacletssothatthewormwould
continue scanningand not stop to wait for a reply. Sometimes
malvare expectsto be ableto contacta staticIP addresdeforeit
will run,whichwe did notimplementbecausé wasnot necessary



for ary of thesesix worms. An adwantageof Scapy is that ary
network spoo ng necessarycan be scripted,usually with only a
few linesof Pythoncode.

As a very simple methodto distinguishmalare predicates
from the numerouslegitimate predicatesin the system,we pro-
grammedDACODA to only print predicateselav the virtual ad-
dressOx40000000in ary procesqusercodewill typically be be-
low this addresslibrariesandkernelcodewill beaboveit). A few
predicateon the minute,hour, andday appearevery minutefrom
thedesktopclock (typically in thelower right-handcornerof Win-
dows systems)Any predicatesbeyond that camefrom the mal-
ware,whichwe con rmed by comparinghemto publishedreports
andthroughtraditionalanalysigechnigues.

4.2 CodeRedv1 (nho CME [54] assigned)

We infecteda Windows Whistler system(Whistlerwasan evalua-
tion versionof XP) runninglIS 5.1 with the CodeRedworm (we
usedthe version1 variant [57, W32/CodeRed.a.@rm], which is
equivalentto the notoriousversion?2 variantbut did not random-
izevictim IP addressesCodeRedmakessomeassumptionabout
memorylocationsspeci ¢ to a particularservicepackof Windows
2000sowe helpedit nd its maliciouscodeon the heapusingthe
virtual machine We did the experimentbetweerthe 20th of Febru-
ary andthe 28th of Februarywhich is importantfor understanding
the predicatesn Figure 4 of Section5. SinceCodeRedusesthe
GetSystemTime() library function the datesare in coordinated
universaltime (UTC) format.

By placingsymbolicexecutiononthe“ SystemTimé timerwe
discoveredtwo predicateson the date:a comparisorto 20 anda
comparisorto 28. This predicates checled apparentlyevery time
athreadcompletesa TCPconnectiorto port80 of apseudorandom
IP addressThis was consistentwith publishedreportsof Code
Red[15, 36], which was programmedo spreaduntil the 20th of
the month,performa denial-of-servicettackon the IP addresof
theWhite Houseuntil the 28th,andthengo to sleepfor averylong
time. CodeReddoesnot predicateary behaior on the monthor
theyear

It is possibleasweiinitially did beforeaddingTCPRSTsto the
ernvironment,to cometo the incorrectconclusionthat Code Red
only checksthe dateonce(asdoesBlaster)andthereforeoncethe
worm reachesaturatiorthe denial-of-servicenly occursuponthe
re-infectionof a machine With TCP RSTsit is apparenthateach
CodeRedthreadchecksthe dateevery time it nishes trying to
connecto onevictim IP addressndis aboutto try another

4.3 Blaster.E (no CME assigned)

According to published reports on the Blaster worm [57,

W32.BlastelE.Worm] it will perform a denial-of-serviceon

windowsupdate.com (the BlasterE variantwe analyzedactually
attackskimble.org ) if themonthis SeptembethroughDecember
orif thedayof themonthis the16thor later DACODA is only able

to discover the predicateon the dayof the month,notonthemonth

itself. This is becausemore control- ow sensitvity would be re-

quiredto discerntheintegerrelationshipbetweerthe systemtimer

andthe monthascalculatedn a while loop shavn in Figure4 of

Sectionb. Figure4 shavsthattheintegerrelationshipdetweerthe

calculatedmonthandyearandthetimer on which symbolicexecu-

tion hasbeenplaceddependon the conditionsof while loopsand

arenotdirectexpressionssomethingDACODA doesnot currently
handle.

Accordingto a publicly available decompilationof the Blaster
worm [55] it usesGetDateFormat() to getthe numbersfor the
day of the monthandthe monthasstrings,thenconvertstheseto
integers.Sothe“SystemTime timeris corvertedinto thedayand
monthintegers(andadjustedo localtime), thesearecornvertedinto

strings,andthenbackto integersheforethepredicateThisrequires
DACODA to follow data o w throughthe Pentiuminstructionset
architectures addressesolutionlogic, which is alsonecessaryor
MyParty.A (but for adifferentreason).

Publishedreports [57, W32.Blastele.Worm] on the Blaster
worm also statethat the dateis only checled once either upon
initial infection or reboot,which we con rmed by discovering the
predicateonly onceeven while spoo ng TCP RSTs.This kind of
behaior is importantfor maware defendergo understandefore
respondindiecausét couldmean for example thatslowing dovn
therateof infectionthroughthrottling might exacerbatehe denial-
of-serviceattackby causingmoreinitial infectionsto occurafter
thatcritical date.

4.4 Klez.A (no CME assigned)

Klez.A [57, W32.Klez.A@mml]is programmedo infect systems
with the ElKern virus, perform large-scalee-mailing, and make
les to be zerobytesin lengthon the 13th of every other month,
startingwith Januarylt usegheGetLocalTime() library function
which adjuststhe dateandtime to the local time zone.The pred-
icatethat the month of the yearbe odd is not discoveredby DA-
CODA for thereasoralreadydescribedTheequalitypredicatefor
thedayof themonthto beequalto 13is discovered.This predicate
is repeatecperiodicallymeaningthat the worm repeatedlychecks
thedatewhile running.

4.5 MyParty.A (no CME assigned)

MyParty.A only attemptgo spreadf themonthis Januarytheyear
is 2002,andthedayof the monthis betweerthe 25thandthe 29th,
inclusive. DACODA discoverspredicate®n theday of the month,
but not the month. A predicateagainstthe hard-coded/alue 2002
is discovered,but is an artifact of variouscorversionsandrelating
this to a yearwould require propertracking of the year through
more control- ow-sensitve symbolic execution.We were ableto
seeMyPary.A in unpacled form by placing a breakpointon the
GetSystemTime() library function which pauseghe worm after
it hasunpacled itself. MyParty. A usesboththe GetLocalTime()
library function and a combinationof GetSystemTime() and
GetTimeZonelnformation() to getthe local time in a format
brokendown into year month,dayof themonth,etc.(it is notclear
why two equivalentmethodsareused) andthenconvertsthisto an
integer(apparentlyin secondsince1900).It thentakesthisinteger
andbreaksit down into year month,day of the month,etc.before
checkingthe predicatelt alsochecksthe currenttime againstthe
le creationtime of theexecutablebeforeexiting, which DACODA
discoversasequality predicatesTwo predicateghatareirrelevant
but couldbe usefulfor identi cation of MyParty A is thatit checks
thattheyearis betweerl970and2038.Becausef whatappearso
be compileroptimizationsmuch of this integer arithmeticis done
through addresgresolutionlogic, which DACODA handles.The
predicateis not repeatedbecauseMyParty A always exits in our
ervironment,possiblybecauseo SMTP senerwascon gured.

4.6 Kama Sutra (CME-24) and SoberX (CME-681)

The Kama Sutra[57, W32.Blackmal. E@mmijvorm deletes les

on the 3rd day of every month, but only checksthe day of the
month 30 minutesafter either the initial infection or a reboot.
The SoberX worm [57, W32.SobeX@mm] usesVisual Basic's
DiffDate() functionto calculatethe differencein daysbetween
the currentdateand29 October 2005. It decideswhento start
spreadingand on which two daysto download new instructions
from a publicwebsener, basedon this differencebeing23, 68, or
69 (the worm also hasa conditionfor -777, which appeargo be
an error condition). This explainsthe outbreakon 21 November
2005 and widely publicized updatesscheduledfor 5 January



2006 and6 January 2006 (thesemayhave actuallyoccurredon
the 6th and 7th sincethe logic reportedlyis aninequality seethe
LURQH analysig34] for agoodexplanation).

SoberX doesnotusethelocal systemtimer butinsteadcontacts
a variety of NTP and TIME?! seners. It keepsa list of the DNS
addressesf 40 differentseners,sothroughDNS spoo ng we are
ableto causethe worm to contactthe host(192.168.33.1 ) and
then place symbolic execution on the datesand times read over
network.

Ratherthanwait 30 minutesfor KamaSutrato checkthedate it
shouldbepossibleto discorer thepredicatausedto wait 30 minutes
and invert that predicate.This would require placing symbolic
executionon “TickCount” ratherthan“SystemTimé& and using
moresophisticatedneanof distinguishinghemalwarepredicates
from the numerousother predicatesin the kernel spaceon the
“TickCount” variable.

Both the Kama Sutraworm and SoberX arewritten in Visual
Basic.DACODA wasnotableto discover ary usefulpredicategor
eitherworm. SoberX usesthe Visual BasicDiffDate()  function
which we suspectwould, like predicateson the month or day,
requiremorecontrol- ow sensitvity thanis currentlyimplemented
in DACODA. Visual Basic representdatesas strings, such as
#3/8/2006# . DACODA handlesthe string conversionsof worms
written in Visual C++ but apparentlyneedsmore work to handle
thoseof wormswrittenin VisualBasic.

4.7 Summary of Resultson Discovering Predicates

Thisraiseghreechallengeshatour proposecutomatedbehaior-

basedanalysisof time-dependernalvaremusttake into consider

ation.The rst is thatmonthandyearcalculationsequirecontrol-
o w sensitvity. Secondlythe analysismustbe ableto distinguish
betweermalwvarepredicatesandotherpredicatespossiblyby pro-

ling the systembeforeandafterinfection. Sometimeswe found,
themalwarealsogenerategredicateshatarenot relevantto time-

dependenbehaior. Thisis dueto thefactthatsomemalwareuses
thesystentime or othertimersasaseedor pseudorandomumber
generationAnd third, the environmentmustbe sufciently com-
plex for themalwareto behae asit would “in thewild.”

What becomesapparenin studyingthe operationof thesesix
worms s that thereare mary differentlibrary calls in Windows
that malware canuseto checkthe dateandtime, andthat the for-
mat of the dateandtime cantake mary variousforms, including
corversionsbetweenUTC andlocal time. As seenin MyParty. A
andBlasterE, corversionsamongdifferentformatsare often pro-
grammednto themalwareandnotdoneusingexisting library func-
tions. Furthermorejn additionto the factthat malareis increas-
ingly executedn kernelspacethe KUSESHAREDAT Atructure
that containsthe “SystemTimé timer is mappedinto every user
spaceprocesssothatneithersystemcallsnor library callsarenec-
essaryor checkingthedateandtime. Thismeanghat,for example,
in the context of rapid maware thatis obfuscatedo make disas-
semblyand manualanalysisdif cult, evenif the attacler makes
no speci ¢ effort to hide the malware's timetable,by the time a
new worm is unpacled andall of its dateandtime calculationsare
reverse-engineerethe critical time may have passed.

However, all checksof the dateandthe time and conversions
to different formats can be traced back to the “SystemTimé
timer, and ultimately to the PIT; and a suitably control- ow-
sensitve, full-system, machine-lgel symbolic execution imple-
mentationshouldbe ableto discover andtraceary predicateon
ary form of thedateandtimefrom this source pr from otherknowxn
sourcesuchasNTP.

1This is an antiquatedprotocol on TCP port 37 that returnstime as an
integer countingsecondsince1900.

atrace = aentry | aentry atrace
aentry = (pred eip, n) j (asgn eip, n)
pred = bterm | bterm|| pred
bterm := bfac | bfac&&bterm

bfac = bval j !bval

bval = comp j (pred

comp = < j > j =

exp = term j termop. exp

Opa =+

term = fac j facopn term

OPm = i i mod

fac = val ] (exp

val = var j i2Z | gettime()
var = u2V j v2V

asgn = var:= exp;

Figure 2. Grammarfor predicatesand expressionswhereeip 2
EIP,n2 N.

5. Recovering the Timetable

Section4 shaved how to discover timers using predicatesand
data ow informationrecoreredby a virtual machine.This section
presentatechniquefor usingtheknowledgeof a programs timers
alongwith dynamicallydiscoreredpredicatego recover the pro-
gramstimetable.Thegoalis to relatea predicatefor example,on
thedayof themonth,backto the systemtimer valueafterall of the
calculationghatwereperformedo calculatethe day of themonth.
Becausef theintricaciesof thesecalculationsve formalizethis as
awealestprecondition[13] calculation.

5.1 De nitions

Given a piece of time-dependentmalware, a malware analyzer
would like to know whenthe programwill exhibit maliciousbe-
haviors. This sectionde nes a timetablein termsof an execution
trace.

By inferringvariablenameswe constructrom DACODA'sout-
put for oneexecutionof a programan annotatedrace consisting
of assignmentsnd predicatesFigure 2 de nes annotatedraces
with agrammarasalist of entries(aentrys), eachconsistingof an
assignmenbr a predicate followed by the addresqeip 2 EI P
in our grammay but in practicea tuple of CR3andEIP is neces-
saryto handlemultiple processef the system)of the instruction
in the programcode and the time (which we model as a natural
numberin thesetN, becauseomputersneasuréimebasedndis-
creteevents;seeSection3.1)atwhichtheinstructionwasexecuted.
For two adjacententriese; and e, with timest; andt, respec-
tively, t1  t2. Thepredicatesn thetracearethebranchcondition
predicateshatDACODA discoveredasbeingtime-dependeniThe
functiongettime() is anabstractfunctionde ned by the results
of timer discovery in Section3. It returnsthe integer storedin that
timer atthetime thefunctionis called.

In theformal grammayEIP is a setof addressed/ is a setof
variablesidenti ed astimers,V, is asetof variablesnotidenti ed
as timers, and gettime() is an abstractfunction that returnsan
integercorrespondindo the currenttime.

Executionsof aprogramexhibit behavios. We de ne behaiors
using an analyzesprovided set L EIP of behaviorlabels
For example,given a programwith a sectionof codefor network
activity anda sectionfor waiting, a malware analyzermay label
an instruction at the beginning of eachsection.In our setting,
we discover such sectionsthrough runtime pro ling. Given an
annotatedracet, a behaior b of t is a longestsubsequencef
t suchthat: the eip | of the rst instructionis in L, andfor an
instructionin bwith eip1°, eitherl® 62L or %= |. Forexample,if a



maliciousprogramexecutesa denial-of-serviceattackby looping
over a sectionof codethat hasa single labeledinstruction, the
whole attackwill be considerenebehaior. The pre x of t not
partof ary otherbehaior is calledthe startupbehavior

A timetable summarizeghe behaiors of an annotatedtrace
accordingto time. An entry for a behaior b of a timetableis a
triple (' s; ;1), where s and ; arethetime of the rst andlast
instructionsn bandl is eithertheeip of the rst instructionin b or
“startup”if bis thestartupbehaior. Theintegerrepresentationsf
time canbetranslatednto datesandtheeip's canbereplacedvith
labelsto producea moremeaningfulsummary

5.2 Discovering Timetable Entries

Ourgoalis to recorer atimetablethatextendsinto thefuture.In or-
derto dothis,we needamoreef cient methodthansimplyrunning
the program.This sectionexplainshow, afterthe startupbehaior
hasbeendiscoreredby observingthe programs execution we dis-
cover theendtime of abehaior usingits beginningtime.

If a programwill executea certain behaior for a bounded
period of time, it typically runs a loop in which it checksthat
the time meetssome condition, executessome code, and then
checksthetime again.We canutilize this looping structureto nd
timetableentries.Whenlabell is rst obsered, the valuesof the
variablesareknown. We canthencontinueto executethe program,
recordingan annotatedracet of predicateandassignmentsintil
the secondtime | is encounteredAt this point, we concludethat
we have completedone cycle throughthe loop, and one of the
predicatebsened on that cycle is the loop guard.By analyzing
t we canrecover the numberof timesthis loop will execute,under
certainassumptions.

Lett = [co; ;Gi;p;Ci+2; ;Cn], Wherep is a predicate
and the c's are either assignmentsor predicates.Becauset is
one iteration through a loop, we cancut it at p to form t° =
[Ci+2; ;Cn; Co; ; Gi; pl, aniterationof thesamdoopin which
p is assumedo betheloop guard.

We cannow usethe wealest precondition(WP) [13] of t° to
discover the rangeof possiblevaluesfor thetimer variablesat the
beginning of t° A partial correctnessassertionon commandsis
structuredas“f Ag c f Bg,” whereA is a predicateon the system
state,c is a commandthat (potentially) modi es the state,and B
is the predicateon the systemstateresultingfrom the executionof
c. A predicateA; is wealerthanapredicateA, if A, ) Ai.The
WP, wp(c;B), for commandc andpost-assertio is de ned as
follows (seeDijkstra[13] for moredetails):

wp(v:= e;B) =[e=v]B
wp(C1, C2;B) =wp(ci; wp(cz;B))

where[e=V|B standdor theassertiorobtainedrom B by replacing
eachoccurrencef v with e.

The rst-order theoryof integerswith additionandsubtraction
is known asPreslurgerarithmetic,andis decidablg52]. If theonly
arithmeticoperationdn the WP are+ and , we canusethis re-
sultto nd therangesof valuesfor the timer variablesthat satisfy
the WP. If arbitrary operationsare permitted,this becomesunde-
cidable,but we may apply automatedheoremproving techniques
fromtheprogramveri cation andautomatedieductiorareago this
setting.

(assignment)
(sequence)

5.3 An lllustrating Example

This sectiongives an example of how to usethe WP semantics
to analyzeCode Red. Figure 3 shavs excerptsfrom the Sanos
gmtime() function[37] (Windows sourcecodeis not availableto
us but our symbolicexecutionresultsfrom the CodeRedwormiin
Section3 con rm thatthe Windowsimplementations similar; note
thattheepochfor 32-bit UNIX systemss differentmakingtheleap

#define LEAPYEAR(year) ((year) %4 != 0)
#define YEARSIZE(year) (LEAPYEAR(year)? 366 : 365)
const int _ytab[2][12] =

{31, 28, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31},
{31, 29, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31}
h

\./.v.hile (dayno >= (unsigned long) YEARSIZE(year))

{
dayno -= YEARSIZE(year);
year++;

}
while (dayno >= _ytab[LEAPYEAR(year)][ tmbuf-> tm_non])
{
dayno -= _ytab[LEAPYEAR(year)][tm buf->tm_ma];
tmbuf->tm_mon++;

}

ﬂ:nbuf->tm_mday = dayno + 1;

Figure 3. Excerptfrom ctime() 's sourcecode.

yearcalculationsimpler).Figure4 shavs excerptsfrom atracethat
is taken from executinggmtime() , andthe variablenameshave

beenreplacedio shav the correspondencbetweenthe traceand
thehigh-level code.Thelastline of thetraceshavs the predicatep

thatsenesasa post-assertiofor thetrace.For eachstatemens, if

s'sWPis differentfrom its post-assertiorthens's WP is displayed
above it. The rst WP (i.e., the bottom-mostshadedpredicate)is

constructednechanicallyusingthe rulesin Section5.2. The WPs
above it aresimpli ed, sothatimplied predicatesareomitted,and
arithmeticexpressionsare simpli ed. For the mod operation,we

identify implied predicatesvith therule:

((v %m
) (v %m

c1) && (v %m = )
ci) ) (v %m = )

Thetop-mostcommandiusesntegerdivision, in which theremain-
der getstruncated.To simplify the arithmeticcorrectlyfor the ex-
pressiorf‘(timer / 86400) < 12478, we calculate“timer <
(12478 + 1) 86400) - 1).” Althoughtheoperations %
and“/” areoutsideof Preslurgerarithmetic we canprovide logical
inferencerulesto handlethe caseencountereéh this example.

The variabletimer is a known timer variable,so both its fre-
queng andits startingvalue are knowvn. Thesevaluescombined
with the top-mostWP reveal that this path will be taken from
12:00amon 20 February 2006 to 11:59pmon 28 February
2006.

5.4 Completing the Timetable

Sections.2 and5.3 shav how to usethe WP semanticdo nd a
rangeof timesin which a codepath(onaloop) will continueto be
taken. Thetracet® (seeSection5.2) is constructedasecbn anEIP

| 2 L, sothatevery EIP of anentryin t%is eitherl oris notin L.

Consequentlyhe time rangedisco/eredbasedon timer variables
anda WP de nesthetime rangefor a behaior correspondingo |.

This behaior canbe addedto the programs timetable,andif the
lasttwo entrieshave the saméabel,they canbe memged.

In orderto begin the next iteration of this processwe setthe
timer variablesto the valueswe expectthemto have at the time
immediately after the behaior previously discovered. We then
resumeexecutionat the predicatep at the end of t°. By repeating
this processwe discover a timetableto an arbitrary point in the
future.



(timer >= 1077321600) && (timer < 1078185599)
dayno = timer / 86400;
year = 1970;

(year %4 != 0)

(dayno >= 365)

dayno >= 12469 && dayno < 12478 && (year %4 = 2)
dayno = dayno - 365;

dayno >= 12104 && dayno < 12113 && (year %4 = 2)
year = year + 1;

(dayno >= 781) && (dayno < 790) && (year %4 = 0)
(year %4 = 0)

(dayno >= 366)

(dayno >= 781) && (dayno < 790)

&& (year %4 != 3) &&(year %4 != 2)
dayno = dayno - 366;
(dayno >= 415) && (dayno < 424)

&& (year %4 = 3) &&(year %4 = 2)
year = year + 1;
(dayno >= 415) && (dayno < 424)

&& (year %4 != 0) &&(year %4 != 3)

(year %4 != 0)

(dayno >= 365)

(dayno >= 415) && (dayno < 424) && (year %4 != 3)
dayno = dayno - 365;

(dayno >= 50) && (dayno < 59) && (year %4 != 3)
year = year + 1;

(year %4 != 0)

(dayno < 365)

tm_year = year - 1900;

tm_yday = dayno;

(dayno >= 50) && (dayno < 59) && (year %4 != 0)
dayno = dayno - 31;

(dayno >= 19) && (dayno < 28) && (year %4 != 0)
(year %4 != 0)

(dayno >= 19) && (dayno < 28)

l(dayno >= 28)

(dayno + 1 >= 20)

tm_mday = dayno + 1

(tm _mday >= 20)

Figure 4. Annotatedtrace with wealest preconditions(shaded).
The post-assertiois shavn onthelastline.

6. Challengesfor FutureWork

This sectionenumerateshe challengeghat mustbe addressedby
futurework in this area,both for malwarethat doesnot explicitly
useknowledgeof the analysisto evadeanalysis,andfor malware
wheretheattacler knows aboutthe analysigechniqueandseekgo
evadeit. In both baseswe rst considerchallengedor behaior-
basedanalysisn generabndthenfor temporalsearchin particular

6.1 Regular Malware

As discussedn Sectionl, it is not necessaryor a malwareanaly-
sistechniqueto beimpossibleto evadefor it to be useful.In fact,
bothin practiceandin theory no mawareanalysigechniquds im-
possibleto evade.Therestill remainchallengedor futureresearch
even in the domainof regular malware, however, becauseof the
compleity of thedomainof the problemwe have chosen.

6.1.1 Challengesfor Behavior-BasedAnalysis

Two challengescommonto ary behaior-basedanalysiswill be
1) de ning whatis andis not a malicioususeof a service;and
2) providing an ervironmentcomplex enoughto elicit the desired
behaiors from themalware.

6.1.2 Challengesfor Temporal Search

The manifestationof thesetwo challengedor temporalsearchis
particularlyinteresting De ning whatis andis notamalicioususe
of thetime anddatewassimplefor the six wormsanalyzedn this
paper but, for mawarethatinstallsitself into the systermkernelor
usesothertimersnot consideredn Section4, more generaltech-
niguesareneeded!n additionto the needto supplya sufciently
complec ervironmentto elicit time-dependertiehaiors from mal-
ware,we feel thatit will be desirablein future work to developa
formal modelof maWwarebehaior overtime. Themodelshouldbe
basedon formalismsricher than a linear timetable,suchas nite
statetransitionsystemgb].

A needparticularto temporalsearchis for more control- ow-
sensitve symbolicexecution,andprogramanalysigechniquespe-
ci ¢ tothekindsof calculationgerformedondatesandtimes.Pro-
gram analysisinvolving integer arithmeticis undecidableén gen-
eral, but dateandtime calculationsarea limited domainin which
practicalanalysisshouldbe possible.

6.2 Evasive Malware

While no malare analysistechniqueneedsto be impossibleto

evadein orderto be useful,it is importantthat malware defenders
know the capabilitiesand limitations of eachtechniquein their

arsenal.

6.2.1 Challengesfor Behavior-BasedAnalysis

The greatestchallengefor ary behaior-basedanalysiswill be
thatanattacler with knowledgeaboutthe virtual environmentthat
analysiswill beperformedn canmake themawarenotbehae the
sameway in thatervironmentasit doeson arealvictim machine
(see[57, W32.Gaobot.EUX]Jor [57, W32.Toxbot]). For example,
the malware might use performancemetricsto determineif it is

executingin a virtual machineor on native hardware, or it could
usethenetwork to nd outif it is really connectedo the Internet
or not. King et al. [25] have exploredmary of theissueof virtual

machinedetectionin their implementatiorof malwareasa virtual

machine The Pioneerproject[40] andrecentrelatedwork [16] are
alsorelevantto this discussion.

A discussiorof thedifferentstrengthsindweaknessesf attack
anddefensén this domainis well beyond the scopeof this paper
but we will point out that mary typesof malware analysis,such
astemporalsearchcanbe carriedout on a trace.Thusall thatis
neededs zero-performanceverheadoggingfor deterministicre-
play. We have built a systemsimilar to ReMirt [14], but whereall
loggingandreplayof thevirtual machineoccursatthearchitectural
level on port1/O andinterrupts.In theory a hardwareimplementa-
tion of this couldachiere zeroperformanceverhead.

6.2.2 Challengesfor Temporal Search

Speci ¢ to our approach,there are mary ways for an attacler
to evade temporal search.Our timer discosery step assumesa
certainstructureof timers:thatthey de ne a seriesandthe lower
granularity timers have a direct dependengc on a predicatethat
DACODA candiscover. Breakingthis structurewill malke this step
fail. For example,the attacler could take a microsecondgimer
and passit through a channelDACODA doesnot track before
comparingit to 1 million and incrementinga secondscounter
Thesechannelsare also a problem for the predicatediscovery



step.It may also be more dif cult to discriminatebetweenvalid
usesof the timer and malicious usesby an ad\ersarialattacler.
Furthermoreprogramanalysistechniquedo track predicatedack
to atimer areformally undecidablen the generalcase.To evade
theanalysisn Section5 (or make theanalysigproblemmuchmore
dif cult in practice)the attacler needonly useoperationsoutside
of Preslurger arithmetic,suchas multiplication and division. All
of this is basedon the factthatif the attacler knows the defenses
they candefeatit eventually andif the defendeiknows the attack
beforehandhey candefeatit, but is it possiblefor an attacler to
countdown to aspeci ctimein acryptographicallysecurananner?

In the generaldomainof temporalsearchanattacler could,in
theory keepa countercalled a cryptocounte{53] thatis crypto-
graphicallysecureagainstanalysisto determinewhatits valueis.
It is not clearif this directly translatesnto a way to countdown
to aneventwithout analysisbeingableto predictthateventandits
timing. If a cryptocountetis incrementedevery secondfor exam-
ple, ananalyzercould simply incrementt ata muchfasterrate. A
cryptocounteboundedby performancevould have to be tunedto
the slowvestmachinethatthe malwaremightrun on. And ary cryp-
tocounterbasedon an additve homomorphisncould have larger
valuesthan 1 addedto it making parallel searchon multiple pro-
cessorgossibleThis takesusinto the realmof time-lock puzzles
andtime-releasedryptography[38], which is anopenissuewith-
outanexternaltrustedagent.

7. RelatedWork

In additionto work cited throughoutthe paper thereis otherre-
latedwork thatmay be of interestto the readerin the areasof vir-
tual machinestime perturbationjntrusiondetectionandmalware
analysis.

7.1 Virtual Machines

The topic of virtual machines(VMs) has seenrenaved interest
recently[2, 19,26,39,45,51]. Although the major original moti-

vation for VM usagewasto provide timesharingcapabilitiesfor

mainframestodaythey areextremelysuitablefor systemor appli-
cationisolation, platform replication,concurrentexecutionof dif-

ferentoperatingsystemgqOS's), systemmigration, testingof new

applicationor OSfeaturespr asasecureplatformfor webapplica-
tions[8], amongotherused45].

7.2 Time Perturbation

Researchefisave usedime perturbatiorto studyhow 1/0 andother
typesof performancecaleg[21,35], or to understanthebehaior of
asystem[20]. Naturalskews in a systems clock have beenshavn
to allow for variouskinds of remote ngerprinting [29].

7.3 Intrusion Detection

ReMrt [14] allows for full-system,deterministiaeplayof asystem
runningon top of ausermodekernel. This canbe usedto analyze
intrusionswith atool suchasBackTracker [24,27]. IntroVirt [22]
is a virtual-machine-basedystemfor detectingknown attacksby
executingvulnerability-speci ¢ predicatesas the the systemruns
or replays,to detectattacksin the period betweenvulnerability
disclosureandpatchdissemination.

Livewire [18] is a prototypefor an architectureusing an in-
trusiondetectionsystem(IDS) runningseparatelfrom thevirtual
machinemonitor(VMM). Thehostto be monitored(guestOSand
guestapplicationsyunsin theVMM, andthelDS inspectghestate
of thehostbeingmonitored Terra[17] is anarchitecturdor trusted
computingbasedon VMs. Sidiroglouet al. [43] proposeanarchi-
tecturefor detectinginknavn malwarecodeinsidee-mailsby redi-
rectingsuspicious-mailsto avirtual machine.

Minos [9] is asecurity-enhanceahicroarchitecturéhatwasim-
plementedbn the BochsVM. Minos stopsremotecontrol dataat-
tacksanda VM implementatiorof Minos hasbeenusedfor hon-
eypots[11]. DACODA [10] washuilt asanextensionontop of the
Minos VM ervironmentand analyzesattack predicatesof worm
exploits. VMs have alsobeenusedto provide scalabilityfor hon-
eynetsby allowing severalvirtual hong/potsexecutingon a single
sener[12,30]. Vrableetal. [50] proposea hong/farmarchitecture
with the goal of considerablymproving hone/pot scalability

7.4 Malwar e Analysis

In academiathereis relatively little researchn the literatureon
host-basednalwaredetectionandanalysiscomparedo the preva-
lence of this problem. There have beenvery interestingstudies
that usebinary analysisto detectobfuscatednalware [3, 4], de-
obfuscatepacled executableq31], or detectrootkits [32]. These
kinds of appearance-basethalysistechniquesareimportant,but
areonly half of the picture.In termsof automatedbehaior-based
analysisthe only two studiesthat we know of are fairly recent
[1, 28]. Both are basedon detectingspyware by its spyware-like
behaior.

8. Conclusions

We have demonstratelow to useavirtual machineto discover sys-
tem timerswithout makingassumptionsiboutthe integrity of the

kernel,and presentegromisingresultson real malware shaving

thatmalwaretimebombscanbe detectedwvith symbolicexecution.
We have alsoexploredthe problemdomainof temporalsearchand
presentedormalismsthataccountfor theintricaciesof the Grego-

rian calendarWe believe thatthenovel view of this paperfocused
on temporalsearchpf how virtual machine-basednalysiscanbe

usedto detectmalaretimebombsshavs thatbehaior-basedanal-
ysis of malware in virtual machineswill be a promisingareaof

researchin thecomingyears.
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