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Abstract

Log-basedrecorery andreplay systemsare importantfor system
reliability, delugging and postmortemanalysis/receery of mal-
wareattacksThesesystemsnustincurlow spaceandperformance
overhead provide full-systemreplay capabilities,and be resilient
againstattacks.Previous approachedail to meettheserequire-
ments:they replay only a single process,or require changesn
the host and guestOS, or do not have a fully-implementedre-
play componentThis paperstudiesfull-systemreplayfor unipro-
cessordy logging andreplayingarchitecturakvents.To limit the
amountof loggedinformation,we identify architecturanondeter
ministic events,andencodehemcompactly Herewe presenExe-
cRecorderafull-system,VM-based Jog andreplayframewvork for
post-attaclanalysisandrecovery. ExecRecordecanreplaytheex-
ecutionof an entiresystemby checkpointingthe systemstateand
loggingarchitecturahondeterministievents,andimposedow per
formanceoverheadlessthan4% on average)In our evaluationits
log les grow at about5:4 GB/hour(arithmeticmean).Thusit is
practicalto log onthe orderof hoursor daysbetweercheckpoints.
It canalso be integratednaturallywith an IDS and a post-attack
analysigstool for intrusionanalysisandrecovery.

Categoriesand SubjectDescriptors D.4.6[Opemting Systems
Security and Protectioninvasive softwae; B.8.1 [Performance
andReliability]: Reliability, Testing,andFault-Tolerance

GeneralTerms Security virtual machinesinvasie software

Keywords replay recovery, malware,worms,virtual machines

1. Intr oduction

Log-basedecorery[2,3,5,11,19,23,24] andreplay[7,10,13,17,
20,21,27,30] systemaareimportantfor systemreliability andsys-
temsecurity Recentwvork hasalsousedareplayerto performpost-
mortemanalysisof malcodeattackg10]. After anattack,onemay
replaytheattacksequencesingoff-line analyzersReplaysystems
canalsobe usedfor recosery from malwareattacksby integrating
themwith anintrusiondetectiorsystem(IDS) andananalysistool.
Upon detectingan attack (with an IDS) and discovering the exe-
cution point at which the attackhappenedwith an analysistool),
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onecanroll-backthe systemexecutionto anearliercheckpointand
disableparticulareffectsof the attack.

Replayandrecovery systemsaregenerallybasedn threecom-
ponents:checkpoint,log and replay The checkpointcomponent
capturesasnapshobf thecurrentstateof asystematspeci c times.
The log componentrecordsthe nondeterministicevents that af-
fectedsystemexecutionsincethecheckpointvastaken.Thereplay
componenusesthe informationloggedalongwith the checkpoint
to deterministicallyreplaythe systemexecutionduringthatspeci ¢
run (the sequencef statesa systempasseshroughduring execu-
tion, representedly the partialorderingof eventssentandreceved
andalsolocal events[2, 3]).

Thesesystemsnustincurlow spaceandperformanceverhead,
provide full-system replay capabilities,and be resilient against
attacks Previousapproachegail to meettheserequirementsMost
replayonly a single processor application[13,17,21,27]. Those
thataddresshewholesystenrequirechangesn thehhostandguest
OSJ10], or do not have yeta fully-implementedreplaycomponent
[30].

This paperstudiesfull-systemlog-and-replayfor uniprocessors
by logging andreplayingarchitecturakvents.In orderto limit the
amountof information that needsto be logged we characterize
architecturahondeterminisnhothby identifyingnondeterministic
eventsand by encodingthem compactly Working at the level of
architecturabventsenablesfull-systemreplaythatis e xible with
respecto the OSandtheapplications.

We have implementedour systemas ExecRecordera full-
system VM-basedlog andreplayframevork for post-attackanal-
ysis andrecovery. It canreplaythe executionof an entire system
(not only a processor a distributed applicationin isolation) by
checkpointinghe completesystemstate(virtual memoryandCPU
registers,virtual harddisk and memoryof all virtual externalde-
vices) and logging all architecturalnondeterministicevents. The
checkpointcanbetakenat ary time andthe replaydoesnot need
to startfrom a powered-of machine Our stratey for checkpoint-
ing theharddisk (HD) is ef cient (basedn copy-on-write),andis
achieved by usingcommittable/rollbackabldiskimages.

Virtual machinegVMs) areconsideredheidealplace,in terms
of securityandreliability, wherean IDS or a post-attackanalysis
tool shouldbe placed.This is becausesven when the monitored
guestOS is compromisedan attacler cannoteasily control the
actionsof an IDS or the integrity of logged data.BecauseExe-
cRecorderunsaspartof aVM, it is not easilyaccessibléo mal-
ware, yet still gives a detailedview of the systemexecution.In
orderto performpost-attaclkanalysisandrecovery thereshouldbe
integrationand cooperatioramongthe IDS, analysistool andre-
play systemWe believe thatthis canbe bestachiesed whenall of
thesearerunningunderthe completecontrolof a VM.



ExecRecordeimposedow performanceverheadbeyondthat
of the VM). In our evaluation,which includesmultiple workloads
in bothWindows andLinux, itslog les grow atabout5:4 GB/hour
(arithmeticmean).Thusit is practicalto log on the orderof hours
or daysbetweencheckpointslt can also be integratednaturally
with an IDS, such as Minos [8], to determinewhen an exploit
hasoccurred.An analysistool, suchas DACODA [9], can point
wheretheexploit wasdetectedn orderto understandhe exploited
vulnerability

Therestof the paperis organizedasfollows. Section2 sureys
relatedwork. Thisis followedby Section3 which characterizear-
chitecturalnondeterministi@ventsandprovidesa compactformat
encodingThenSectio4 present&xecRecordeanddetailsits im-
plementationfollowedby Sections which present®urexperimen-
tal evaluation.In Section6 we describean exampleof post-attack
analysisusingExecRecorderandconcludewith adiscussiorof fu-
turework in Section?.

Our contrikutions are as follows. First, we provide a charac-
terization of architecturalnondeterminisnfor uniprocessorsand
a compactformat encoding.Second we presenta low-overhead,
full-systemlog andreplay framavork for uniprocessorshat runs
integratedwith aVM anddoesnot requireany modi cation in the
guestor host OS. Third, we shov with a practicalexamplehow
suchsystemcanstreamlinghe analysisof azero-dayexploit.

2. RelatedWork

InstantReplay [17] is a deterministicreplay for highly parallel
programdo helpthedehuggingprocessDuring programexecution
the relative order of signi cant eventsis saved without recording
ary dataassociatedvith them.lIt is well-suitedfor replayingnon-
interactive applications.

FlashbacK?27] is a lightweight OS extensionfor software de-
bugging that provides replay capabilitiesfor an application.The
mainideais to useshadav processe® capturehein-memorystate
of a processat a speci ¢ executionpoint andlog the process'in-
teractionawith the system ExecRecordecanreplaythe execution
of anentiresystemin the sameervironmentasit happenediuring
log anddoesnot requireary changesn the OS. In Flashbacka
replayedapplicationmaybe executedn a differentervironment.

Rx [21] proposesan interestingtechniqueto survive software
failuresby treatingbugs as allergies: their manifestationsan be
avoidedif the executionervironmentis changedAs in Flashback
[27], it also usesshadwv processesand the application replay
happensn a changecenvironment.

FDR [30] is alow-overheadfull-systemhardwarerecorderfor
software delugging. Our systemis differentfrom FDR in that it
recordsarchitecturabventsinsidea VM anddoesnotaddressnul-
tiprocessorand DMA, while FDR is an actualdesignof a hard-
ware recorderfor multiprocessorsOn the other hand,FDR only
enablegeplayintenals of approximatelyl seconddoesnot cap-
ture disk state,anddoesnot provide a fully-implementedreplayer
ExecRecordeallows replaywindows of ary length(provided that
thereis enoughdisk spaceto storethe log les) and checkpoints
thediskwith copy-on-write.

BugNet[13] is a log andreplayarchitecturefor detugging. It
recordstheregister le contentsatary pointin time, andthe load
valuesthatoccurafterthatpoint. As it focuseson applicationlevel
bugs,it cannotreplaythe full-systemexecution.

Dunlapet al. proposedReMrt [10], a logging andreplay sys-
tem for analyzingintrusionsthat runsintegratedwith a VM and
performstheloggingin the hostOS. After anattack,it canreplay
thewholeVM procesdor analysisOurwork is differentfrom Re-
Virt becauseurapplicationrequiresne-grainedcontrolandmore

exibility in the choiceof the guestOS. ExecRecordedoesnot
requireary changesn the guestor hostOS. This is importantbe-

causemost Internetworms attackWindows, and mary worms or

attacksmustbe caughtwith a speci ¢ versionof an OS. For our
studieswe needto be ableto run Windows XP, Windows 2000,
Windows Whistler, aswell asa variety of Linux, FreeBSD,and
OpenBSDdistributions, andinterfacewith theseusinga Pentium
hardwareinterface.ReVirt isimplementedisa setof modi cations
in the hostkernelandthe guestOS mustbe portedto run on their
VM (UMLinux). SecondExecRecordegivesuscompletecontrol
of a systemunderreplay which is necessaryor future work on

attackrecovery andreplay-baseeéntrogy control.In post-attacke-

covery, wherewe wantto recover the systemby disablingpartic-
ular effectsof the attackandreplayingthe modi ed run, we need
full-control of eacheventbeingreplayed ReMrt, by justreplaying
the VM processrom the perspectie of the hostOS, doesnot of-

fer suchlevel of control.While Bochslimits theperformancef our
implementationywe cando very sophisticateénalysiswithout pro-

hibitively affecting systemperformancéy usingthelow-overhead
ExecRecordemodule,andthendo the analysisduringreplaywith

muchmoreexpensve modulessuchasDACODA.

3. Nondeterminism

Modelsof real-world systemsecessarilyexclude somedetailsof

the systemshey model.Within a model,a nondeterministievent
is onethat causes statetransitionbut is not fully determinecby

thepreviousstate,.e.,theeventcouldnothave beenpredictedwith

certaintyfrom knowledgeonly of themodel's previousstate(s)For

systemsasedon uniprocessorghe nondeterministi@rchitectural
eventsarehardwareinterruptsandinput events.

3.1 Hardware Interrupts

ExternaldevicessuchastheHD or thekeyboardgeneraténterrupts
asynchronouslyvith regardto the processoclock [18]. Although
it is possibleto modelthe behaior of a certaindevice with great
accuray, theexacttime atwhich aninterruptis generateds unpre-
dictable.

We encodeaninterruptasanintegerrepresentinghedifference
betweenthe tick of the last event andthe tick at which the inter-
ruptoccurredandanintegerencodingtheinterruptvalue,i.e., the
IRQ line number In our VM, the tick meansthe numberof in-
structionsexecutedbeforethat event happened31]. Logging just
thetick differenceallows usto considerablyeducethe amountof
loggeddata.For example,if thetick atwhichaninterruptoccurred
is 429496729&ndthe tick of the lasteventis 4294967297 both
requiring8 bytesfor recording),we log just 1 asthetick informa-
tion for theinterruptevent. This approactdecreasethe numberof
bytesrequiredto recordthe event's timing from 8 bytesto a maxi-
mumof 4 bytes(we have obseredthatthetick differencedoesnot
exceed2®?).

In this studywe have consideredhefollowing externaldevices:
PIT, CMOS, HD, keyboard,mouse,network card and serialand
parallelport devices. PIT interruptsare generallyregardedas de-
terministicevents.We arecharacterizinghemasnondeterministic
becausealthoughmostof its interruptsoccurata x edfrequeng,
thereis somenondeterminisnmcoming from noisein the device's
crystal-controlledoscillatorand from our VM' s PIT implementa-
tion. As aresult,theseinterruptsarenot entirely predictable.

3.2 Input Events

Theseareeventswheredatafrom a device is readto mainmemory
or aregisterwherethe CPUcanprocesst. Theexacttime atwhich
thesedatabecomeavailableto the CPUis alsounpredictablegven
thoughthebehaior of externaldevicescanbemodeled Moreover,
the bytescoming from sucheventsare also nondeterministide-
causethey cancomefrom userinput, network or the environment



(for example, the currenttime). An importantexception are the
bytescomingfrom theHD. Thevalueof thesebytesis basedsolely
on the contentsof the disk and the disk requestanadeby a pro-
gram.Thus, we characterizénput eventscomingfrom the HD as
deterministic We encodeaninput eventasanintegerrepresenting
thetick differenceandanintegerrepresentinghe byte(s)read.

4. The Log and Replay Framework
4.1 Log-BasedRollback Recovery

Log-basedollback recovery is a techniqueusedto achieve fault-

tolerancen distributed systemsandalsoto allow the replayof an

applicationor systemfor delugging or post-attackanalysis.The

main ideais to combinecheckpointswith a log le. The check-
pointis asnapshoobf thesystemstate.Thelog le containssnough
informationto reproduceall nondeterministi@ventsthatoccurred
duringarun. All messageeeceved by thesystemduringarunare
classi ed asnondeterministicLog-basedollback recovery relies
onthe piecavisedeterministicassumption2, 11] which stateshat
all nondeterministieventsthat a processexecutescan be identi-

ed andall informationnecessaryo reproduceheseeventscanbe

logged.Thissetof informationneededo reproduceanondetermin-
istic eventis calledthe determinaniof theevent[3].

Besidesthe checkpointand the log componentsthereis also
areplaycomponentThelog componentontinuouslyrecordsde-
terminantsof nondeterministiceventsin a non-\olatile medium.
The replay componentrecovers the systemstate capturedby a
checkpoinfusuallythelatestone)anduseshe determinantén the
log le to reproducethe executionof a run. The amountof data
recordedplaysan importantrole on the performanceof suchsys-
tems.It will directly impactthe overheadncurredby the log and
replaycomponents.

4.2 Logging and Replaying Inside a VM

A VM is asoftwarelayerrunningontop of arealmachineor ahost
OSto supportrunninga systemor aprocessn atargetarchitecture
[25]. The code providing virtualization is usually called virtual
machinemonitor (VMM).

VM's were rst developedmore than 30 yearsagoto provide
timesharingcapabilitiesto mainframesToday they have beenre-
ceving renaved attentionby academiaandindustry[6,12,16,22,
25,29] dueto the advantageshey provide for presentapplications,
especiallyin the security eld. VM' s aresuitablefor systemrepli-
cationbecaus¢hey allow severalvirtual machinesxecutedifferent
system®r applicationgoncurrentlyonasinglerealmachineThey
canalso provide software compatibility and portability by allow-
ing software written for a certainarchitecturebe executedon an-
other[25]. Further they canisolatesystemsandapplicationsfrom
oneanotherthus,improving reliability andsecurity:a crash,a bug
or asecuritybreachof a certainsystemor applicationwill notim-
pactothersbeingexecutedn differentVM's.

A system-lgel VM supportsan entireguestOS alongwith its
applicationsand can be classi ed as natve-VM, hosted-VM or
dual-hosted-VM.A native-VM is installed directly on hardware
and has the best performanceamongthe three. A host-VM is
installedon top of a hostOS andhastheworstperformancelueto
the extra level of software.A dual-hosted-VMrepresents hybrid
solution by having someof its modulesrunning in priviledged
mode(asin a native-VM) and othersin usermode(asin a host-
VM).

Although native-VM's present better performance,hosted-
VM' s lendthemselesbetterfor post-attaclanalysisandrecovery.
They provide isolationfor the hostOS: we canhave anIDS anda
setof applicationsrunningin the hostOS evenif a guestOS has
beencompromisedy anattack.

Guest Applicatior\'l ‘ Guest Application

Guest OS (Linux or Windows)

VMM (Bochs)

IDS (Minos) Analysis Tool (DACODA)
Replayer (ExecRecorder)

Host OS (Linux 2.6)

‘ Other Linux Applications

Hardware (Intel I1A-32)

Figure 1. Our VM architecture.

4.3 Implementation

We have usedBochs[31] asthe VM of our experiments.It is

a hosted-VMthat emulatesthe 1A-32 Pentiumarchitecture.The

hostOS in theseexperimentsis Linux 2.6. Our VM is currently
integratedwith Minos [8], amicroarchitectureo catchattacksand

DACODA [9], a post-attackanalysistool. We have designedhis

systemto run asa hongpot. Figure 1 illustratesthis architecture.
ExecRecordethas three main componentsccheckpoint,log and

replay

4.3.1 Checkpoint

This moduleis executedimmediatelybeforethe logging of a sys-
temrun. It is responsibldor savzing the systemstate(virtual main
memory CPUregisters HD andmemoryfrom externaldevices)at
the currentinstantof time. We have implementedt by duplicating
the BochsVM processia the fork systemcall. After the fork, the
parentprocessvaitsin thebackgroundor a SIGUSR1signalwhile
thechild procesontinuests execution.Thesuspendegarentep-
resentshefrozenstateof thesystematthetime thecheckpointvas
taken.

The checkpointof the virtual HD is achieved by using the
undoabledisk mode of Bochs. An undoabledisk is a commit-
table/rollbackabledisk image [31]. It is basedon a read-only
disk imagecombinedwith a le, calledredola, that containsall
changesnadeto theread-onlyimage.After aruntheredola le
can be megedto the read-onlyimage or simply discarded Ex-
ecRecordenlways startsthe VM with the read-onlydisk image.
Whena checkpointis taken, the child processontinuests execu-
tion with anew redolag le, whichis initialized with the contents
of theparentprocessedola le.

4.3.2 Log

The log componentrecordsin the hostHD enoughinformation
aboutthe nondeterministi@ventshappeningn the systemso that
they canbelaterreplayed.

In orderto correctly replay input eventswe needto log more
informationthanjustthe characterizatioof nondeterministiéenput
eventsgivenin Section3.2. Althoughaninput eventcanbe solely
characterizeddy the time or tick at which it occurredand the
bytesread,our replaycomponenteedsenoughinformationabout
the input instructionitself to correctlyreproduceit. For example,
for the Intel IA-32 architecturd14] we have inputinstructionsto
transfera (or a string of) byte(s), word(s), or a double word(s)
betweenan I/O port anda CPU register To simulatean I/O port
instruction, our VM implementationrequiresknowledge of the
numberof bytesbeingtransferredand whetherit is to a register
or memory In theory thistypeof informationis notrequiredin the
log le.
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Figure2. ExecRecorder

Although we have consideredll input eventsfrom the HD as
deterministicthe replay componenstill needsinformationabout
theHD inputinstructionto reproducet. Thereasons that,during
replay we needto malke the disk requestssynchronizedwith the
tick at which an HD interruptoccurs.If we do notlog andreplay
suchinstructions,it may occur that (at leastin our Bochs VM)
a HD interruptis raisedbeforethe intendedbytesare readfrom
the disk. Note thatwe do not log the bytesreadfrom the disk but
only informationabouttheinputinstruction.FDR[30], ontheother
hand,logsall valuesreturnedirom I/O loads.

Theformatof ourlog les is asfollows:

eventtype (1 byte):input event,interruptor the handlingof an
interruptby the CPU (thelastoneis Bochs-speci ¢);

tick difference(4 bytes);

Input events-speci c: port address(2 bytes), bytes (4 bytes,
not loggedfor HD), ags (1 byte encodinginformationabout
numberof bytesbeingtransferrecandwhetherit is to aregister
or memory),memoryaddresg4 bytes,loggedonly if bytesare
beingtransferredo memory);

Interrupts-speci cIRQ number(1 byte).

4.3.3 Replay

After the logging of a run this modulecanbe calledto reproduce
the systemexecutionfrom a certaincheckpoint.The child process
wakes up the parentprocesswith a SIGUSR1signal. The parent
processwhich captureghesystenstateatthepointthe checkpoint
wastaken, resumesdts execution.The virtual disk imageusedis
also the one at the time the checkpointwas taken. However, all
interruptsor input eventsthat may be generatedare disabledand
donotaffectthestateof thesystemBeingin replaymode theVM
usesall informationrecordedn thelog le to reproduceheevents
atthetick at which they happenediuring the log phase Figure2
illustrateshow ExecRecordeworks.

Thelog andreplayframenork alsoactedasanoraclein validat-
ing our characterizatiorof architecturalnondeterministicevents.
We have validatedour characterizatiorof nondeterminisnby try-
ing to remove eachtype of nondeterministi@ventandthenreplay-
ing the systemexecution.The exclusionof a certaintypeof nonde-
terministiceventwould preventa successfuteplay

4.3.4 Multipr ocessorand DMA Discussion

Our proof-of-conceptimplementationcurrently doesnot address
multiprocessorsand DMA. However, our approachcan be ex-
tended,in principle,to includethem.A rst directionfor this fu-

turework is to extendour VM to modelthecachesubsystemDMA
andthebus.Fromthesemodelswe canextendExecRecordeto log
DMA writesandthe minimal subsebf memoryracesaccordingto
thealgorithmproposedn the FDR design[30].

5. Experimental Results

In our experimentsve have analyzedfor Linux andWindows, the
sizeof thelog les generatedy ExecRecordeandthelog les'
growth ratewhenwe variedtheworkloadin theguestOS.We have
also analyzedthe performanceoverheadincurredby the logging
componentWe have studiedthe systemin thefollowing situations:
running a Web sener which is receving a burst of requestsn a
noisycampusnetwork, executingintensiely its CPUanddisk,and
runningmultitaskactiities, andidle.

We have selecteda setof publicly availableapplicationsasour
workloads.For eachoneof our experimentsve raneachworkload
threetimesandaveragedhe resultsobtained. The workloadscho-
senfor Linux and Windows were independenfrom one another
becauseve have usedpublicly availableworkloadsor benchmarks
and,in generalthey aredevelopedfor a speci ¢ OS. The experi-
mentswere executedon a Pentium4 SMP with 2 3.2 GHz CPU's
and1 GB of RAM.

5.1 Linux

We have selectedwo workloadsfor our Linux 2.4.21guestOS.
The rst oneteststhe systemrunningthe ApacheWeb sener [4].
It generatesfrom anexternalnetwork, a burstof 2000requestgo
fetcha 3K html document.

The secondworkloadwas UnixBench[28], which is a bench-
marksuitefor Linux thatintegratesCPU, le I/O, processpavning
andotherworkloads.The following testswere performed:Dhrys-
tone 2 using register variables,arithmetic, systemcall overhead,
pipe throughput,pipe-basecdcontext switching, processcreation,
execl throughput, le systemthroughput,concurrentshell scripts,
compilerthroughputandrecursion.

5.2 Windows XP

We have selectedthree workloadsfor Windows. The rst is the
sameusedto testLinux asa Websener [4]. We testedthe Apache
Web sener in Windows by generating?00 requestgo fetcha 3K
html documentTherequestsverealsogeneratedrom anexternal
network, where,in thiscasewe have generatednerequespersec-
ond.We have inserteda light loadin our Websener for Windows,
becausét couldnothandlewell morethan200HTTP requestper
second.

ThesecondvorkloadwasMicrosoft SQLIO[26], adisksubsys-
tem benchmarktool. It generateslisk workload so asto simulate
aspectof the I/O workload of the Microsoft SQL Sener. In our
tests,we had one threadreadingfor approximatelytwo minutes
froma le using2 KB 10's over 128 KB stripeswith 64 10's per
run.

The third workload was an implementationof the Sieve of
ErastostheneQurgoalwasto generate CPU-intensie workload.
We have choserto usethis algorithmnot only becausét is usually
part of several well-knovn CPU benchmarkshut also because
publicly available CPU benchmarkgor Windows wereinteractve
andwe did notwantthe userresponsd¢imeto in uence ourresults.

5.3 Results

Figure3 shavs how thesizeof ourlog les variedfor eachconsid-
eredworkloadfor Linux andWindows, andFigure4 presentghe
correspondindog le growth ratein GB/hour

Although our choiceof applicationsdoesnot represent char
acterizationof a certaintype of workload, we obsere that I/O-
intensve applicationsespeciallythosethatextensiely usethe HD,



Figure 3. Log size (MB) for different workloads - Linux and
Windows.

Figure4. Log le growth rate.

tendto have alargerlog le growth rate.Also, ourresultsshav that
ExecRecordeis feasibleandpracticalfor differenttypesof work-
loadsprovidedthatthefrequeng atwhich checkpointsaretakenis
chosenappropriatelyconsideringcthe amountof disk spaceavail-
ablefor logging.As the costof HD'sis relatively low, checkpoints
canbe taken every hour, twice a day or every day, dependingon
the demandof the application.Although the redolog le (Section
4.3.1)shouldcountaspartof thenon-\olatile storagenecessaryve
did not consideiit aspartof the ever-growing log. This is because
theredolog le canbeatmostthesizeof theoriginalHD no matter
how long we runabenchmark.

Figure 5 illustratesthe performanceoverheadof the logging
componenfor our selectedvorkloads.For all caseshe overhead
dueto loggingis low (lessthan4% on average)We have notshavn
performanceesultsduring replay becauseccordingto Elnozahy
andAlvisi [11], it hasbeenobseredthatin replaymodethe sys-
tem canrun considerablyfasterthanin normalexecution.During
normalexecutiona processnayblock waiting for I/O eventswhile
duringreplayall eventscanbeimmediatelyreplayed.

6. Post-Attack Analysis

Here we describea practical example of using ExecRecordeto
perform post-attackanalysis.In this experimentwe have Minos
asour IDS and DACODA as our analysistool, accordingto the
architectureshawvn in Figurel.

Minosis asecurity-enhanceahicroarchitectur¢hatpreventsat-
tacksthathijack programcontrol o w. Every 32-bitword of mem-
ory andevery 32-bitgenerapurposeegisterin thex86 architecture
is augmentedvith onetag bit which representshe integrity level

Figure 5. Performance overhead due to logging - Linux and
Windows.

of this word (zeromeaninglow integrity and one high integrity).
This bit is setby the kernelbasedon the trustit hasfor the data.
Thebasicassumptioris thatary controltransfer(instructionssuch
asjump, call, andreturn)involving untrusteddatais a systemvul-
nerability and a hardware exceptiontrapsto the kernelwheneer
thisoccurs.

DACODA is atool thatanalyzesattacksusingsymbolicexecu-
tion. It labelseachbyte coming from the network with a unique
identi er and tracksthesebytesin the systemduring their life-
time. WhenMinos catchesanattack, DACODA providesinforma-
tion aboutit, suchasprocessesvolved,if theattackinvolvedker
nel or userprocessedpkensthatcomposehe attacktraceandthe
predicategound.A limitation of thistool is the performancever-
headit incurs, becausdor eachinstruction executed,DACODA
hasto performsymbolic execution.This overheadis exacerbated
for exploits that requireconsiderablemountof computatiorsuch
asCodeRedIl and ASN.1. IntroVirt [15] alsousespredicatego
detectintrusions.The differencebetweenthe two is their goals.
IntroVirt checksif a systemhasbeenexploited in the period be-
tweenvulnerability discovery and patchreleasewhile DACODA
analyzesandgeneratesignaturegor zero-dayexploits.

ExecRecordeMinosandDACODA currentlyrunasextensions
to Bochs.To integrateExecRecordewith themwe just needto log
and processmore information. For Minos we have to log the in-
tegrity bit of every word transferredn input eventsand for DA-
CODA we have to log all incomingnetwork pacletsbecauséheir
bytesneedto belabeledin theorderthatthey wererecevedby the
network cardandnotin the orderdeliveredto the CPU (the bytes
areusuallyreorderedn the network card).

A solutionis to turn off DACODA in our hong/pot and only
executeit off-line usingExecRecordeiOur hong/pot executesMi-
nosalongwith ExecRecordem log mode,which incursvery low
performanceverhead WhenMinos catchesan attack,we usethe
log le generatedincethe lastcheckpointandanalyzethe attack
off-line with DACODA.

Herewe analyzefor anexploit of thewu-ftpd 2.6.0vulnerabil-
ity [1], thesizeof thelog le generatedndthe executiontime of
theattackin threesituationswhenit executeswith only Minoson,
whenit executeswith Minos andExecRecordein log mode,and
whenit executesvith MinosandDACODA on. Figure6 shavsthe
exploit executiontime for thesethreesituationsThelog le for the
exploitis 1.769MB.

DACODA provided us with the following information about
this attack: (1) it has a total of 2888 predicatesand all of
them were found in user space, (2) the processinvolved is
wu-ftpd, (3) the longest signature token has 283 bytes, and
(4) the token length histogramas “Number(sizein bytes)” is
4(283),4(119),4(11),1(10),1(9),1(6),4(5),3(4),418)2),41(1).



Figure 6. Executiontimesfor wu-ftpd 2.6.0exploit.

7. Discussion

In this work we presentedExecRecorder full-system,VM-based
log andreplayframework for uniprocessorso performpost-attack
analysisandrecovery. It addressethelimitationsfoundin current
replaysystemsy providing full-systemreplaycapabilitiesandlow
performanceverheadvithoutrequiringary OSchanges.

Thelessonave have learnedcanbe summarizedsfollows. We
canconsiderablydecreas¢he amountof loggeddataby recording
the tick or time differenceof an event and the last one, instead
of its absolutetiming value. Also, althoughan input event can
be characterizedy its timing and bytesonly, a replayerusually
will needinformationabouttheinputinstructionitself to correctly
reproducethe event. This extra information will vary depending
onthesystemarchitectureor the VM implementationlnput events
from the HD aredeterministicbut we still needto log information
abouttheir associatednput instructionto synchronizethe event
with its correspondingnterrupt. The HD bytes,however, do not
needto belogged.

As futurework, we intendto extendExecRecordefor multipro-
cessorandDMA useandto improveit by allowing checkpointgo
be saved in a non-wlatile medium.Also we planto implementa
post-attackecorvery stratgly usingexecRecordemourIDS, Minos,
andour analysistool, DACODA. We arealsousingExecRecorder
to analyzecovert channelghroughrepeatedeplayswith varying
con dential data.
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