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1 Introduction

As the minimum feature size of process technologies contin-
ues to decrease, microprocessor designers are faced with new
reliability challenges. Feature sizes of less than0.25µm result
in an increased likelihood of noise-related faults that are the
result of electrical disturbances in the logic values held in cir-
cuits and on wires [9, 6] . Natural radiation such as neutrons
produced by cosmic rays and alpha particles generate electron-
hole pairs as they pass through a semiconductor device. This
may lead to transient faults that cause single bit upsets, which
in turn may introduce a logical fault in the circuit. In addition,
as the number of transistors increases, so does the complexity,
which makes verification a much harder process, thus increas-
ing the chance of undetected errors.

A considerable amount of recent research has focused on
single errors due to the above factors, however it is unlikely
that such events will always occur in isolation. It is the goal of
the architect therefore to develop techniques to address tran-
sient faults due to simultaneous instances of single bit upsets.

It is known that reliable circuits can be constructed from
error-prone components, but at the cost of increased circuit
size and latency [10]. Until recently, this additional overhead
did not justify the use of such fault-tolerant circuits. Now how-
ever, with smaller feature sizes pushing us towards unreliable
components, should we be satisfied with large devices for the
sake of reliability? Or can we devise techniques to increase the
reliability of the smaller devices?

In this abstract, we start by showing that with a polynomial
increase in resources, a reliable circuit can be built from unre-
liable components. We then talk about recursive triple modu-
lar redundancy (RTMR) techniques for building fault-tolerant
circuits and consider noise models for CMOS devices where
RTMR is beneficial and models for which it is deficient. There-
after, we discuss micro-architecture approaches towards creat-
ing designs that tradeoff reliability, speed and area and show
how RTMR could be used in these designs. We end with our
plans for future work.

2 Fault-Tolerance

Modular redundant design was proposed by von Neumann [10]
in a seminal paper, in 1956, at a time when the absence of
reliable electronic components motivated the need for fault-
tolerant designs. These techniques were not used in proces-
sor design since their overhead was beyond the component
technologies of that time. Thereafter, due to the remarkable
progress in the reliability of logic gates, there was little need to
embed fault-tolerance in processor architecture. Winograd and
Cowan [15] improved on von Neumann’s work and obtained
the following result:

Theorem 1: A circuit containingN perfect gates can be simu-
lated with probability of failureε usingO(N ·poly(log(N/ε)))
error-prone gates which fail with probabilityp providedp <
pth, wherepth is a constant threshold independent ofN

In order to protect the data against errors, the circuit con-
sists of blocks that operate directly on data encoded in error
correction codes. In this paper, we consider error correction
codes in which each codeword represents a single logical bit,
and where a gate can be transversally applied on the bits of
the codeword. We use these codes, such as the triple redun-
dancy code, to reduce error-propagation such that an error in
any single gate does not lead to more than one error in each en-
coded output block, thus leading to what we call fault-tolerant
procedures.

To prove the above theorem, we first prove the existence
of pth and start withN = 1. Let p < ε. A circuit, CN ,
consists of three blocks that fail with probability at mostε and
one gate with failure probabilityp. CN fails with a probability
of at most3ε + p < 4ε. In the simplest, triple redundancy
scheme,CN can be made fault-tolerant by replacing it with
three copies ofCN , the outputs of each of these becomes the
input to a three-input majority voting gate. The new circuit has
a failure probability of at most3(4ε)2 + p. Assumingp < ε2,
the probability is bounded above by49ε2. In order for this
circuit to be fault-tolerant, we need49ε2 < ε, which gives
ε < 1/49 and

p < 1/(49)2 ≈ 0.0004
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In order to obtain a circuit of sizeO(Npoly(log(N/ε)))
that is fault-tolerant, we recursively perform the above circuit
construction such that, we compute on encoded data, which
itself is encoded and so on. Letc be a constant that describes
the number of ways in which an encoded output can have more
than one error in the circuit block. The failure probability at
level one encoding iscp2. For two levels of recursion, this
probability becomesc(cp2)2. Thus, the probability of failure

at k levels of recursion is(cp)
2k

c An N gate circuit fails with
probability at mostε if each gate fails has a failure probability
of at mostε/N Thenk needs to satisfy

(cp)2k

c
<

ε

N

As a result,

k =

⌈
log

[
log(N/εc)
log(1/cp)

]⌉
If d is the size of a fault-tolerant procedure in number of gates,
the total size for a fault-tolerant circuit,Nft, simulatingN
gates isNft = Ndk. Using the value ofk from above,

Nft = Nd

⌈
log[ log(N/εc)log(1/cp) ]

⌉
(1)

= N · poly(log(N/ε)) (2)

Sincec andd are constants, we now have the desired result.

3 Redundancy techniques

One of the guidelines of fault-tolerant procedures is that we
always operate on encoded data. Consider the simple triple re-
dundancy technique where we have three gates whose output
is fed to a 3-majority voting gate. Clearly, this scheme vio-
lates the above guideline since the 3-majority gate decodes the
data. Assume that we use NAND gates in our circuit. Such a
design that does not decode the data can be built usingd iden-
tical NAND gates andd identicald-majority gates. Figure 1
shows such a design ford=3. In this circuit, for a failure to
occur, there can be eitherdd/2e NAND gate failures ordd/2e
majority gate failures. For both of these there are

(
d
t

)
possi-

ble choices. If the inputs to the NAND gates are correct, the
probability of failure for this encoded NAND is at most:

pfail ≤
(
d

t

)
pt1 +

(
d

t

)
pt2 with t =

⌈d
2

⌉
Herep1 andp2 are the failure probabilities of the NAND gate
and the d-majority gate respectively. Let,p1 = p2 = p, which
gives uspfail ≤ 6p2. The threshold probability of an encoded
NAND using the current design ispth = 1

6

However, such a NAND gate will not exist independently and
thus we have to consider its reliability in the presence of noisy
inputs. Since we consider an encoded NAND taking two inputs
issued by previous similar gates. The encoded computation
is immune tobd2c or less failures or input deviations. From
details described in [4], let the error probabilities of the NAND
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M

Figure 1: Distributed Majority Voting

Figure 2: Distributed Majority Voting

gate and the majority gate be bounded byp, the probability of
failure of the encoded NAND is at most (ford = 3 andt = 2):

pfail ≤ c3p
2 with c3 = 24 (3)

This new bound corresponds to a thresholdpth = 1
c3

= 1
24 .

This result shows that NAND gates in a noisy circuit and en-
coded in the triple redundancy code, fail with a probability
O(p2).

Since we are trying to build a reliable architecture out of
unreliable circuits we are faced with a problem. While recur-
sive voting leads to a double exponential decrease in the failure
probability of the circuit, it also is hampered because a single
error in the lastd-majority gate can lead to an incorrect result.
The solution is to combine recursive majority voting and mul-
tiplexing.

A multiplexed NAND gate at recursion level 2 can be ob-
tained by modifying figure 1 in the following manner: Replace
each NAND by its multiplexed version. In order for this to be
fault-tolerant, we do it three times in parallel, triplicating each
output of the multiplexed NAND gates. The final output is the
reunion of all 3-majority gates. Such recursive, multiplexed
circuits of levelk perform encoded computations on the triple
redundancy code concatenatedk times with itself.

3.1 Resource usage for recursive multiplexing

Let N1(k) and N2(k) denote respectively the numbers of
NAND and 3-majority gates in a multiplexed, encoded NAND
of levelk. Due to recursive multiplexing,N1(k) = 3N1(k−1)
andN2(k) = 3N2(k−1) + 3kk. We can start withN1(0) = 1
andN2(0) = 0 to arrive atN1(k) = 3k andN2(k) = 3kk.
If we assume that 3-majority gates and NAND gates are built
with the same technology, the circuit for a levelk multiplexed
NAND gate requiresN(k) = 3k(k + 1) devices. Reliabil-
ity of such a NAND gate with perfectly encoded inputs is

p
(k)
1 ≤ 1

c ( c p )2k with c = 6 and with imperfect inputs is

given by p(k)
1 ≤ 1

c3
( c3 p )2k with c3 = 24. The interested

reader can look at [4] for details.
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4 Results

Our goal is to construct a circuit that fails with probability
at mostε. The simplest approach is to enlarge small devices
until they consume an area A such thatpfail(A) ≤ ε. To
compare this against fault-tolerant constructions, we consider
devices whose failure probabilities can be approximated by
pfail(A) = 1/Aγ , whereγ is a parameter of the technology.
(Lack of space restricts us from showing results for other de-
vice categories) We wish to determine if using RTMR benefits
us in terms of area consumed. Letr represent the resource
gain, i.e decrease in area usage, due to an RTMR design.
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Figure 3: Maximum exponentγ(r, ε) for devices withp(A) = A−γ

as a function of the resource gainr for different reliability require-
ments ε = 10−3, 10−6, 10−9, 10−12, 10−15. Upper curves corre-
spond to higher reliability requirements.

4.1 ClassA

Energetic particles, like neutrons generated by from cosmic
rays and alpha particles emitted by packaging materials give
rise to single-event upsets when passing through semiconduc-
tor devices. FIT (Failures in Time) is a term used by micropro-
cessor designers when estimating soft error rates and is pro-
vides a measure of the degree of reliability a circuit needs to
maintain error-free operation. Cohen et al. [9] have studied
the change in the effect ofα particles on FIT rates of dy-
namic circuits with scaling in CMOS technology. They con-
ducted experiments where circuits were directly exposed to
a α-particle emittingTh232 foil. Their results indicate that
pfail(A) ≈ A−2.5

Now recall thatγ is a parameter of the technology andr
is resource gain. Also, let the exponentγ(r, ε) be the max-
imum exponent for whichr can be achieved at reliabilityε.
Figure 4 shows the resource gains that can be achieved for
classA devices. We can see that for a device that fails as
pfail(A) = 1/A, a resource gain of 100 can be achieved for

ε = 10−6. When the failures in a circuit are dominated by er-
rors due to energetic particle strikes, using smaller, less reliable
components in a RTMR design results in significant resource
savings compared to using larger, more reliable devices.

5 Microarchitecture directions

It is clear from the preceding sections that in order to build pro-
cessors that are immune to soft errors, designers cannot solely
rely on error-correcting circuits. In fact, The last few years
have seen a number of approaches to building fault-tolerant
microprocessors. In many approaches [12, 14] redundant hard-
ware or redundant threads are used to process instructions and
their results compared to ensure reliability. A more recent pa-
per [5] staggers redundant threads in a superscalar pipeline to
reduce issue queue bandwidth constraints.

Studies have also been done to determine what components
of the micro-architecture are the most vulnerable to soft errors.
In [13], the authors define AVF (architecture vulnerability fac-
tor) of a structure as the probability that a fault in that par-
ticular structure will result in an error. In another study, [11]
a detailed latch-accurate RTL simulation of an Alpha proces-
sor was conducted. Faults were injected into the simulation to
study how they propagate and become errors at the microar-
chitecure level. In this way, the most vulnerable components
of the micro-architecture were determined and then protected
using light-weight error-correction mechanisms.

5.1 DIVA

One clever approach is the DIVA micro-architecture [1] where
a conventional superscalar pipeline is augmented by a sim-
pler checker pipeline. Before the completed instructions in the
main out-of-order pipeline are committed, they proceed in pro-
gram order to the checker pipeline, accompanied by their com-
puted results. Each instruction is recomputed in the checker
and if a mismatch is found, an exception is raised which re-
sults in the main pipeline resuming execution at the offending
instruction.

To offset this, the DIVA checker is a very simple design,
making it easier to verify and thus more reliable. When we
consider small feature sizes where errors are primarily caused
by noise and energetic particles, there are scenarios where the
DIVA architecture does not provide adequate reliability. Rec-
ollect our RTMR designs in the previous sections that always
encode all computation and assume that the underlying de-
vices were unreliable. If we use devices that are small enough
to yield benefits in terms of performance and power, and yet
good enough that we can operate just beyond the reliability
threshold, we can use the DIVA idea to safeguard against all
manners of transient errors in the following manner: let the
main pipeline be constructed as normal and the DIVA checker
should be built with our RTMR designs. Since the original
checker only consumed6% of the area of the core processor,
using level 1 recursion for the checker still keeps its area well
below that of the core. Figure 5.1 shows the increase in overall
size of the checker with the increase in the number of checker
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components protected using the RTMR design.
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Figure 4: Increase in area of the DIVA checker with increasing use of
RTMR. The bottom most solid line is 100% Level 1 RTMR, the one
above it is (90% L1+ 10% L2) and so on

6 Future Directions

In the previous section we described a micro-architecture de-
sign that combined the DIVA architecture and RTMR to detect
and correct errors. For this design, we need to address the is-
sues of speed of the checker processor with respect to the main
pipeline, and power requirements of the modified checker.

As processor feature sizes move into the nanoscale region,
voltage scaling will become the dominant factor in leading to
single bit-flips [9]. This means that we need to conduct in de-
tailed studies of which components of a microprocessor are
the most susceptible to errors due to aggressive voltage scal-
ing, and offer remedies to alleviate the vulnerability of these
components. We plan on studing this issue using a tool like the
Liberty Simulation Environment [8]

With the increase in the variety of nanoscale compo-
nents like carbon nanotubes, silicon nanowires and SETs, re-
searchers have begun to explore how these devices could be
used to build computational circuits [2, 7]. Others have dwelt
on the fact that these nanoscale devices are inherently unre-
liable and devised defect-tolerant techniques [3] to build reli-
able circuits. What is missing however, is a study of the trade-
offs between area, reliability and performance when different
nanoscale devices are used to build circuits.
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