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Abstract
Log-basedrecovery andreplaysystemsare importantfor system
reliability, debugging and postmortemanalysis/recovery of mal-
wareattacks.Thesesystemsmustincur low spaceandperformance
overhead,provide full-systemreplaycapabilities,andbe resilient
againstattacks.Previous approachesfail to meet theserequire-
ments:they replay only a single process,or require changesin
the host and guestOS, or do not have a fully-implementedre-
play component.This paperstudiesfull-systemreplayfor unipro-
cessorsby loggingandreplayingarchitecturalevents.To limit the
amountof loggedinformation,we identify architecturalnondeter-
ministicevents,andencodethemcompactly. Herewe presentExe-
cRecorder, a full-system,VM-based,log andreplayframework for
post-attackanalysisandrecovery. ExecRecordercanreplaytheex-
ecutionof anentiresystemby checkpointingthesystemstateand
loggingarchitecturalnondeterministicevents,andimposeslow per-
formanceoverhead(lessthan4%onaverage).In ourevaluationits
log �les grow at about5:4 GB/hour(arithmeticmean).Thusit is
practicalto log on theorderof hoursor daysbetweencheckpoints.
It canalso be integratednaturallywith an IDS anda post-attack
analysistool for intrusionanalysisandrecovery.

Categoriesand SubjectDescriptors D.4.6 [Operating Systems]:
Security and Protection–invasive software; B.8.1 [Performance
andReliability]: Reliability, Testing,andFault-Tolerance

GeneralTerms Security, virtual machines,invasive software

Keywords replay, recovery, malware,worms,virtual machines

1. Intr oduction
Log-basedrecovery [2,3,5,11,19,23,24] andreplay[7,10,13,17,
20,21,27,30] systemsareimportantfor systemreliability andsys-
temsecurity. Recentwork hasalsousedareplayerto performpost-
mortemanalysisof malcodeattacks[10]. After anattack,onemay
replaytheattacksequenceusingoff-line analyzers.Replaysystems
canalsobeusedfor recovery from malwareattacksby integrating
themwith anintrusiondetectionsystem(IDS) andananalysistool.
Upon detectingan attack(with an IDS) anddiscovering the exe-
cution point at which the attackhappened(with an analysistool),
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onecanroll-backthesystemexecutionto anearliercheckpointand
disableparticulareffectsof theattack.

Replayandrecoverysystemsaregenerallybasedon threecom-
ponents:checkpoint,log and replay. The checkpointcomponent
capturesasnapshotof thecurrentstateof asystematspeci�c times.
The log componentrecordsthe nondeterministicevents that af-
fectedsystemexecutionsincethecheckpointwastaken.Thereplay
componentusestheinformationloggedalongwith thecheckpoint
to deterministicallyreplaythesystemexecutionduringthatspeci�c
run (thesequenceof statesa systempassesthroughduringexecu-
tion, representedby thepartialorderingof eventssentandreceived
andalsolocalevents[2,3]).

Thesesystemsmustincur low spaceandperformanceoverhead,
provide full-system replay capabilities,and be resilient against
attacks.Previousapproachesfail to meettheserequirements.Most
replayonly a singleprocessor application[13,17,21,27]. Those
thataddressthewholesystemrequirechangesin thehostandguest
OS[10], or donothaveyeta fully-implementedreplaycomponent
[30].

This paperstudiesfull-systemlog-and-replayfor uniprocessors
by loggingandreplayingarchitecturalevents.In orderto limit the
amountof information that needsto be logged we characterize
architecturalnondeterminism,bothby identifyingnondeterministic
eventsandby encodingthemcompactly. Working at the level of
architecturaleventsenablesafull-systemreplaythatis �e xiblewith
respectto theOSandtheapplications.

We have implementedour systemas ExecRecorder, a full-
system,VM-basedlog andreplayframework for post-attackanal-
ysis andrecovery. It canreplaythe executionof an entiresystem
(not only a processor a distributed applicationin isolation) by
checkpointingthecompletesystemstate(virtual memoryandCPU
registers,virtual harddisk andmemoryof all virtual externalde-
vices) and logging all architecturalnondeterministicevents.The
checkpointscanbetakenat any time andthereplaydoesnot need
to startfrom a powered-off machine.Our strategy for checkpoint-
ing theharddisk (HD) is ef�cient (basedoncopy-on-write),andis
achievedby usingcommittable/rollbackabledisk images.

Virtual machines(VMs) areconsideredtheidealplace,in terms
of securityandreliability, wherean IDS or a post-attackanalysis
tool shouldbe placed.This is becauseeven when the monitored
guestOS is compromised,an attacker cannoteasily control the
actionsof an IDS or the integrity of loggeddata.BecauseExe-
cRecorderrunsaspartof a VM, it is not easilyaccessibleto mal-
ware, yet still gives a detailedview of the systemexecution.In
orderto performpost-attackanalysisandrecovery thereshouldbe
integrationandcooperationamongthe IDS, analysistool andre-
play system.We believe that this canbebestachievedwhenall of
thesearerunningunderthecompletecontrolof a VM.



ExecRecorderimposeslow performanceoverhead(beyondthat
of theVM). In our evaluation,which includesmultiple workloads
in bothWindowsandLinux, its log �les grow atabout5:4 GB/hour
(arithmeticmean).Thusit is practicalto log on theorderof hours
or daysbetweencheckpoints.It can also be integratednaturally
with an IDS, such as Minos [8], to determinewhen an exploit
hasoccurred.An analysistool, suchas DACODA [9], can point
wheretheexploit wasdetectedin orderto understandtheexploited
vulnerability.

Therestof thepaperis organizedasfollows.Section2 surveys
relatedwork. This is followedby Section3 whichcharacterizesar-
chitecturalnondeterministiceventsandprovidesa compactformat
encoding.ThenSection4 presentsExecRecorderanddetailsits im-
plementation,followedbySection5 whichpresentsourexperimen-
tal evaluation.In Section6 we describeanexampleof post-attack
analysisusingExecRecorder, andconcludewith adiscussionof fu-
turework in Section7.

Our contributions are as follows. First, we provide a charac-
terizationof architecturalnondeterminismfor uniprocessorsand
a compactformat encoding.Second,we presenta low-overhead,
full-systemlog andreplayframework for uniprocessorsthat runs
integratedwith a VM anddoesnot requireany modi�cation in the
guestor host OS. Third, we show with a practicalexamplehow
suchsystemcanstreamlinetheanalysisof azero-dayexploit.

2. RelatedWork
Instant Replay [17] is a deterministicreplay for highly parallel
programsto helpthedebuggingprocess.Duringprogramexecution
the relative orderof signi�cant eventsis saved without recording
any dataassociatedwith them.It is well-suitedfor replayingnon-
interactive applications.

Flashback[27] is a lightweight OS extensionfor softwarede-
bugging that provides replay capabilitiesfor an application.The
mainideais to useshadow processesto capturethein-memorystate
of a processat a speci�c executionpoint andlog the process'in-
teractionswith thesystem.ExecRecordercanreplaytheexecution
of anentiresystemin thesameenvironmentasit happenedduring
log anddoesnot requireany changesin the OS. In Flashback,a
replayedapplicationmaybeexecutedin a differentenvironment.

Rx [21] proposesan interestingtechniqueto survive software
failuresby treatingbugs asallergies: their manifestationscan be
avoidedif theexecutionenvironmentis changed.As in Flashback
[27], it also usesshadow processesand the application replay
happensin a changedenvironment.

FDR [30] is a low-overhead,full-systemhardwarerecorderfor
software debugging.Our systemis different from FDR in that it
recordsarchitecturaleventsinsideaVM anddoesnotaddressmul-
tiprocessorsandDMA, while FDR is an actualdesignof a hard-
ware recorderfor multiprocessors.On the other hand,FDR only
enablesreplayintervals of approximately1 second,doesnot cap-
turedisk state,anddoesnot provide a fully-implementedreplayer.
ExecRecorderallows replaywindows of any length(providedthat
thereis enoughdisk spaceto storethe log �les) andcheckpoints
thediskwith copy-on-write.

BugNet[13] is a log andreplayarchitecturefor debugging.It
recordstheregister�le contentsat any point in time, andthe load
valuesthatoccurafterthatpoint.As it focusesonapplicationlevel
bugs,it cannotreplaythefull-systemexecution.

Dunlapet al. proposedReVirt [10], a logging andreplaysys-
tem for analyzingintrusionsthat runs integratedwith a VM and
performsthe logging in thehostOS.After anattack,it canreplay
thewholeVM processfor analysis.Ourwork is differentfrom Re-
Virt becauseourapplicationrequires�ne-grainedcontrolandmore
�e xibility in the choiceof the guestOS. ExecRecorderdoesnot
requireany changesin theguestor hostOS.This is importantbe-

causemost InternetwormsattackWindows, andmany wormsor
attacksmustbe caughtwith a speci�c versionof an OS.For our
studieswe needto be able to run Windows XP, Windows 2000,
Windows Whistler, as well as a variety of Linux, FreeBSD,and
OpenBSDdistributions,andinterfacewith theseusinga Pentium
hardwareinterface.ReVirt is implementedasasetof modi�cations
in thehostkernelandtheguestOSmustbeportedto run on their
VM (UMLinux). Second,ExecRecordergivesuscompletecontrol
of a systemunderreplay, which is necessaryfor future work on
attackrecoveryandreplay-basedentropy control.In post-attackre-
covery, wherewe want to recover the systemby disablingpartic-
ular effectsof theattackandreplayingthemodi�ed run, we need
full-control of eacheventbeingreplayed.ReVirt, by just replaying
theVM processfrom theperspective of thehostOS,doesnot of-
fer suchlevel of control.WhileBochslimits theperformanceof our
implementation,wecandoverysophisticatedanalysiswithoutpro-
hibitively affectingsystemperformanceby usingthelow-overhead
ExecRecordermodule,andthendo theanalysisduringreplaywith
muchmoreexpensive modulessuchasDACODA.

3. Nondeterminism
Modelsof real-world systemsnecessarilyexcludesomedetailsof
thesystemsthey model.Within a model,a nondeterministicevent
is onethat causesa statetransitionbut is not fully determinedby
thepreviousstate,i.e.,theeventcouldnothavebeenpredictedwith
certaintyfrom knowledgeonly of themodel'spreviousstate(s).For
systemsbasedon uniprocessors,thenondeterministicarchitectural
eventsarehardwareinterruptsandinputevents.

3.1 Hardware Interrupts

ExternaldevicessuchastheHD or thekeyboardgenerateinterrupts
asynchronouslywith regardto theprocessorclock [18]. Although
it is possibleto modelthe behavior of a certaindevice with great
accuracy, theexacttimeatwhichaninterruptis generatedis unpre-
dictable.

Weencodeaninterruptasanintegerrepresentingthedifference
betweenthe tick of the last event andthe tick at which the inter-
rupt occurred,andanintegerencodingtheinterruptvalue,i.e., the
IRQ line number. In our VM, the tick meansthe numberof in-
structionsexecutedbeforethat event happened[31]. Logging just
thetick differenceallows us to considerablyreducetheamountof
loggeddata.For example,if thetick atwhichaninterruptoccurred
is 4294967298andthe tick of the last event is 4294967297(both
requiring8 bytesfor recording),we log just 1 asthetick informa-
tion for theinterruptevent.This approachdecreasesthenumberof
bytesrequiredto recordtheevent's timing from 8 bytesto a maxi-
mumof 4 bytes(wehaveobservedthatthetick differencedoesnot
exceed232 ).

In thisstudywehaveconsideredthefollowing externaldevices:
PIT, CMOS, HD, keyboard,mouse,network card and serial and
parallelport devices.PIT interruptsaregenerallyregardedasde-
terministicevents.We arecharacterizingthemasnondeterministic
because,althoughmostof its interruptsoccurat a �x edfrequency,
thereis somenondeterminismcomingfrom noisein the device's
crystal-controlledoscillatorandfrom our VM' s PIT implementa-
tion. As a result,theseinterruptsarenotentirelypredictable.

3.2 Input Events

Theseareeventswheredatafrom a device is readto mainmemory
or a registerwheretheCPUcanprocessit. Theexacttimeatwhich
thesedatabecomeavailableto theCPUis alsounpredictable,even
thoughthebehavior of externaldevicescanbemodeled.Moreover,
the bytescoming from sucheventsarealsonondeterministicbe-
causethey cancomefrom userinput, network or theenvironment



(for example,the current time). An importantexceptionare the
bytescomingfrom theHD. Thevalueof thesebytesis basedsolely
on the contentsof the disk and the disk requestsmadeby a pro-
gram.Thus,we characterizeinput eventscomingfrom theHD as
deterministic.We encodeaninput eventasanintegerrepresenting
thetick differenceandanintegerrepresentingthebyte(s)read.

4. The Log and ReplayFramework
4.1 Log-BasedRollback Recovery

Log-basedrollback recovery is a techniqueusedto achieve fault-
tolerancein distributedsystemsandalsoto allow the replayof an
applicationor systemfor debugging or post-attackanalysis.The
main idea is to combinecheckpointswith a log �le. The check-
point is asnapshotof thesystemstate.Thelog �le containsenough
informationto reproduceall nondeterministiceventsthatoccurred
duringa run.All messagesreceivedby thesystemduringa runare
classi�ed asnondeterministic.Log-basedrollback recovery relies
on thepiecewisedeterministicassumption[2,11] which statesthat
all nondeterministiceventsthat a processexecutescanbe identi-
�ed andall informationnecessaryto reproducetheseeventscanbe
logged.Thissetof informationneededto reproduceanondetermin-
istic event is calledthedeterminantof theevent[3].

Besidesthe checkpointand the log components,thereis also
a replaycomponent.The log componentcontinuouslyrecordsde-
terminantsof nondeterministicevents in a non-volatile medium.
The replay componentrecovers the systemstatecapturedby a
checkpoint(usuallythelatestone)andusesthedeterminantsin the
log �le to reproducethe executionof a run. The amountof data
recordedplaysan importantrole on the performanceof suchsys-
tems.It will directly impacttheoverheadincurredby the log and
replaycomponents.

4.2 Logging and Replaying Inside a VM

A VM is asoftwarelayerrunningontopof arealmachineor ahost
OSto supportrunningasystemor aprocessin a targetarchitecture
[25]. The code providing virtualization is usually called virtual
machinemonitor(VMM).

VM' s were�rst developedmorethan30 yearsagoto provide
timesharingcapabilitiesto mainframes.Today, they have beenre-
ceiving renewed attentionby academiaandindustry[6,12,16,22,
25,29] dueto theadvantagesthey provide for presentapplications,
especiallyin thesecurity�eld. VM' s aresuitablefor systemrepli-
cationbecausethey allow severalvirtualmachinesexecutedifferent
systemsor applicationsconcurrentlyonasinglerealmachine.They
canalsoprovide softwarecompatibility andportability by allow-
ing softwarewritten for a certainarchitecturebe executedon an-
other[25]. Further, they canisolatesystemsandapplicationsfrom
oneanother, thus,improving reliability andsecurity:acrash,abug
or a securitybreachof a certainsystemor applicationwill not im-
pactothersbeingexecutedin differentVM' s.

A system-level VM supportsanentireguestOS alongwith its
applicationsand can be classi�ed as native-VM, hosted-VM or
dual-hosted-VM.A native-VM is installeddirectly on hardware
and has the best performanceamong the three. A host-VM is
installedon topof a hostOSandhastheworstperformancedueto
theextra level of software.A dual-hosted-VMrepresentsa hybrid
solution by having someof its modulesrunning in priviledged
mode(asin a native-VM) andothersin user-mode(as in a host-
VM).

Although native-VM's present better performance,hosted-
VM' s lendthemselvesbetterfor post-attackanalysisandrecovery.
They provide isolationfor thehostOS:we canhave anIDS anda
setof applicationsrunningin the hostOS even if a guestOS has
beencompromisedby anattack.

VMM (Bochs)

IDS (Minos)

Hardware (Intel IA-32)

Host OS (Linux 2.6)

Other Linux Applications
Replayer (ExecRecorder)

Analysis Tool (DACODA)

Guest OS (Linux or Windows)

Guest Application Guest Application

Figure1. Our VM architecture.

4.3 Implementation

We have usedBochs [31] as the VM of our experiments.It is
a hosted-VMthat emulatesthe IA-32 Pentiumarchitecture.The
host OS in theseexperimentsis Linux 2.6. Our VM is currently
integratedwith Minos[8], amicroarchitectureto catchattacks,and
DACODA [9], a post-attackanalysistool. We have designedthis
systemto run asa honeypot. Figure1 illustratesthis architecture.
ExecRecorderhas three main components:checkpoint,log and
replay.

4.3.1 Checkpoint

This moduleis executedimmediatelybeforethe loggingof a sys-
temrun. It is responsiblefor saving thesystemstate(virtual main
memory, CPUregisters,HD andmemoryfrom externaldevices)at
thecurrentinstantof time.We have implementedit by duplicating
theBochsVM processvia thefork systemcall. After thefork, the
parentprocesswaitsin thebackgroundfor aSIGUSR1signalwhile
thechildprocesscontinuesitsexecution.Thesuspendedparentrep-
resentsthefrozenstateof thesystematthetimethecheckpointwas
taken.

The checkpointof the virtual HD is achieved by using the
undoabledisk mode of Bochs. An undoabledisk is a commit-
table/rollbackabledisk image [31]. It is basedon a read-only
disk imagecombinedwith a �le, calledredolog, that containsall
changesmadeto theread-onlyimage.After a run theredolog �le
can be merged to the read-onlyimageor simply discarded.Ex-
ecRecorderalwaysstartsthe VM with the read-onlydisk image.
Whena checkpointis taken,thechild processcontinuesits execu-
tion with a new redolog �le, which is initialized with thecontents
of theparentprocessredolog �le.

4.3.2 Log

The log componentrecordsin the host HD enoughinformation
aboutthenondeterministiceventshappeningin thesystemsothat
they canbelaterreplayed.

In order to correctly replay input eventswe needto log more
informationthanjust thecharacterizationof nondeterministicinput
eventsgivenin Section3.2.Althoughan input eventcanbesolely
characterizedby the time or tick at which it occurredand the
bytesread,our replaycomponentneedsenoughinformationabout
the input instructionitself to correctlyreproduceit. For example,
for the Intel IA-32 architecture[14] we have input instructionsto
transfera (or a string of) byte(s),word(s), or a double word(s)
betweenan I/O port anda CPU register. To simulatean I/O port
instruction, our VM implementationrequiresknowledge of the
numberof bytesbeing transferredandwhetherit is to a register
or memory. In theory, this typeof informationis not requiredin the
log �le.



Figure2. ExecRecorder.

Although we have consideredall input eventsfrom the HD as
deterministic,the replaycomponentstill needsinformationabout
theHD input instructionto reproduceit. Thereasonis that,during
replay, we needto make the disk requestssynchronizedwith the
tick at which an HD interruptoccurs.If we do not log andreplay
such instructions,it may occur that (at least in our BochsVM)
a HD interrupt is raisedbeforethe intendedbytesare readfrom
thedisk. Note thatwe do not log thebytesreadfrom thedisk but
only informationabouttheinputinstruction.FDR[30], ontheother
hand,logsall valuesreturnedfrom I/O loads.

Theformatof our log �les is asfollows:

� event type(1 byte): input event,interruptor thehandlingof an
interruptby theCPU(thelastoneis Bochs-speci�c);

� tick difference(4 bytes);

� Input events-speci�c: port address(2 bytes),bytes (4 bytes,
not loggedfor HD), �ags (1 byte encodinginformationabout
numberof bytesbeingtransferredandwhetherit is to a register
or memory),memoryaddress(4 bytes,loggedonly if bytesare
beingtransferredto memory);

� Interrupts-speci�c:IRQ number(1 byte).

4.3.3 Replay

After the logging of a run this modulecanbe calledto reproduce
thesystemexecutionfrom a certaincheckpoint.Thechild process
wakesup the parentprocesswith a SIGUSR1signal.The parent
process,whichcapturesthesystemstateat thepoint thecheckpoint
was taken, resumesits execution.The virtual disk imageusedis
also the one at the time the checkpointwas taken. However, all
interruptsor input eventsthat may be generatedaredisabledand
donotaffect thestateof thesystem.Beingin replaymode,theVM
usesall informationrecordedin thelog �le to reproducetheevents
at the tick at which they happenedduring the log phase.Figure2
illustrateshow ExecRecorderworks.

Thelog andreplayframework alsoactedasanoraclein validat-
ing our characterizationof architecturalnondeterministicevents.
We have validatedour characterizationof nondeterminismby try-
ing to removeeachtypeof nondeterministiceventandthenreplay-
ing thesystemexecution.Theexclusionof acertaintypeof nonde-
terministiceventwould preventa successfulreplay.

4.3.4 Multipr ocessorsand DMA Discussion

Our proof-of-conceptimplementationcurrently doesnot address
multiprocessorsand DMA. However, our approachcan be ex-
tended,in principle, to includethem.A �rst directionfor this fu-

turework is to extendourVM to modelthecachesubsystem,DMA
andthebus.FromthesemodelswecanextendExecRecorderto log
DMA writesandtheminimal subsetof memoryracesaccordingto
thealgorithmproposedin theFDRdesign[30].

5. Experimental Results
In our experimentswe have analyzed,for Linux andWindows, the
sizeof the log �les generatedby ExecRecorderandthe log �les'
growth ratewhenwevariedtheworkloadin theguestOS.Wehave
also analyzedthe performanceoverheadincurredby the logging
component.Wehavestudiedthesystemin thefollowing situations:
runninga Web server which is receiving a burst of requestsin a
noisycampusnetwork,executingintensively its CPUanddisk,and
runningmultitaskactivities,andidle.

We have selecteda setof publicly availableapplicationsasour
workloads.For eachoneof our experimentswe raneachworkload
threetimesandaveragedtheresultsobtained.Theworkloadscho-
senfor Linux and Windows were independentfrom oneanother
becausewehave usedpublicly availableworkloadsor benchmarks
and,in general,they aredevelopedfor a speci�c OS.The experi-
mentswereexecutedon a Pentium4 SMPwith 2 3.2 GHz CPU's
and1 GB of RAM.

5.1 Linux

We have selectedtwo workloadsfor our Linux 2.4.21guestOS.
The �rst oneteststhesystemrunningtheApacheWebserver [4].
It generates,from anexternalnetwork, a burstof 2000requeststo
fetcha 3K html document.

The secondworkloadwasUnixBench[28], which is a bench-
marksuitefor Linux thatintegratesCPU,�le I/O, processspawning
andotherworkloads.Thefollowing testswereperformed:Dhrys-
tone 2 using register variables,arithmetic,systemcall overhead,
pipe throughput,pipe-basedcontext switching, processcreation,
execl throughput,�le systemthroughput,concurrentshell scripts,
compilerthroughput,andrecursion.

5.2 WindowsXP

We have selectedthreeworkloadsfor Windows. The �rst is the
sameusedto testLinux asa Webserver [4]. We testedtheApache
Webserver in Windows by generating200 requeststo fetcha 3K
html document.Therequestswerealsogeneratedfrom anexternal
network,where,in thiscase,wehavegeneratedonerequestpersec-
ond.Wehave inserteda light loadin ourWebserver for Windows,
becauseit couldnothandlewell morethan200HTTP requestsper
second.

ThesecondworkloadwasMicrosoftSQLIO[26], adisksubsys-
tem benchmarktool. It generatesdisk workloadso asto simulate
aspectsof the I/O workloadof the Microsoft SQL Server. In our
tests,we had one threadreadingfor approximatelytwo minutes
from a �le using2 KB IO's over 128KB stripeswith 64 IO's per
run.

The third workload was an implementationof the Sieve of
Erastosthenes.Ourgoalwasto generateaCPU-intensiveworkload.
Wehave chosento usethisalgorithmnotonly becauseit is usually
part of several well-known CPU benchmarks,but also because
publicly availableCPUbenchmarksfor Windows wereinteractive
andwedid notwanttheuserresponsetimeto in�uence our results.

5.3 Results

Figure3 showshow thesizeof our log �les variedfor eachconsid-
eredworkloadfor Linux andWindows, andFigure4 presentsthe
correspondinglog �le growth ratein GB/hour.

Althoughour choiceof applicationsdoesnot representa char-
acterizationof a certain type of workload, we observe that I/O-
intensiveapplications,especiallythosethatextensively usetheHD,



Figure 3. Log size(MB) for differ ent workloads - Linux and
Windows.

Figure4. Log �le growth rate.

tendto havealargerlog �le growth rate.Also,ourresultsshow that
ExecRecorderis feasibleandpracticalfor differenttypesof work-
loadsprovidedthatthefrequency atwhichcheckpointsaretakenis
chosenappropriately, consideringthe amountof disk spaceavail-
ablefor logging.As thecostof HD's is relatively low, checkpoints
canbe taken every hour, twice a day or every day, dependingon
the demandof the application.Although the redolog�le (Section
4.3.1)shouldcountaspartof thenon-volatilestoragenecessary, we
did not considerit aspartof theever-growing log. This is because
theredolog�le canbeatmostthesizeof theoriginalHD nomatter
how long we runa benchmark.

Figure 5 illustratesthe performanceoverheadof the logging
componentfor our selectedworkloads.For all casestheoverhead
dueto loggingis low (lessthan4%onaverage).Wehavenotshown
performanceresultsduring replaybecauseaccordingto Elnozahy
andAlvisi [11], it hasbeenobserved that in replaymodethesys-
tem canrun considerablyfasterthanin normalexecution.During
normalexecutionaprocessmayblockwaiting for I/O eventswhile
duringreplayall eventscanbeimmediatelyreplayed.

6. Post-Attack Analysis
Here we describea practicalexampleof using ExecRecorderto
perform post-attackanalysis.In this experimentwe have Minos
as our IDS and DACODA as our analysistool, accordingto the
architectureshown in Figure1.

Minosis asecurity-enhancedmicroarchitecturethatpreventsat-
tacksthathijackprogramcontrol�o w. Every32-bitword of mem-
ory andevery32-bitgeneralpurposeregisterin thex86architecture
is augmentedwith onetagbit which representsthe integrity level

Figure 5. Performance overhead due to logging - Linux and
Windows.

of this word (zeromeaninglow integrity andonehigh integrity).
This bit is setby the kernelbasedon the trust it hasfor the data.
Thebasicassumptionis thatany controltransfer(instructionssuch
asjump,call, andreturn)involving untrusteddatais a systemvul-
nerability anda hardwareexceptiontrapsto the kernelwhenever
thisoccurs.

DACODA is a tool thatanalyzesattacksusingsymbolicexecu-
tion. It labelseachbyte coming from the network with a unique
identi�er and tracks thesebytes in the systemduring their life-
time.WhenMinos catchesanattack,DACODA providesinforma-
tion aboutit, suchasprocessesinvolved,if theattackinvolvedker-
nel or userprocesses,tokensthatcomposetheattacktraceandthe
predicatesfound.A limitation of this tool is theperformanceover-
headit incurs, becausefor eachinstructionexecuted,DACODA
hasto performsymbolicexecution.This overheadis exacerbated
for exploits that requireconsiderableamountof computationsuch
asCodeRedII andASN.1. IntroVirt [15] alsousespredicatesto
detectintrusions.The differencebetweenthe two is their goals.
IntroVirt checksif a systemhasbeenexploited in the periodbe-
tweenvulnerability discovery andpatchrelease,while DACODA
analyzesandgeneratessignaturesfor zero-dayexploits.

ExecRecorder, MinosandDACODA currentlyrunasextensions
to Bochs.To integrateExecRecorderwith themwejustneedto log
andprocessmore information.For Minos we have to log the in-
tegrity bit of every word transferredin input eventsand for DA-
CODA we have to log all incomingnetwork packetsbecausetheir
bytesneedto belabeledin theorderthatthey werereceivedby the
network cardandnot in theorderdeliveredto theCPU(thebytes
areusuallyreorderedin thenetwork card).

A solution is to turn off DACODA in our honeypot andonly
executeit off-line usingExecRecorder. Ourhoneypot executesMi-
nosalongwith ExecRecorderin log mode,which incursvery low
performanceoverhead.WhenMinos catchesanattack,we usethe
log �le generatedsincethe last checkpointandanalyzetheattack
off-line with DACODA.

Hereweanalyze,for anexploit of thewu-ftpd2.6.0vulnerabil-
ity [1], thesizeof the log �le generatedandtheexecutiontime of
theattackin threesituations:whenit executeswith only Minoson,
whenit executeswith Minos andExecRecorderin log mode,and
whenit executeswith MinosandDACODA on.Figure6 shows the
exploit executiontimefor thesethreesituations.Thelog �le for the
exploit is 1.769MB.

DACODA provided us with the following information about
this attack: (1) it has a total of 2888 predicatesand all of
them were found in user space, (2) the processinvolved is
wu-ftpd, (3) the longest signature token has 283 bytes, and
(4) the token length histogram as “Number(size in bytes)” is
4(283),4(119),4(11),1(10),1(9),1(6),4(5),3(4),4(3),10(2),41(1).



Figure6. Execution times for wu-ftpd 2.6.0exploit.

7. Discussion
In this work we presentedExecRecorder, a full-system,VM-based
log andreplayframework for uniprocessorsto performpost-attack
analysisandrecovery. It addressesthelimitations foundin current
replaysystemsby providing full-systemreplaycapabilitiesandlow
performanceoverheadwithout requiringany OSchanges.

Thelessonswehave learnedcanbesummarizedasfollows.We
canconsiderablydecreasetheamountof loggeddataby recording
the tick or time differenceof an event and the last one, instead
of its absolutetiming value. Also, althoughan input event can
be characterizedby its timing andbytesonly, a replayerusually
will needinformationabouttheinput instructionitself to correctly
reproducethe event. This extra information will vary depending
onthesystemarchitectureor theVM implementation.Inputevents
from theHD aredeterministicbut we still needto log information
about their associatedinput instructionto synchronizethe event
with its correspondinginterrupt.The HD bytes,however, do not
needto belogged.

As futurework,weintendto extendExecRecorderfor multipro-
cessorsandDMA useandto improve it by allowing checkpointsto
be saved in a non-volatile medium.Also we plan to implementa
post-attackrecoverystrategy usingExecRecorder, our IDS, Minos,
andour analysistool, DACODA. We arealsousingExecRecorder
to analyzecovert channelsthroughrepeatedreplayswith varying
con�dential data.
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